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[ 1. Change class challenge_01's variable’call01’ to: 1

[5 2. Run chall02()
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class PermissionAnalyzer:
def _init_ (self):
self.dangerous_Permissions = [
"android.permission.READ_CALENDAR",
"android.permission.WRITE_CALENDAR",
"android.permission.CAMERA",
"android.permission.READ_CONTACTS",

Compare "android.permission.WRITE_CONTACTS",
"android.permission.ACCESS_FINE_LOCATION",

AndroidManifest.xml

Parsing

"android.permission.ACCESS_COARSE_LOCATION",
"android.permission.RECORD_AUDIO",
"android.permission.READ_PHONE_STATE",

"android.permission.CALL_PHONE",

What if they are

"android.permission.ADD_VOICEMAIL",
the same?

"android.permission.USE_SIP",
"android.permission.READ_CALL_LOG",
"android.permission.WRITE_CALL_LOG",
"android.permission.SEND_SMS",

No "android.permission.RECEIVE_SMS",
"android.permission.READ_SMS",
"android.permission.RECEIVE_WAP_PUSH",
"android.permission.RECEIVE_MMS",
"android.permission.READ_EXTERNAL_STORAGE",
"android.permission.WRITE_EXTERNAL_STORAGE",

Yes

Print same

permissions
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def contains_sensitive_info(self, message):
sensitive_keywords = [

‘access_token', 'password', 'secret', 'admin_id',
‘adminId', 'admin_pw', 'adminPw', 'admin_password’,
‘admin_secret', 'api_secret', 'user_id', 'userld’,
‘user_pw', 'userPw', 'user_password', 'user_secret',
‘api_key', 'private_key', 'privateKey', ‘'private_token',
‘privateToken', 'auth_token', 'authToken', ‘credit_card’,
'ssn', 'pin_code', 'session_id', 'IP_address', 'IPaddress’,
'Cookies', 'Cookie', 'SESSIONID'

start_pattern . Recognize index values
. y end_pattern > )
- log.e/i/d/v/wtf( between

def extract_messages(self, content):
results = []
log_levels = ['v', 'd', 'i',

lines = content.split('\n"')

Check if it equals the
dangerous log value

S |f the index value is filled

for level in log_levels:
pattern = f'Log\\.{level.upper()}\\(""'

for line_num, line in enumerate(lines, start=1):
if not self.is_ignored(line):
if re.search(pattern, line, re.IGNORECASE):
if self.contains_sensitive_info(line):
results.append((line_num, line))

Print if there is a

matching log value

return results
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