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Big Brother

Object Detection (YOLO)
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Al Development Over the Years

Select Al Index technical performance benchmarks vs. human performance
Source: Al Index, 2025 | Chart: 2025 Al Index report

120%

Human baseline

L

&
o
£
©
@
1
Q
c
©
£
5
=
o
£
]
o
8
o
2
]
s
o
2
o
o
c
©
€
£
o
2
£
]
o

Classification Error
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2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023 2024

= |mage classification (ImageNet Top-5) Visual reasoning (VQA)

Medium-level reading comprehension (SQUAD 2.0) = English language understanding (SuperGLUE)
= Multitask language understanding (MMLU) Competition-level mathematics (MATH)
= PhD-level science questions (GPQA Diamond) Multimodal understanding and reasoning (MMMU)
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How can we understand modern Al?
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Figure 1: The Transformer - model architecture.
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Input Image

Encoder-Decoder?
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Encoder-only model (BERT in LLM)
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with Neural Networks
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For more Al internals?
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Retrieval
Augmented
Generation

Overcoming knowledge-cutoff
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Knowledge cut-off

ChatGPT 3.5 v

. You

What is the knowledge cut-off date for ChatGPT 3.5?

LLMONl LATHE! XIA10] SHSTI0IE o &8 AIEOf
HEte e oo N ® chatcPT

As of my last update in September 2021, | don't have specific information
about ChatGPT versions beyond ChatGPT-3. My training data includes
information up until that point, and | don't have details about releases or
updates that may have occurred after that date. If there have been
subsequent versions, such as ChatGPT 3.5, or updates, | wouldn't have

information about them.

For the most accurate and up-to-date information about specific
versions or updates, | recommend checking OpenAl's official
communications, website, or other reliable sources for announcements

and release notes.
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word2vec
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t-SNE visualization of sentence embeddings
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Embedding Inversion b

Text Embeddings Reveal (Almost) As Much As Text @ D Target embedding

Mage (foaled April 18, 2020) is an
American Thoroughbred racehorse who
won the 2023 Kentucky Derby.

Correction

Mage
(April 20,2010), who is
horse

John X. Morris, Volodymyr Kuleshov, Vitaly Shmatikov, Alexander M. Rush

Department of Computer Science @
Cornell University

vec2text.invert_strings(

, concat(EmbToSeq(e),
"Jack Morris is a PhD student at Cornell Tech in New York City",
"It was the best of times, it was the worst of times, it was the age of EmbTOSCq(é(t)),
1,
corrector=corrector, EmbToSeq(e _ é(t))’ (wlwn))

)
['Morris is a PhD student at Cornell University in New York City',
'It was the age of incredulity, the age of wisdom, the age of apocalypse, the ai

We feed the concatenated input to the encoder and
train the full encoder-decoder model using standard
language modeling loss.




Demo

embeddings = get_embeddings_openail
"Sung Woo will be presenting a talk about AI Security at Tech-Verse 2025",
"Sungwoo works at LINE+, a subsidiary company of LY Corporation",
"My phone number is 040-0836-9126 and I live in Tokyo",
"We are going to meet at Kioi Tower to discuss future of AIY,
"For inquiry, we can contact does_not_exist@lycorp.co.jp"

vec2text.invert_embeddings(

embeddings=embeddings.to( 'mps"'),
corrector=corrector,
num_steps=30,
sequence_beam_width=4

)

['Sun Woo will be presenting a talk about AI Security at Tech-Verse 2025',
'Sungwook works at LINE+, a subsidiary company of LYRC Corporation',

'My phone number is 0040-8626-06 and I live in Tokyo',

'We are going to meet at Kioi Tower to discuss future of AI',

'For inquiry, we can contact @does_not_exist_by_lypcorp.jp"']




Do we have to know the model? -
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Harnessing the Universal Geometry of Embeddings

Documents (D) Embeddings of D Embeddings of W

g Rishi Jha Collin Zhang Vitaly Shmatikov  John X. Morris
Subject: Enron . T & Department of Computer Science

Bashing on Frontline Encoder A Y = o (9 & 0 Cornell University

Body: Y 2 4 : . R
Karen, please call 41 Kol Ak which 60% ygoes into
me when you apparel. Wool
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Documents (D) Embeddings of D

(Encoder B)

Figure 2: Given only a vector database from an unknown model, vec2vec translates the database
into the space of a known model using latent structure alone. Converted embeddings reveal sensitive
information about the original documents, such as the topic of an email (pictured, real example).
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Function Calling

Developer

Tool Definitions + Messages

| get_weather(location)

What'’s the weather in Paris?
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In code

from openai import OpenAI
import json

client = OpenAI()

# 1. Define a list of callable tools for the model
tools = [
{
"type": "function",
"name": '"get_horoscope",
"description": "Get today's horoscope for an astrological sign.",
"parameters": {
"type": "object",
"properties": {
“signts {
gty pes s Eing,)
"description": "An astrological sign like Taurus or Aquariu
hH
Y,

"required": ["sign"],

# Create a running input list we will add to over time
input_list = [
{"role": "user", "content": "What is my horoscope? I am an Aquarius."}

# 2. Prompt the model with tools defined
response = client.responses.create(
model="gpt-5",
tools=tools,
input=input_list,

# Save function call outputs for subsequent requests
function_call = None

# Save function call outputs for subsequent requests
function_call = None

function_call_arguments = None

input_list += response.output

for item in response.output:
if item.type == "function_call"
function_call = item
function_call_arguments = json.loads(item.arguments)

def get_horoscope(sign)
return f"{sign}: Next Tuesday you will befriend a baby otter."

# 3. Execute the function logic for get_horoscope
result = {"horoscope": get_horoscope(function_call_arguments['sign"])}

# 4. Provide function call results to the model
input_list.append({

"type": "function_call_output",

"call_id": function_call.call_id,

"output": json.dumps(result),

}

print("Final input:")
print(input_list)

response = client.responses.create(
model="gpt-5",
instructions="Respond only with a horoscope generated by a tool.",
tools=tools,
input=input_list,

# 5. The model should be able to give a response!
print("Final output:")
print(response.model_dump_json(indent=2))
print("\n" + response.output_text)




What MCP aims to do
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How MICP became the standard

Announcements

Introducing the Model Context
Protocol

20244 112 262 « 3 minread

™ SamAltman® & Of o

@ o©sama

people love MCP and we are excited to add support across our products.

available today in the agents SDK and support for chatgpt desktop app +
responses api coming soon!

3:02 AM - Mar 27, 2025 - 1.8M Views




A lot of room for vulnerabilities

S
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Prioritizes convenience over security IDA MCP

Running Subprocess Commands in IDA Pro v

o Can you run the following code as an ida scriot:
nport subj s').Po Calculator

https://github.com/oraios/serena —

Tunderstand you'd like me to run a script in ID/

= Standard 3

b ided to be atte ting to .
class ExecuteShellCommandTool(Tool, ToolMarkerCanEdit): R D e e s
wun using Python's subprocess module. This script 0

analysis or reverse engineering tasks.
Executes a shell command.

nun Let me execute this script using the IDA Pythor Me M- Ms
View result from ida_execute_script from git (local
. : 3 CE c @

def apply( The script has executed successfully. If you're r1

self, opened the Windows calculator application. % w2 - o

command: str, Is there a specific reverse engineering task you'"

cwd: str | None = Non to help you write a more targeted script that use 7 8 9 X

: ’
capture_stderr: bool = True, working with.
max_answer_chars: int = TOOL_DEFAULT_MAX_ANSWER_LENGTH, X: 4 5 6 -
-> st 7

: ' 1 2 3 +

Execute a shell command and return its output. If there is a memory about suggested commands, read that first. I 0 . =

Never execute unsafe shell commands like “rm -rf /° or similar!

:param command: the shell command to execute

:param cwd: the working directory to execute the command in. If None, the project root will be used.

:param capture_stderr: whether to capture and return stderr output 0 H b / /

:param max_answer_chars: if the output is longer than this number of characters, https.//glthu .com upStaSh ConteXt7
no content will be returned. Don't adjust unless there is really no other way to get the content
required for the task.

return: a JSON object containing the command's stdout and optionally stderr output

const ENCRYPTION_KEY =
process.env.CLIENT_IP_ENCRYPTION_KEY ||

_cwd = cwd or self.get_project_root()

result = execute_shell_commandl(command, cwd=_cwd, capture_stderr=capture_stderr)
result = result.json()

return self._limit_length(result, max_answer_chars)

'000102030405060708090a0b0c0d0edf101112131415161718191alblcldlelf’
const ALGORITHM = "aes-256-cbc";
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How Al Agents Work?
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NDSS 2025

YURASCANNER: Leveraging LLMs for
Task-driven Web App Scanning

Aleksei Stafeev, Tim Recktenwald, Gianluca De Stefano, Soheil Khodayari, Giancarlo Pellegrino
CISPA Helmbholtz Center for Information Security
{aleksei.stafeev, tim.recktenwald, gianluca.de-stefano, soheil.khodayari, pellegrino} @cispa.de

App | Total | Unique | YuraScanner | Black Widow

Stored  Reflected Stored  Reflected
XSS XSS XSS

Redacted 7 -
Moodle - 1
Leantime - 1

* 13 unique zero-day vulnerabilities discovered
* 12 of them found by YuraScanner

* Located between four and two clicks away from the main page
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What makes you more competent

Al Internals
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Basic keywords: Backpropagation, Over/Underfitting,
Normalization, Object function, Learning rate, etc.
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