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What You Can Do on the Web
Past Present Future
P O O >
Web1 Web2 Web3
Read Read and write Read, write, and

own digital assets
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World Wide Web

The WorldWideWeb (W3) is a wide-area_hypermedia information retrieval initiative aiming to give universal access to a large universe of documents.

Everything there is online about W3 is linked directly or indirectly to this document, including an executive summary of the project, Mailing lists , Policy,

What's out there?
Pointers to the world's online information, subjects , W3 servers, etc.
Help
on the browser you are using
Software Products
A list of W3 project components and their current state. (e.g. Line Mode ,X11 Viola , NeXTStep , Servers , Tools , Mail robot , Library )
Technical
Details of protocols, formats, program internals etc
Bibliography,
Paper documentation on W3 and references.
People
A list of some people involved in the project.
History,
A summary of the history of the project.
How canIhelp ?
If you would like to support the web..
Getting code
Getting the code by anonymous FTP , etc.

https://info.cern.ch/hypertext/ WWW/TheProject.html
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Find a repository... Language ~ Sort ~ B New

neb2 (Public
web2_practice

PHP  Updated last week

bl 0Q ( Public

jekyl block

@ HTML &B MIT License  Updated last week

earmoon ( Public
bearmoon project
bearchain

Edit profile
@ Solidity Qf 1 Updated on Jul 22

A 5 followers - 10 following
& wiimdy.kr yeraborrow (Public

@ solidity % 1 Updated on May 30

Highlights

https://github.com/wiimdy?tab=repositories
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ETH Price: $4,608.64 (+7.83%) &) Gas: 12.976 Gwei D:l. 26+ 4
ﬂ.’ Etherscan Home  Blockchain v Tokens ¥  NFTs v  Resources v  Developers ¥  More v | ® WIIMDY v

The Ethereum Blockchain Explorer

All Filters v Search by Address / Txn Hash / Block / Token / Domain Name a

Sponsored: © Rollbit: Trade 30+ Crypto - BTC, ETH, SOL, MOG, WIF. 1,000x leverage, instant execution!

ETHER PRICE C= TRANSACTIONS MED GAS PRICE TRANSACTION HISTORY IN 14 DAYS
V' $4,608.64 @ 0.03978 BTC (+7.83%) 2,954.55 M (19.9 TPS) 12.976 Gwei ($1.26) L 900k
@ MARKET CAP LAST FINALIZED BLOCK LAST SAFE BLOCK \/\_/_\
1500k
$556,298,056,572.00 23197180 23197244 Aug 7 Aug 14 Aug 21
Latest Blocks 38 Customize Latest Transactions 38 Customize
23197273 Miner Titan Builder 0xbd995cd0ac... From 0x4838B106...BOBAD5f97
Ny 0.04106 Eth B 0.03499 Eth
18 secs ago 253 txns in 12 secs 18 secs ago To 0x388C818C...7ccB19297
23197272 Miner Titan Builder 0x21b69dc0cc... From Ox08F9F14f...1878f1D11
Ny ) 0.08278 Eth 8 0Eth
30 secs ago 278 txns in 12 secs 18 secs ago To 0x3A75346f...12A6CfA83

https://etherscan.io/
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ﬁ’/ Etherscan

Domain Name Lookup

complicated address hashes.

Learn more >

Result for:  wiimdy.eth
Overview of ENS
( Resolved Address:
( Expiration Date:
(® Registrant:

(@ Controller:

Home Blockchain v  Tokens v

Domain names allow users to interact with other addresses on-chain using human-readable names instead of long and

I &) 0x00000000F2708738d4886Bc4aEdEFd8dD04818b0 I

2027.02.24 at 11:34

0xD4416b13d2b3a9aBae7AcD5D6C2BbDBE25686401

0xD4416b13d2b3a9aBae7AcD5D6C2BbDBE25686401

Lookup names Q

Lookup names Q

NFTs v Resources v

&\ MEXC
On-Chain Bounty

Join Now

Developers v More v ®

Domain Name Lookup / Se

https://etherscan.io/name-lookup-search?id=wiimdy.eth



https://etherscan.io/name-lookup-search?id=wiimdy.eth
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&8 Address 0x00000000F2708738d4886Bc4aEEFd8dD04818b0

Sponsored: be.game - INVITE FRIEND & GET BONUS! 15% COMMISSION Play Now

) wiimdy.eth ©®

1= Latest 25 from a total of 91 transactions ol

(®  Transaction Hash Method ® Block Age
©  0x9ce812abel... Deposit Native 23187264 33 hrs ago
®  0x0bfOc4a4dfo... Multicall 23187256 33 hrs ago

Transactions Internal Transactions Token Transfers (ERC-20) NFT Transfers Analytics Assets

From

@ wiimdy.eth

L wiimdy.eth

Overview More Info
ETH BALANCE PRIVATE NAME TAGS
4 0.006588600705485999 ETH + Add
ETH VALUE TRANSACTIONS SENT
$30.35 (@ $4,605.80/ETH) Latest: 1 dayago A  First: 120 days ago A
TOKEN HOLDINGS FUNDED BY
$18.20 (15 Tokens) v 8 0xB42F812A...759EbEAD6 120 days ago

Cards New

¢ <HAPI =V

Multichain Info

& $69.61 (Multichain Portfolio)

4 addresses found via Blockscan v

W Advanced Filter v

oy Download Page Data V' v

To Amount Txn Fee
out 0x4cDOOE38...62338BC31 0.00116545 ETH 0.00002395
out 0xF5042¢e6f...D8eB9e222 0.00116521 ETH 0.00022024

https://etherscan.io/address/Ox00000000F2708738d4886Bc4aEdEFd8dD04818b0



https://etherscan.io/address/0x00000000F2708738d4886Bc4aEdEFd8dD04818b0
https://etherscan.io/address/0x00000000F2708738d4886Bc4aEdEFd8dD04818b0
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Transaction Details <

m Logs (1) State

TRANSACTION ACTION

E]

® Transaction Hash:
® Status:
® Block:

® Timestamp:

® From:

® To:

® Value:
® Transaction Fee:

® Gas Price:

@ Call DepositNative Function by & wiimdy.eth on |5 0x4cDOOE38...62338BC31

0x9ce812abe17241444c9bbbe2b3e10bbd9dee00e2a47a3d9f1da9293a43d3cf4d

@ Success
@ 23187264 23512 Block Confirmations

© 3 days ago (Aug-21-2025 05:06:59 AM UTC)

iy wiimdy.eth

0x4cDO0E387622C35bDDB9b4c962C136462338BC31

4 0.001165453521815527 ETH $5.53
0.000023956120065576 ETH  $0.11

0.966908301 Gwei (0.000000000966908301 ETH)

https://etherscan.io/tx/



https://etherscan.io/tx/0x9ce812abe17241444c9bbbe2b3e10bbd9dee00e2a47a3d9f1da9293a43d3cf4d

. 2 L) 2N

(® Ether Price: $4,224.96 / ETH

® Gas Limit & Usage by Txn: 32,650 | 24,776 (75.88%)

® Gas Fees: Base: 0.234888175 Gwei Max: 0.966908301 Gwei Max Priority: 0.734584134 Gwei
® Burnt & Txn Savings Fees: % Burnt: 0.0000058195894238 ETH ($0.03) & Txn Savings: 0 ETH ($0.00)

(® Other Attributes: Txn Type: 2 (EIP-1559) Nonce: 81 Position In Block: 73

® Input Data: Function: depositNative(address depositor,bytes32 id) sk

MethodID: 0x49290clc
[0]: ©00000000000000000000000000000000T2708738d4886bc4aedefd8dd04818b0
[1]: 5e2d158d1101bf629497edf26a0c83251927aaclafec6a581a0c4837841d9¢08

View Input As ¥ & Decode Input Data View In Decoder W Advanced Filter ~ [2* Write Contract

More Details: — Click to show less

https://etherscan.io/tx/



https://etherscan.io/tx/0x9ce812abe17241444c9bbbe2b3e10bbd9dee00e2a47a3d9f1da9293a43d3cf4d

etherscan.iofaddress/0x4cd00e387622c35bddb9b4c962c136462338bc31#code

ETH Price: $4,625.74 (+8.23%) ) Gas: 11.024 Gwei

Contract Name: RelayDepository

Compiler Version v0.8.28+commit.7893614a

Contract Source Code (Solidity Standard Json-Input format)

File 1 of 7 : RelayDepository.sol

// SPDX-License-Identifier: MIT
pragma solidity ~0.8.23;

1

2

3

4 import {Ownable} from "solady/auth/Ownable.sol";

5 import {ERC20} from "solady/tokens/ERC20.sol";

6 import {EIP712} from "solady/utils/EIP712.sol";

7 import {SafeTransferLib} from "solady/utils/SafeTransferLib.sol";

8 import {SignatureCheckerLib} from "solady/utils/SignatureCheckerLib.sol";
9

10 import {Call, CallRequest, CallResult} from "./utils/RelayDepositoryStructs.sol";
12 /// @title RelayDepository

13 /// @author Relay
14 ~ contract RelayDepository is Ownable, EIP712 {

15~ using SafeTransferLib for address;

16 using SignatureCheckerLib for address;

17

18 /// @notice Revert if the address is zero

19 error AddressCannotBeZero();

20

21 /// @notice Revert if the signature is invalid
22 error InvalidSignature();

23

24 /// @notice Revert if the call request is expired
25 error CallRequestExpired();

File 2 of 7 : Ownable.sol

// SPDX-License-Identifier: MIT
pragma solidity ~0.8.4;

1
2
3
4 /// @notice Simple single owner authorization mixin.
5
3

Search by Address / Txn Hash / Block / Token / Domain Name

Optimization Enabled: No with 200 runs

cancun EvmVersion

Other Settings:

Open In

Outlir

Outlir

/// @author Solady (https://github.com/vectorized/solady/blob/main/src/auth/Ownable.sol)
177

https://etherscan.io/address/0x4cd00e387622c35bddb9b4c962c136462338bc31#code



https://etherscan.io/address/0x4cd00e387622c35bddb9b4c962c136462338bc31#code
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e PeckShield Inc. & O]

.@GMX_|O has been exploited for ~$42M. The exploiter has bridged
~$9.6M worth of cryptos to #Ethereum.

$42,029,841

https://x.com/peckshield/status/1942947860645134450



https://x.com/peckshield/status/1942947860645134450
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https://x.com/GMX 10/status/1942955807756165574



https://x.com/GMX_IO/status/1942955807756165574

[E] [Senderl]

=

0 85 B B

[Receiver] .executeDecreaseOrder (_accounts= , _orderIndex=5, _feeReceiver=[Sender]
.sov (@) ¢ )
.getDecreaseOrder (_account= , -orderIndex=5) (collateralToken= , collateralDelta=26,51
.getMinPrice (_token= ) (2,661,295,000,000,000,000,000,000,000,000,000)
.updateGlobalShortData (_accounts= , -collateralToken= , -indexToken= , _islLong=true, _sizeDelta=
.enablelLeverage (_vault= ) (@)
.executeDecreaseOrder (_address= , _orderIndex=5, _feeReceiver=[Sender]
.getMinPrice (_token= ) (2,661,295,000,000,000,000,000,000,000,000,000)
.pluginDecreasePosition (_accounts= , _-collateralToken= , _indexTokens= , _collateralDelta=26,517
.withdraw (amount=9,976,117,799,240,672) O
value: 0.009976117799240672 Ether .fallback(raw data) @)
.getGlobalShortAveragePrice (_token= ) (1,913,705,482,286,167,437,447,414,747,675,542)
.getMaxPrice (_token= ) (109,500, 940,000,000,000,000,000,000,000,000,000)

https://app.blocksec.com/explorer/tx/arbitrum

0x03182d3f0956a91c4e4c8f225bbc7975f9434fab042228c7acdc5ec9a32626ef


https://app.blocksec.com/explorer/tx/arbitrum/0x03182d3f0956a91c4e4c8f225bbc7975f9434fab042228c7acdc5ec9a32626ef
https://app.blocksec.com/explorer/tx/arbitrum/0x03182d3f0956a91c4e4c8f225bbc7975f9434fab042228c7acdc5ec9a32626ef

O, ¥ master ~ gmx-contracts / contracts / core /| OrderBook.sol

Code Blame @ 984 lines (881 loc) : 31.6 KB

ous UTUCT s LU LLaLtei aLiURTIT,
865 order.indexToken,

866 order.collateralDelta,

867 order.sizeDelta,

868 order.islLong,

869 address(this)

870 );

871

872 // transfer released collateral to user

873 if (order.collateralToken == weth) {

874 |- _transferOutETH(amountOut, payable(order.account));

875 } else {

876 IERC20(order.collateralToken).safeTransfer(order.account, amountOut);
877

878

ithub.com/gmx-io/gmx-contracts/blob/master/contracts/core/OrderBook.sol#L.874



https://github.com/gmx-io/gmx-contracts/blob/master/contracts/core/OrderBook.sol#L874

function executeDecreaseOrder(

1 7;| I_ I_ | ;|.J\ AI;H if (order.collateralToken == weth) {
1= o o
1' o J( :7 () T o _transferOutETH(amountOut, payable(order.account));

} else {
IERC20(order.collateralToken).safeTransfer(order.account, amountOut);

_transferOutETH(order.executionFee, _feeReceiver);

function _transferOutETH(
uint256 _amountOut,

address _receiver
) {
IWETH(weth) .withdraw(_amountOut);
2_ rece|Ver§ O|_|X|'§ Lé'?:! sendValue(_receiver, _amountOut);

}
function sendValue(address , uint256 ) Al
require(address .balance >= amount, "Address: insufficient balance");

solhint-disable
(bool success, ) = recipient.call{value: amount}("");

OCH'

- L] E
3. receiver(exploiter) ZEE Al
require(
success,
"Address: unable to send value, recipient may have reverted"
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= Root cause &AM

SZAX0[A Al SEO0| Hof 2=

value: 0.009976117799240672 Ethex .fallback(raw data) Q)

.getGlobalShortAveragePrice (_token= ) (1,913,705,482,286,167,437,447,414,747,675,542)

.getMaxPrice (_token= ) (109, 500,940,000,000,000,000,000,000,000,000,000)
.reservedAmounts ( (27,855,857,410)
.poolAmounts (10,013,532,053,118)

.usdgAmounts (10,013,364,877,641,887,807,943,993)

.maxUsdgAmounts (16,898,185,277,151,228,065,200,623)

.flash (recipients= amount®=0, amountl=7,538,567,619,570, data=(long param))




= Root cause &AM

HEN™EE GLPO| =2 &7\ 10 82| K| =2 st}

.uniswapV3FlashCallback (fee0=0, feel=3,769,283,810, data=(long param))

=

.approve (spendex= , value=6,000,000,000,000) (true)

=

.mintAndStakeGlp (_token= , _—amount=6,000,000,000,000, _minUsdg=0, _minGlp=0) (4,129,578,056,417,997,08

.transfer (te= , value=1,538,567,619,570) (true)

=

.getMaxPrice (_token= ) (1,000,000,000,000,000,000,000,000,000,000)

.increasePosition (_accounts= , _collateralToken= , _indexToken= , _sizeDelta=15,385,676,195,700,000, 0t

£

2| X[ A0 == M FAE st Vs

== 5ol BiESt2| (7HH0] o= 202t o)




= Root cause &AM

GLPQ| 7}zd0| 25| 22} C}A| GLPE mHC},

.unstakeAndRedeemGlp (_tokenOut-= , -8$lpAmount=386,498,977,301,112,432,466,652, _m:nOut=0, _receiver=
.getAum (maximise=false) (908,179,662,530,938,665,952,483,378,294,110,666,923)
.totalSupply O (36,067,854,524,500,331,097,383,663)

.reservedAmounts ( ) (410,917,754,896,704,777,625)

.poolAmounts ¢ ) (3,646,154,583,342,333,502,942)

.getMinPrice (_token= ) (2,661,295,000,000,000,000,000,000,000,000,000)

.unstakeAndRedeemGlp (_tokenOut= , _8$1lpAmount=341,596,270,985,668,652,106,658, _minOut=0, _receivers=

off GLPL| 7}A40| 45| 2&t=71?
=> GLP 7}4 = (user_GLP / total_GLP_supply) * AUM (O|&0| 2Z43| &%)

AUM = (210 = 2= 22 ) + ("= ZX|H9| £4) - (3= ZX[H2] 0]9))
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SE0| HU5HA EEibu%LIEL 5002 &8 22| l0|E3H H{ 1 HI2E|= A% 0|8
7ts§LICE O] HH2E|E =X, OH—IE AZE XF S FAIEX| 2Hs= A2 A=
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Xto|iL|Ct. sto|E3H O HI2E|E MEiE 42, 500 2= X3 B8 AREA
ArEE = QUCH= HE CHA| 8hH ZXEEIL|CE HER5 R Xig &5 SYE MSe
= USLICE o] EX|of st §F2|7t O|F0{X|H 5008 Ee{= i X2 = 5l0|EsH Hf
2E|2 2FE AYLICE GLP AF8XAH= N HAHS B £[0{, 5008 22{e] X2
FEO| 2PE HIOHIRE| 7|22 SYEIE2 FIL =X|Q| 2H= glELICh 22
Atgt: O|H|Y: security@gmx.io 2&|2l: (GMX HHZX}:
Ox5F799f365FaSA2BGOacO429C4881530A5a6f0Cf8) Immunefi: (

|

https://immunefi.com/bug-boun

https://x.com/GMX_[0/status/1943342382503567586



https://x.com/GMX_IO/status/1943342382503567586
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GMX V1 ZEH|0| A0 2ot FofHo| EAHE|0| S/H=IRSLICE GMX V1 Z30|=
OHESHA SEEIRASLICE O] S5 2pF0l| A
OxDF3340A436c27655bA62F8281565C9925C3a52212| &S 21Xt

USLICL GLP E/AL 2572 4,2002 22 AFe| FME 4E 7hs XH:t0| 2L

USLICHAFEAIA 5002 EE{2] Z=0] XZE =, LHHX| XiZ2 X GMX 2
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F0|0, 2 O XM|st §EE 37 o lL|Ct

110.6K

https://x.com/GMX 10/status/1943654914749534380



https://x.com/GMX_IO/status/1943654914749534380

42m dollars

A =8

42,000,000 O|= &2 =

58,398,269,160.00

$40M GMX Exploit: AUM EH?_H:HE _OI:_I

Manipulation
8% 29¢% 2% 2:59 UTC - Morningstar X3 - HE{Zx3

\. BlockSec

42000000

GMX was hacked with more than 40M loss. The attacker leveraged a
vulnerability with openning a short position while leverage was enabled in the 58398269160.
contract.

https://x.com/BlockSecTeam/article/1942990338731229379



https://x.com/BlockSecTeam/article/1942990338731229379
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https://drive.google.com/file/d/1zt30caMFy64RehSFCA4P-iP-31ISTILD/view
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Smart Contract Security
* 10.0

Skill Path  Blockchain

2 PathOllM= 0| 2|23 Solidity 7|8t AOLE
2 E! M EAMBH |} ADE HEHEO|A] Kb gt

=
e

ﬁ
OE H

SHABH

StEEILICE & PathE 25 ¢t

ﬂJIO

HE

CLl

Eo|
ot

ZotH A0

al F&MZ 0[01E = 2
Hoto| FARLH ZQ% 2opILICH £3| XZI4 (Reentrancy), Fallback &4+ SO 2 Qlsj| Wlsh= FAF2 o
3HZ Af|OIM = RbF SESHD ASLICE = PathollA= O|E2|8 HIEX T2 EVME| =E O[8f{3t= HRE
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import "openzeppelin-contracts-06/math/SafeMath.sol";

t Reentrance {
g SafeMath for

56) public balances;
Ss _‘tO) public e {

balances|[_to].add(msg.value);

1 balanceOf(adc _who) public v s (uint256
turn balances[_who];

ion withdraw(uint256 _amount) public {
if (balances[msg.sender] >= _amount) {
(bool result,) = msg.sender.call{value: _amount}("");
if (result) {
_amount;

}

balances[msg.sender] —= _amount;

=7}? - Ethernaut

balance) {




function withdraw(uint:
if (balances[msg.sender] >= _amount) {
(bool result,) = msg.sender.call{value: _amount}("");
if (result) {
_amount;

}

balances[msg.sender] -= _amount;




Competitive audits

Active

ENDS IN 33 DAYS
Flare - FAsset

The blockchain for data. The platform for non smart
contract asset DeFi. Built on enshrined data protocols.

¢ EVM Solidity

20 Aug 5:00 AM - 24 Sep 5:00 AM $190,000 in USDC

Upcoming

e STARTS IN 18 DAYS

Fluid

= Solana Rust

09 Sep 5:00 AM - 30 Sep 5:00 AM $93,500 in USDC

ENDS IN 4 DAYS
Morpheus

Morpheus is for Builders of Smart Agents. Empowering
them with Capital, Code & Compute.

¢ EVM Solidity

16 Aug 5:00 AM - 26 Aug 5:00 AM $20,000 in USDC

e STARTS IN 6 DAYS

GTE Perps and Launchpad

m GTE is the world's fastest decentralized exchange. We've

vertically integrated every aspect of trading - from token
creation, to spot and perpetuals - to give you the best o...

¢ EVM | | Solidity

28 Aug 5:00 AM - 25 Sep 5:00 AM $103,250 in USDC
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¢} 25 bearmoon.gitbook.io/bearmoon/

&, BearMoon Q_ search...

BearMoon_en |I1tr0dUCti0n @ Copy v

Berachain PoL Overview

*

THREAT MODELING

Threat Modeling Terminology
PoL Threat Modeling

dApp Threat Modeling

SECURITY GUIDELINES

Impact Classification
PoL Security Guidelines

dApp Security Guidelines

APPENDIX

Glossary
External Resources

References

This document provides a comprehensive security analysis of Berachain's Proof of Liquidity (PoL)
system, identifying potential threats and presenting practical guidelines to mitigate them.

https://bearmoon.gitbook.io/bearmoon

& Powered by GitBook
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https://upside.center/apply

Four Pillars Research (KR)
MegaETH % Following 2,464 subscribers

MegaETH Q 11 FOUR PILLARS
MegaETH is ruthlessly pragmatic, tuned for performance and UX. HIFe| FIEE MUY E BLE

This is evident in all of our architectural decisions.

For settlement, we leverage both optimistic and ZK proofs to create
efficient security for the entire chain.

You will see this same decision adopted by others . [Ol4] HIzte] =S MU £ B
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MegaETH i FP Website | Telegram (EN / KR) | X (EN / KR)
MegaETH has several key innovations that let us push scalability to the ° e © 27K 18:04
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