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def xxxx(1l: list[int]) -> int:

T Sechion title
n==~0
for 1, v in enumerate(l):
tf v >n: of e40| 0|22 XX thFAM Q!

n =YV
r=1
return r
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list[int]) -> int:

for 1, v in enumerate(l):
if v > n:
n=yvV
r=1
return r
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*Learning ARM Assembly*

82{F A 2 Python A7} OLL|2} **ARM ZE (2| EANC|2H Hex dump, ARM/Thumb Of4lE2| &o)**x{g HeL|ct

X3 gefRtoR = "2 #401X| 2|0|S Fets| Ss17| Of-GLIC OIS 2012121 2o MES siA| AX| A2 sfolsfof §iLict
“tet mEE g

+ .87e5 9 str rX, [sp, #imm] 7% (A=oil |XIAE XZF)

. .97e5 > 1dr X, [sp, #imm] 2% (A0lM 2E) P rog rammers DOCtO Is
. e1ff2fel - bx 1r (84 38)

+ 52el, aGel &2 7 8|/ 27| 7ty
Fag g2/ 7HX| G0 Q= B MEREICZ BYLIC ofots 3 2t Hla ¥ ZHE vhelsts RER|E| 42 Jks ol EaLch

IetA, 20|E 22 YEfolN B £ U= 0|8 FEE:
+ sub_xxx (YEHEQI 2|8{4) UMM, IDA%} o] £0f)
+ helper_func/check_value /compare_and_return X3 7|58 £558 0|8

o elet g4 0152 FHsI{H, 0] hexE X ARM Cl201ME2|2 wgtaof EiLich
LQFIAICH X7t BI2 ClACIMESA OfH HIXIAEE CHRD, OfF X2 87|E sh=X| B8 £ 5 AGLICH fHILI
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1 Introduction

The MPC5746R family of 32-bit microcontrollers is the late
automotive application controllers. It belongs to an expandir
focused products designed for flexibility to support a variety or apprrcatons. 11e
advanced and cost-efficient host processor core of the MPC5746R automotive controller
family complies with the Power Architecture embedded category. It operates at speeds as
high as 200 MHz and offers high-performance processing optimized for low power
consumption. It capitalizes on the available development infrastructure of current Power
Architecture devices and is supported with software drivers, operating systems, and
configuration code to assist with users' implementations. This section contains detailed
information on power considerations, DC/AC electrical characteristics, and AC timing
specifications.

ECUS| Z2M|A{7| Power Architecture(PowerPC)E A2sH= ZI2 2ol
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eoeedefc 5419130  rlwinm r31, r@, Ox@, Ox4, Ox18
0000d160 48104 bl 9x11193c
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MPC5746R2 Power Architecture2tH... L}S £217{L| NotebookLMO}?

e XK O R. MPC5746R 00| A2HEE2{= M2 Power ArchitectureE 7|82 BHL|CL. 1

NotebookLM
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o 2 BH (Primary Purpose)
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o|tH &3t IR

Dlsassembler Reverse Engineering Tools

x86 Pseudo-C Generator
code
Symbolic Execution Engine

3 KR
code
Reverse Engineering Agent (LLM)
MIPS
code Program Analysis Platform
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2 2f|X| AE| (General Purpose Registers)

O|F TIti= LIt SHOZ XREA AHEE &= U= BlIXIAE LI

F2 HIO|ELt FAE |IAZ KFot= O ALICE

=X 2|X|AE (Special Purpose Registers)
E40 7|50| HallM A0 =227} 21 74 7|20 A|AR0| of8l ®| o == B2t BsLC.
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HIXIAE 24{5}7]

3.2.1 General Purpose Registers

All manipulation of information is done in registers
internal to the Fixed-Point Processor. The principal
storage internal to the Fixed-Point Processor is a set of
32 General Purpose Registers (GPRs). See Figure 38.

GPRO

GPR 1

GPR 30

GPR 31

0 63

Figure 38. General Purpose Registers
Each GPR is a 64-bit register.

2.3.2 Link Register

The Link Register (LR) is a 64-bit register. It can be
used to provide the branch target address for the
Branch Conditional to Link Register instruction, and it
holds the return address after Branch instructions for
which LK=1.

I LR |
0 63

Figure 33. Link Register

2.3.3 Count Register

The Count Register (CTR) is a 64-bit register. It can be
used to hold a loop count that can be decremented dur-
ing execution of Branch instructions that contain an
appropriately coded BO field. If the value in the Count
Register is 0 before being decremented, it is -1 after-
ward. The Count Register can also be used to provide
the branch target address for the Branch Conditional to
Count Register instruction.

[ CTR |
0 63

Figure 34. Count Register

2.3.1 Condition Register

The Condition Register (CR) is a 32-bit register which
reflects the result of certain operations, and provides a
mechanism for testing (and branching).

I CR |
32 63

Figure 32. Condition Register

The bits in the Condition Register are grouped into
eight 4-bit fields, named CR Field 0 (CRO0), ..., CR Field
7 (CR7), which are set in one of the following ways.

m Specified fields of the CR can be set by a move to
the CR from a GPR (mtcrf, mtocrf).

B A specified field of the CR can be set by a move to
the CR from another CR field (merf), from
XERgp.35 (merxr), or from the FPSCR (mcrfs).

B CR Field 0 can be set as the implicit result of a
fixed-point instruction.

B CR Field 1 can be set as the implicit result of a
floating-point instruction.

B CR Field 6 can be set as the implicit result of a
vector instruction.

B A specified CR field can be set as the result of a
Compare instruction.

PowerPC2| 024 B|X|AES
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To reduce code size, VLE provides a 16-bit conditional branch instruction that uses the BO16 and BI16
operands. For example, the 32-bit conditional branch e_be¢ 1,2,fargef can be expressed using a 16-bit
instruction format, se_be 1,2,farget. In simplified mnemonic form this becomes se_bt eq,target. The BO16
operand only allows testing a true or false condition, unlike the BO32 operand that also allows
decrementing the CTR. The BI16 operand allows testing of only CRO, unlike the BI32 operand, which
allows testing CRO—CR3.

16H|E 20| HHo|= /1, 32H|E Zo| HHo{= QUCH

I
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FH0o EMo}v| - BF0| SEl/2l0|

1.4.6 R-form (16-bit Monadic
Instructions)

Figure 6. R instruction format

1.4.7 RR-form (16-bit Dyadic
Instructions)

OPCD |X0| RY | ARX

Figure 7. RR instruction format

1.4.8 SDA4-form (16-bit Load/Store
Instructions)

o “ . 2
[OPCD] §D4 | RZ | RX
Figure 8. SD4 instruction format

1.4.9 BD15-form

1.4.12 116A-form
si RA r X0 r si .
u | RA | XO ui

o s
OPCD
OPCD

Figure 12. 116A instruction format

1.4.13 I116L-form

" 16 2 a

o .
[oPCD [ RT | ui | XO | ui

Figure 13. 116L instruction format

1.4.14 M-form

° . " w 2 2 5
[OPCD | RS [ RA [ SH | MB | ME |3
ME |

[OPCD | RS | RA | SH | MB |

Figure 14. M instruction format

1.4.15 SCI8-form

OPCD | RT RA [ X0 RcFSCL\ uis
OPCD | RT | RA X0 _|F[SCL]

OPCD | RS | RA | XO [RdF|
OPCD | RS | RA X0 |F|SCL
OPCD_[000[BF32] RA XO [FsCL|

o v w .
[ OPCD _ [BOBZ Bidz | BD15 K

OPCD [001[BF32| RA XO  |F|SCL|

Figure 9. BD15 instruction format

1.4.10 BD24-form

[opco o] BD24 K]
Figure 10. BD24 instruction format

1.4.11 D8-form

["OPCD AT [ RA]T X0 [ D8

OPCD | RS \ RA \ X0 I D8

Figure 11. D8 instruction format

OPCD X0 | RA XO  |FISCL|
Figure 15. SC18 instruction format

1.4.16 LI20-form

o . " w 7w »
[OPCD [ AT | 20 [XO[ 20 | 1120
Figure 16. LI20 instruction format

1.4.17 Instruction Fields

VLE uses instruction fields defined in Section 1.6.21 of
Book | as well as VLE-defined instruction fields defined
below.

ARX (12:15)
Field used to specify an “alternate” General
Purpose Register in the range R8:A23 to be
used as a destination.

HIE0ICH ofof7t CHELICE.
JO{E H|E Tl 2 o= A(The) S ER 2 gL Ct

u 2t o o4
O|H ZAE2 capstone disassemblers 2% = QU&LILCE.
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FH0o EMo}v| - BF0| SEl/2l0|

System Call C-form
se_sc
02
0 15]
SRR1 €., MSR
SRRO € CIA+2
NIA €., IVPRy.4; Il IVOR8,4.5o Il 0D0000O P
MSR € ?ew_valoué—l (see befgw§9 EﬁEﬂO-lOl AIX‘” E.Ell' OHL! |'I[|ﬁﬁ|'x|'(0perands)9| 9—|D|7|' E—%?JX' 0|0H0|'__'L
The effective address of the instruction following the = s S A Ol 3 o = St
System Call instruction is placed into SRR0. The con- OlE Blnary Nlnjajl- Ol HOE Nl: %EHE IDI I-I H I: °t=| ll:l'

tents of the MSR are copied into SRR1.

Then a System Call interrupt is generated. The inter-
rupt causes the MSR to be set as described in
Section 5.6 of Book IlI-E.

The interrupt causes the next instruction to be fetched
from effective address

IVPRg.47 Il IVOR8,g.59 |l 0b0000.
This instruction is context synchronizing.

Special Registers Altered:
SRRO SRR MSR




2[HA AXILIHZM AEEl= IR2 HHREE 24 SHB0 S5XQ L7t EaLIth

2} ZUZ0| DRt EM 7|52 2utX 2 MBS flo XHARHe| IRS AHESHY| uiE RL|Ct.

82 2|HA AX|L|Z FAEF 150| AHESH= IR2 Cigat &L Lt
- Ghidra: P-code
- Binary Ninja: BNIL (Binary Ninja Intermediate Language)
- angr: VEX (PyVex 2}0|E2{2|E Sdll T2)
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=01 (0)

P

[

umrl-




4 PetoWorks

Binary Ninja

- BHUR 2lo|MIA = $74 (SF 107H)

.+ AHB317| 32 GUI

- Binary Ninja2| &T}0|X} 2|7} Python API
- HiR7| it

- AHE317| &Lt

. 27| #ct,




4 PetoWorks

Machine Code to IR - Binary Ninja G{|A|
'ee921ac181020/powervle/lowlevelil/move_sysreg.py#L4-L21

vle/blob/a19b1chb8044e8b2cd50ad5499d7ee92

https://github.com/PetoWorks/binaryninja-power-

(=1 ES

Instruction, il: LowLevelILFunction) —> None

def lift_move_sysreg_instructions(inst
range(len(inst.operands)):

for i in
if i == @: oper_0 = inst.operands[0]
elif i == 1: oper_1 = inst.operands[1]
if inst.name == "se_mflr":

assert len(inst.operands) ==
rx = inst.get_operand_value(oper_0)

eid = il.set_reg(4, rx, il.reg(4, "1r"))

il.append(ei@)

elif inst.name == "se_mtlr":
assert len(inst.operands) ==

rx = inst.get_operand_value(oper_0)

ei0 = il.set_reg(4, "1r", il.reg(4, rx))

il.append(ei@)




o PetoWorks
Open Source!

Special thanks to 0|Fg (PetoWorks), &4l (AutoCrypt), O| A2 (eh=CHSHW)
7> PetoWorks

File  Edit View Favorites Tools  Help

Address \gj https://peto.warks v | &d Go

Binary Ninja PowerPC VLE Architecture Plugins
- https://github.com/Martyx00/PowerPC-VLE-Extension (Martyx00, ~2024)
- https://github.com/PetoWorks/binaryninja-power-vie (PetoWorks, ~2025/08)

- https://github.com/Vector35/binaryninja-api/tree/dev/arch/powerpc (Vector35 official support, 2025/08~)

Binary Ninja Architecture Plugin Learning Materials

« https://binary.ninja/2020/01/08/guide-to-architecture-plugins-part1.html

« https://binary.ninja/2021/12/09/guide-to-architecture-plugins-part2.htmil

Li

nks

»

£ Done



https://github.com/Martyx00/PowerPC-VLE-Extension
https://github.com/PetoWorks/binaryninja-power-vle
https://github.com/Vector35/binaryninja-api/tree/dev/arch/powerpc
https://binary.ninja/2020/01/08/guide-to-architecture-plugins-part1.html
https://binary.ninja/2021/12/09/guide-to-architecture-plugins-part2.html

# PetoWorks

0000deb8 06 €@ 1b 81 09 10 00 80
0000doce d9 81 73 e8 e@ 00 1f ff-14 48 cc of 1f df 01 34-d2 @1 c3 @e 18 7f 80 38-18 a1 80 08 7c 06 00 34
0000doe® 18 9f 80 10 68 56 1b 9f-80 08 79 ff dd 09 2a 23-48 0d e6 12 50 1f 01 30-c2 3f 64 10

eeeedefc i t sub_defc(in argl @ re)

geeedefc 54110138 i r31, r@, 6xe, 0x4, 0x18 OII'I

0000d100 | 0x11193c
00008d104 fae addic. r@, r31, 8x78
0000d108 ??

0000d108c c2 4f 18 7c-80 08 79 ff d6 37 98 de-1b 81 08 18 c9 01 0@ 90
0000d120 21 f1 60 64 18 21 86 fB-1b c1 09 68 60 80 d5 01-73 e8 e@ 00 1f ff 14 48-c3 3f 2a 83 1b df 80 68 !
0000d1406 eb 64 c2 4f 79 ff d6 05-c2 3f 18 9e 88 88 79 ff-d5 fb c2 ff 61 f3 79 ff-d4 ad 48 66 b6 3f d4 of
0000d160 1b c1 08 88 c5 01 60 90-20 f1 06 04 70 e8 e@ 00-30 07 15 92 18 00 €@ 01-7c 03 0@ 34 68 53 00 04

Pefa9ef4 )1f ) e_lwz ré, 304(r31)
00fa%0fs P se_lwz r3, 8(r15) pafaBd6e int t sub_faBd60(int32_t argl @ r14, void* arg2 @ r15, uint32_t arg3 @ r29)
gofagefa 4 se_bseti r@, 6x1 £
@ofagefc 54170138 e_stw  r@, 384(r31) g b :
00fa9100 se_li r@, Oxl 6efasdse ‘ 3:
00fa0102 48 BEN o E 80fa8d74 *(uint32_t*)0@x40001588; .
00fad184 341f6N estb  r@, 120(r31) 00fa8d78 t32_t r3@ = *(uint32_t*)ex40001544; (=)
681’391‘:)8 7 A ':ut,J fa6des eafasd7c _-builtin_clz(arg3); T
= 7 901a8d96 I t ri3;
aafa910c 41 se_lwz rd4, 8(r15) = 7 =
00fao10e ¢ e_addi r3, r28, Ox8 08fa8d9s6 *(uintB_t*)((char*)arg2 + 8) = (Elﬁo-IAE-I!EE‘l, Pseudo—C)

00fa8d96 s fa%94cc(sub_fa709 ) 40001454 >> 5 )5
00fa9112 FEs e_bl j_sub_fa653c pefa8do6 ub_fa c(sul a7098(arg1, @), ©x 91454, r13 , arg2, r3e);

e0fa8dab nt result = j b_fa96c6(sub_fa7@ argl, 1), 0, 6x40001454, 8B);
p8fa8daa sub_fa71d2(result);

#efa8db8 return result;

00fa8d6e

08fa9116 se_stb r13, 6(r14)
00fa9118 1t ) e lmw r28, 16(r1)
eefadiic se_lwz r@, 36(r1)
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TriCore




< PetoWorks

TriCore - Fast Function Calls

00096b int32_t sub_a@@@96be(int32_t 1 @ di15) __
: - e . e o LIFTIHNG.. int32_t sub_a@@096be(int32_t argl @ d15) __pure

adbe96be b706f87f0 insert d15, di15, 6xe, ex1, ox7
agee96c2 96f1 or d15, exf1 e
aBPB96c4 0070 fret return

int32_t sub_a@@@96a2(int32_t* argl @ a6)

si6T 1d.w 415, [a6] LIFTING. . int32_t sub_alB096a2(int32_t* argl @ a6)

61000de@  fcall sub_a000896be CTTTTTTTTTTT

sl A LS [pais *argl = sub_af0096be(*arg1)
b73fo4fe insert d15, d15, 6x3, 0x0, 0x4

0070 fret

Ofigt S0 CHgt B40| O|ABILE.



4 PetoWorks

TriCore - Fast Function Calls

ISi=] k3
a00096be int32_t sub_a@B@96be(int32_t argl @ d15) __pure
abbe96be b70f8710 insert d15, d15, 6x08, ox1, 0x7
ankvv96c2 ¢ d15, exf1
abee9%6c4 0
R . #H7t MZ2 calling convention...!
File  Edit View Favorites Tools Help . ° o L
Address | 48] hpsi//oetoworks v BGo | Links” JE|—_’L Blnary Nlnja:

O|Z Hch= SiAdSHA| 2ot STt

4.6 Fast Function Calls with FCALL/FRET

In situations where the saving and restoring of the upper context registers is not required an FCALL instruction
may be used in preference to a CALL. The FCALL instruction performs a call jump and in parallel saves the current
return address (A11) to the stack. No other state is saved. The called function therefore starts execution with the
same context as the caller (with the exception of A10 and A11).

Toreturn from afunction called by an FCALL, an FRET instruction is executed. This performs a jump to the current
return address (A11) and loads the previous A11 back from the stack. No other state is loaded. The caller function
therefore resumes execution with a context modified by the called function. The calling and called functions
must co-operate on the use of all registers.

£ Done




4 PetoWorks

Calling Convention

OIZ|EI 0| A E4=(subroutine)E S & St= EHO| CHSE HO| (2hH!)
o€ 201, ARM O |HIH=...
- A SEOIH,

« 10 ~ r3 IX|AE{0] =AMCHZ 2| QIX} ghs &S

- & 2E0[%, 10, r1 HX|AH 2 g4 ghet S X9

[V PROMISE



Calling Convention Ol|A]

#include <stdio.h>

extern int callee(int, int, int, int);

int caller(char* str) {
int ret = callee(0x41, 0x42, 0x43,
printf("%d\n", ret);

return 0;

0x44);

COMPILE

movs
movs
movs
movs
bl
mov

str

4 PetoWorks

r3, #68

r2, #67

rl, #66

r0, #65

callee(int, int, int,
r3; rl

3, [x=1, #i1Z]

godbolt.org, ARM GCC trunk

int)




4 PetoWorks

Calling Convention Ol|A]

=] E3 M[=]E3
1 #include <stdio.h> movs r3, #68
2 movs r2, #67
3 extern int callee(int, int, int, int);
5 movs rl, #66
5 int caller(char* str) { COMPILE movs r0, #65
6 int ret = callee(0x41, 0x42, 0x43, 0x44); | —————3p | bl callee(int, int, int, int)
7 printf("%d\n", ret); mov £3. 0
A Beturn; s str r3, [r7, #12]
9 }
10 godbolt.org, ARM GCC trunk




Calling Convention Ol|A]

4 PetoWorks

=] E3 M[=]E3
1 #include <stdio.h> movs r3, #68
$ movs r2, #67
3 extern int callee(int, int, int, int);
5 movs rl, #66
5 int caller(char* str) ({ COMPILE movs r0, #65
6 int ret = |callee(0x41, 0x42, 0x43, 0x44); bl callee(int, int, int, int)
7 printE("%d\n", ret); mov £3: 0
a Betur str r3, [r7, #12]
8 'y
10 godbolt.org, ARM GCC trunk

g 2E 2 Het Y HE




# PetoWorks

F{EIA E

e ™1

1 #include <stdio.h>

2

3 extern int callee(int, int, int, int); QUESTION =53
4

5 int caller(char* str) { Q. ‘variable’E ‘callee()’ TE ZT0|%=
6 int variable = Oxdeadbeef; 3 30| exdeadbeefU]IR?

7 printf("variable = %d\n", variable); VES | NO |

8 int ret = callee(0x41, 0x42, 0x43, 0x44);

9 printf("variable is still %d\n", variable);

10 return ret;

11}




# PetoWorks

F{EIA E

e ™1

1 #include <stdio.h>

2

3 extern int callee(int, int, int, int); QUESTION =53
4

5 int caller(char* str) { Q. ‘variable’E ‘callee()’ TE ZT0|%=
6 int variable = Oxdeadbeef; 3 30| exdeadbeefU]IR?

7 printf("variable = %d\n", variable); VES

8 int ret = callee(0x41, 0x42, 0x43, 0x44);

9 printf("variable is still %d\n", variable);

10 return ret;

11 §




# PetoWorks

F{EIA E

e ™1

N
—ang

1 #include <stdio.h> caller() StAL oI Sta= =z}

2 FE BFS calleeOlHl QI ElLiEHE

3 extern int callee(int, int, int, int); callee@| ¥rElk &5 [LL] caller?] PCEE

. ALSHGHOF SHLICE.

5 int caller(char* str) { — - e e

6 int variable = Oxdeadbeef; el callee TE QMo Dz d AMEIS

7 printf("variable = %d\n", variable); g5 HEoloFE ELiCt.

8 int ret = callee(0x41, 0x42, 0x43, 0x44); =101 ()

9 printf("variable is still %d\n", variable); 9 D
10 return ret;

11}




TriCore - Fast Function Calls

abo09%6be

abo09%6be
a00096c2
abee9%6c4

7> PetoWorks

4.6

File  Edit  View

)_t sub_abB@096be(int32_t argl @ d15) __pure

insert d15, d15, 6xe, ex1, ex7
d15, oxf1

Favorites  Tools  Help

s | @] htpsiifpetovorks

Fast Function Calls with FCALL/FRET

(%]

b Go Links

In situations where the saving and restoring of the upper context registers is not required an FCALL instruction
may be used in preference to a CALL. The FCALL instruction performs a call jump and in parallel saves the current
return address (A11) to the stack. No other state is saved. The called function therefore starts execution with the
same context as the caller (with the exception of A10 and A11).
Toreturn from afunction called by an FCALL, an FRET instruction is executed. This performs a jump to the current
return address (A11) and loads the previous A11 back from the stack. No other state is loaded. The caller function
therefore resumes execution with a context modified by the called function. The calling and called functions
must co-operate on the use of all registers.

£ Done

4 PetoWorks

SHX|2F TriCore?| Fast Call Function2...

O g0 ZEAES
OfEi7}of HHist 20| Otz

O BH0| HEIAE O} SUBH ZEAE|A
Age|s el it



= PetoWorks
TriCore - Fast Function Calls 5ljA15}7|

Binary NinjaZ} &¢| ZAEIAEO||M HAXOE fast call2 SHASHA| BHEL

Fast Calling Function &f=52| A| 2 =0f| CH3t data-flow analysisS HAMOZ 3MSHA| BHS0{0f BHL|CE.

fujn




< PetoWorks

TriCore - Fast Function Calls 5l|216}7]

JS[=] B3

abBB96be int32_t sub_aBB@96be(int32_t argl @ d15) __pure

a0@@96be b70f87f0 insert  d15, 0x0, Ox1, Ox7
ab0096c2 or d15, 0xf1
abee96c4 0070 fret

SoEL USE |

U

_[D] %]
ZEXHOZ %] ZHAE| Ot H[X|AEI} AFRE[D
Ot 2| X|AE{2| 20| B | =l =XIE TESHOF °”—|Ef

int32_t sub_a@B096a2(int32_t* argl @ a6)

546F 1d.w d15,

61000d00  fcall sub_afBB96be

746f st.w a6|, di15

b73f04f0 insert d15, |d15, |6x3, Ox0, 0x4
0070 fret




TriCore - Fast Function Calls 5ljA15}7|

sub_aB80896be ( 2_t argl @ d15) __pure

tricore  Auto

SET

U q E Calling convention Stack adjustment
o~ std_int ¥ ox0

ab0B96be

aboe9%6be
aboe96c2
akvv96c4

32_t sub_a@0B@96be(int37_t argl @ d15) __pure

Has variable arguments
v Can return
v Pure
Inline during analysis (experimental)

[0 x|

Clobbered Registers Return Registers Register Stacks
v d15
a0
ao/al
a0/al/a2/a3
al
alo
al0/a
an
a2
al2/a13

insert d15, 0x0, Ox1, Ox7
or d15, oxf1
fret

Function workflow

core.function.metaAnalysis

Cancel

Apply

4 PetoWorks

int32_t sub_a@@@96be(int32_t argl @ d15) __pure

tricore  Auto

Calling convention Stack adjustment
std_int 0x0

Has variable arguments
v Can return
vV Pure
Inline during analysis (experimental)

Clobbered Registers Return Registers Register Stacks
v di1s
a0
EWEY]
EWEUEVIER]
al
alo
al0/am
al
al2
al2/a13

Function workflow

core.function.metaAnalysis

‘Clobbered Registers’ ‘Return Registers’ TZTHE|E Zt set / use 2l|X|AEZE $HSHH. .




TriCore - Fast Function Calls 5l|A16}7]

_ O] %]

int32_t sub_a@@096be(int32_t arg1 @ d15) __pure

return

M[=1E3

int32_t sub_a@@@96a2(int32_t* argl @ ab6)

*argl = sub_a@0096be(*arg1)

# PetoWorks

IS[=1E3

int32_t sub_aBB096be(int32_t argl @ d15) __pure

return (argl & oxffffffe1) | exf1i

IS[=1E3

a00096a2 int32_t sub_abBB96a2(int32_t* argl @ ab)
a00096a4 int32_t d15 = sub_aB00896be(*arg1)
200096a8 *argl = d15

ab0096ae return (d15 & exfffffffe) | 3

Binary Ninja2| data-flow analysis engine0| gtet gt} 2HHEl =S
O

dead-codeZ M2|SHX| Q0t |2 Z0] HAMX



# PetoWorks

Fast Function Call I}Ed

>>> for func in bv.functions:
for block in func:
for instruction in block:

toks, size = instruction
if toks[0].tex *fret®:
func.name = f"fastcall {func.start:08x}"

Helo12| 2E fastcall @S2 O|ES 0= 7| £lA| HHYZ= Binary Ninja Z=QILICE

0|E =29l fastcall &t4=Q| THEIS AlH 8| EZISL|LCT



Fast Function Call I}E1

fastcall_a0086e20
fastcall_a0086e34
fastcall_aP086e36
fastcall_ab086e42
fastcall_a@086e4c
fastcall_a@086e5a
sub_ab086e68
sub_a008795a
sub_a0087a08
sub_a@087a16
sub_a0087a20
sub_a@087a2c
sub_a0087a36
sub_a0087a4c
sub_a0087a56
sub_ab087a76
j_sub_aB059156
sub_ab087ae8
sub_a@087af4
sub_a0087b02
sub_a0087boe
fastcall_a@087bla
fastcall_a0087b28
fastcall_aB087b32
fastcall_a@087b3c
sub_aB087b4e
sub_aB087b7a
sub_a0087b8a
sub_ab60887ba8
sub_a0087bco

0x0a0086e20
0x0a0086e34
0x0a0086€36
0x0a0086e42
0x0ab086e4c
0x0a0086e5a
0x0a0086€68
0x0aB08795a
0x0a0087208
0x0a0087a16
0x0a0087a20
0x0ab087a2c
0x0a0087a36
0x0a0087a4c
0x0a0B087a56
0x0a0B087a76
0x0a0087ae4
0x0ab087ae8
0x0a0087af4
0x0a08087b02
0x0a0087boe
0x0a0087b1a
0x0a0087b28
0x0a0087b32
0x0a0087b3c
0x0aB087b4e
0x0aB087b7a
0x0a0087b8a
0x0a0B0887ba8
0x0a0087bco

AAO| HEHQI fastcall BTt AlEEl S

4 PetoWorks

I




4 PetoWorks

Fast Function Call I}Ed

H[=]E3
$ meson build -v -C builddir

[1/163] cc -o libflashrom.l.dylib.p/en291v640b.c.0 —-c ../en291v640b.c
[2/163] cc -o libflashrom.1l.dylib.p/printlock.c.o0 -c ../printlock.c
[3/163] cc -o libflashrom.l.dylib.p/helpers.c.0 -c ../helpers.c

ofef AATES

oY

mholst D UEBHs DY, ZIf IPES mHl thel2 o|20fRILICt

2|11 O]= HiO|H2|0l| M RIHX| SE S 7HX|A| ElLC.

|



Fast Function Call I}E1

0x0000

4 PetoWorks

OXFFFF

file1l.0

file2.0

file3.0

Hto|L{2| mb&

CHE

THZH B €

HEo| Ao M=l of2] QEHE 0| 3t7He| HIO|L{2| 2 M E ol

—

47| W20f|, BEHQl =40 22 O = J|s Bl 27t 28t &l JHs40

Ea= I



4 PetoWorks

Fast Function Call I}E1

[0 x| L [O] x|

int32_t fastcall_a0089c8e(int32_t argl @ d15, void* arg2 @ a1l15) int32 t fastcall 89989098()

int32_t d@ = *(arg2 + 1)
return do, do & 0x88, argl return 9x70007f1c

_ (O] %]

int32_t fastcall_a@08cf9a(int32_t argl @ d4, int32_t arg2 @ d5)

int32_t d15 = arg2 * 06x14
return 0x7000846c + d15 + (argl << 1), di15




4 PetoWorks

Fast Function Call I}Ed

fastcall_a0086e20 0x0a0086e20
fastcall_a0086e34 0x0a0086e34
fastcall_aP086e36 0x0a0086e36
fastcall_ab086e42 0x0a0086e42
fastcall_a@086e4c 0x0a0086e4c
fastcall_a@086e5a 0x0a0086e5a
sub_ab086e68 0x0a0086e68
sub_a008795a 0x0a0B08795a
sub_a0087a08 0x0a0087a08
sub_a@087a16 0x0aBB87a16
sub_a0087a20 0x0ab087a20
sub_a@087a2c 0x0abB87a2c
sub_a0087a36 P CEL L EYER]
sub_a0087a4c 0x0a0087a4c
sub_a0087a56 0x0ab087a56 OIE|'_1 xo-iE%% Hl’%l'gg ?‘E'E Ol I[HEJ%
sub_a0087a76 0x0ab087a76
j_sub_aB059156 0x0a0087ae4
sub_ab087ae8 0x0a0B087ae8
sub_a0087af4 0x0a0087af4
sub_a0087bo2 0x020087b02
sub_a0087boe 0x0aB087boe
fastcall_a@087bla 0x0a0k087b1a
fastcall_a0087b28 0x0a0087b28
fastcall_a@087b32 0x0a0087b32
fastcall_a@087b3c 0x0a0087b3c
sub_aB087b4e 0x0aB087b4e
sub_a0087b7a 0x0a0087b7a
sub_a0087b8a 0x0a0087h8a
sub_ab60887ba8 0x0a0B087ba8
sub_a0087bco 0x0a0087bco




Fast Function Call I}E1

Section (or File)
#1

Section (or File)
#2

fastcall_a0086e20
fastcall_a0086e34
fastcall_a0086e36
fastcall_a0086e42
fastcall_a0086e4c
fastcall_ab086e5a
sub_a0086e68
sub_a0088795a
sub_a0087a08
sub_aB0887a16
sub_a0087a20
sub_aB0887a2c
sub_ab0887a36
sub_ab087a4c
sub_ab0687a56
sub_ab687a76
j_sub_a@059156
sub_ab0687ae8
sub_ab@87af4
sub_a00887b62
sub_ad087boe
fastcall_a@@87b1a
fastcall_a@087b28
fastcall_a@087b32
fastcall_a@@87b3c
sub_ab0887b4e
sub_ab087b7a
sub_ab0687b8a
sub_ab687ba8
sub_ab687bco

0x0a0086€20
0x0a0086e34
0x0a0086e36
0x0a0086e42
0x0ab086e4c
Ox0ab086e5a
0x0a0086e68
0x0a008795a
0x0a0087a08
0x0a0087a16
0x0a0087a20
0x0a0087a2c
0x0ab087a36
0x0ab087a4c
0x0a0087a56
0x0a0087a76
Ox0ab087ae4
0x0a0087ae8
0x0a0087af4
0x0a0087b02
0x0a0087bbe
0x0a0087b1a
0x0a0087b28
0x0a0087b32
0x0a0087b3c
0x0a0087b4de
0x0a0087b7a
0x0a0087b8a
0x0a0087ba8
0x0a0087bcO

4 PetoWorks
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Fast Function Call T}E1

_ (O] x|
fastcall_ab086e20 0x0a0086e20
fastcall_a0086e34 0x0a0086e34
fastcall_ab086e36 0x0a0086e36
fastcall_a00886e42 0x02a0086e42 o}-J\ MM CFQ| XH} o x ol1
fastcall_a@@86e4dc 9x0a0086e4c faStca" I- = '—Tl "_'—0” Tl | |.'l_'
fastcall_ab086e5a 0x0a0086e5a L = o I
sub_a0086e68 0x020086€68 Z|0j| Q| X|ot= Bl SHEL fasteall = =eHL|CT
sub_a0088795a 0x0a008795a
sub_a0087a08 0x0a0087a08 |:|A_| o O Al e =0 ==
Secti Fil sub_a0087a16 0x0a0087a16 Ol Hl- E EI‘”E X1 | —E —1—=
ection (or File) sub_a0@87a20 0x0a0087a20
#1 sub_a@@87a2c 0x8a0@87a2c CHIHO 2 SHRF A|ZI & Olol I}
sub_a@087a36 0x0a0087a36 |-o S e |E A l |- )
sub_a0687a4c 0x0a0087a4c
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Thank you!

PetoWorks, @dOnow_kim
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