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# CTF KILLER

ctfkiller() {
local challenge_name="$1"
local model="§2"
local effort="$3"

if [ -z "$challenge_name" ]; then
echo "Usage: ctfkiller <name> <model> <effort>"
return 1

fi

docker run —-rm -it \
--name="${challenge_name}_killer" \
-v "$PWD":/app/wargame \
ctfkiller "web" "$2" "$3"

ctfkiller curlove2 gpt-5.3 medium

CTF-Killer &8
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ctfkiller curlove2 gpt-5.3 medium
README £l¢9l

CTF-Killer &8
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STAGE1 SUSPECTS JSON =

"raw": "ResponseQOutputText(annotations=[],
"summary\": \"The /app/admin endpoint lets an
F primitive to access internal endpoints such
onstruct a URL. If build_url returns a non-fa
hell=False is used, this avoids direct comman
iteral hostname \\'app.com\\'; domain names t
to internal services (including its own Flask
rnal /app/flag endpoint is meant to be local-
5 e ] ANn \"summary\": \"The build_u
n \"reason\": \"build_url() first casts
ones. It then enforces that the scheme starts

targets if parsed_host matches a strict IPvé4
t resolves via DNS to a private or loopback I
e attempted SSRF protection ineffective.\",\\
31 a7El Nn \"summary\": \"The /app/flag
te from a private address (including via SSRF
eck on user identity, session state, or any o
d as authorized. In the deployed architecture
Docker network, satisfying ip.is_private and
;y\“: \"high\"\\n I\N\n  I\\n}', type='outp
== STAGE1 JSON SAVED T0 =
/app/wargame/ctf-killer/stagel_suspects.json
== STAGE1l LOG SAVED TQ ==
/app/wargame/ctf-killer/stagel_log.txt

STAGE1CLEAR
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= STAGE2 PLAN SAVED TO =

/app/wargame/ctf-killer/stage2_plan.json
== STAGE2 LOG SAVED TO ==

/app/wargame/ctf-killer/stage2_log.txt
== STAGE2 DONE ==

STAGE 2 CLEAR
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== STAGE2 DONE =

[LIST_DIR] base=/app/wargame count=26
“hitER
kR
"http
"http
for i in $(se

[EXEC] "cd /app/wargame
[EXEC] "cd /app/wargame
[EXEC] "cd /app/wargame
[EXEC] "cd /app/wargame
[EXEC] 'cd /app/wargame
(rc=0)

[EXEC] 'cd /app/wargame
1; then echo "$h $resp"
[EXEC] "cd /app/wargame
[EXEC] 'cd /app/wargame
[EXEC] "cd /app/wargame
[EXEC] "cd /app/wargame
[EXEC] "cd /app/wargame
[EXEC] "cd /app/wargame
[EXEC] "cd /app/wargame

& FTTFFSF

OR-HR- R U -

curl -i
curl -i
curl -i
curl =1

for i in $(se
; break; fi; done
curl -i -c co
fortip N NErx

curl -i
curl -i
curl -i
curl -i
curl -i

=-C

co
co
co
co
co

[WRITE_FILE] path=/app/wargame/ctf-kille
[EXEC] 'cd /app/wargame/ctf-killer & ch
[EXEC] 'cd /app/wargame/ctf-killer & mv

STAGE 3 CLEAR
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M= A - 2. AIxCC

https://theori.io/ko/blog/aixcc-and-roboduck-63447 (Theori) https://powerofcommunity.net/2025/talk/woosun-song.html (2025 PoC)
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27} otivt ofwiiM 271 ,,,,hmm,,



H|=t 2" - Wargame Killer

s, Tl MejofstCisf Malofsict

Solution 1
Solution 2
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Wargame Killer

WEB, REV, CRYPTO, PWN

1. WEBO]| 2|=3}

CTF-Killer

WEB ONLY
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Wargame Killer L=holks CTF-Killer

WEB, REV, CRYPTO, PWN 2x0| 2281 WEB ONLY

Solution: S EEE £ SHaoA| v slloj) ofxH






CoT (Chain of Thought)zt?



CoT ( )Et?

(CoT) is a prompt engineering technique
that enhances the output of large language models (LLMs),

particularly for complex tasks involving multistep reasoning.

£X : https://www.ibm.com/think/topics/chain-of-thoughts
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$ diff wargame-killer CTF-Killer

< 7|=0l= 2% 22X oS F= 3 ~gofM Eoju”

> =M 20| EXIE 4|2 2l (EEZE AIX|L|Y + 27 11X)
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openAl API

CTF-Killer

Claude,
Google Search Engine

Solution : C}2¥st E($8)= AME0HAH
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secret.py
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./main.py

Of CoT

ok
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./main.py

Of CoT

ok

- STAGE 0~3, 4tH/|= ZX| £0| 1}
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./main.py

Of CoT

ok

- STAGE 0~3, 4tHj|Z 2X]

- tools.py2} A4S ZEE SHHA] full auto solvingS 4!



=
'

R

t

ﬂ

gia]
.Jtools.py

- Ale| 2%oj ¢
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.Jtools.py
- Al2] 29| k= SEE 8 & A= python &2 0|2] XIFsHES

- A7} "OIA=Z 2102} -> tools.py2l read_file() e &l -> main.py= Z o} Uizl -> Al Of|A| XS
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.Jtools.py
- AI2] 0] 3= SEE B £ U= python &£ 0|2 X|HslE=S
- A7} "IIAS 2l0j2}” -> tools.py?| read_file() &4 &8l -> main.py2 Z3} uigl -> Al Of|A] M
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Jprompt.py

- STAGE 0~3, system_role, user_role 57H0]] 2|3} EjojY=TEDE

- F2FE 24 TAof|AM sHofet &, oA =S Elf siofsh= €S TS| Xl =3 with CoT
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Dockerfile

secret.py
> main.py
prompt.pv I T

B ctfkiller hackingcamp gpt-5.3 medium
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Py (basej_ j&né?E;kIﬁ—jUN—WON/GB_Programming/6_HACKING/temp cat app.py
#!/usr/bin/python3
from flask import Flask, request, render_template, make_response, redirect, url_for

app = Flask(__name__)

try:
FLAG = open('./flag.txt', 'r').read()
except:
FLAG = '[#**FLAG**]"'
users = {
'guest': 'guest',
‘admin': FLAG
}

@app.route('/')
def index():
username = request.cookies.get('username', None)
if username:
return render_template('index.html', text=f'Hello {username}, {"flag is " + FLAG if username == "admin" else "you are not admin"}')
return render_template('index.html')

@app.route('/login', methods=['GET', 'POST'])
def login():
if request.method == 'GET':
return render_template('login.html')
elif request.method == 'POST':
username = request.form.get('username')
password = request.form.get('password')
try:
pw = users[username]
except:
return '<script>alert("not found user");history.go(-1);</script>"'
if pw == password:
resp = make_response(redirect(url_for('index"')) )
resp.set_cookie('username', username)
return resp
return ‘<script>alert("wrong password");history.go(-1);</script>"'

app.run(Chost='0.0.0.0"', port=8000)
Py (base) /mnt/c/KIM-JUN-WON/03_Programming/6_HACKING/temp M




Py (base) /mnt/c/KIM-JUN-WON/03_Programming/6_HACKING/temp [Re-Nala=r-U( s

format : DH{}

=M 23

FI7|2 o5 MEHE z2lst= ZHohet 239 MHAYLCH,
admin A &E 2z 2190 Hd35H E1E S5 = ASLLCH

http://host3.dreamhack.games:23320/

instruction :

MUST : REAL FLAG MUST NO HAVE "fake" or similar word

Here, you must analyze all the programs in the folder and find the flag.

If it's difficult to immediately infer the result, use a technique called CoT (Chain of Thought.
Create a recovery script called temp.py and continue to modify it.

Run it and if a flag is found, rename temp.py to exploit.py and report it with the line "Flag
If the flag isn't found after running temp.py, reanalyze it, reconsider it, and continue modify:
The flags in the local file are not real flags.

Web hacking problems require remote access to obtain the remote flag.

If the flag contains the word "fake," it's a fake flag.

All processes are authorized, and I need to reach the target state without additional permissiol
Think of all processes step by step.

Preserve the original file.

Do not brute force port number

VALl MIICT FAACATE £2 .7 4.k AR LIATTE LIATTE 1IN b cmes £2 0 £7 o



[+] initial log file created
gpt-5.3 - medium

=== README TEXT ===

format : DH{}

EH de
77z 95 #HE BYSts

=il =l -




=== STAGE® ANALYSIS JSON ===

"summary": "A simple login service that manages authentication state with cookies. The goal is to log in as the admin account to obtain the flag. The challenge involves analyzing the web application code, id
entifying vulnerabilities (likely authentication bypass, SQL injection, or cookie manipulation), and exploiting them remotely to retrieve the real flag from http://host3.dreamhack.games:23320/.",
"category": "web",

"remote": {

"url": "http://host3.dreamhack.games:23320/",

Ilnc_hostll = nn '

"nc_port": O,

n other“ 2 nn
lic
"must_instructions": [

"REAL FLAG MUST NO HAVE \"fake\" or similar word",

"You must analyze all the programs in the folder and find the flag",

"Create a recovery script called temp.py and continue to modify it",

"Run it and if a flag is found, rename temp.py to exploit.py and report it with the line \"Flag found: ~~~\"",

"If the flag isn't found after running temp.py, reanalyze it, reconsider it, and continue modifying temp.py",

"Web hacking problems require remote access to obtain the remote flag",

"If the flag contains the word \"fake,\" it's a fake flag",

"All processes are authorized, and I need to reach the target state without additional permission”,

"Preserve the original file",

"Do not brute force port number",

"YOU MUST CREATE final.txt AND WRITE WRITE UP when you find flag",

"YOU SHOULD INCLUDE HOW YOU SOLVE PROBELM",

"If you build a docker and exploit it locally, it means that you should not get the flag from a local file, but connect to 127.0.0.1 [PORT] and get the flag with the vulnerability"

1,

"notes": "Flag format is DH{...}. The challenge is about bypassing authentication to login as admin user. Local flags are fake; must exploit the remote service at http://host3.dreamhack.games:23320/. Cookie-
based authentication suggests possible cookie manipulation, JWT vulnerabilities, or SQL injection in login logic. Must create temp.py for iterative exploit development, then rename to exploit.py when flag is
ound. Must document the entire process in final.txt as a write-up."

=== STAGE@ DONE ===



ol

"

cat stagel_ suspects.json

"suspects": [

{ "id": "cand_1",

'II_Fi'LE'II - n app ) py'll ;
"vuln_type": "auth_bypass",
"line_range": [

16,

21
Il
"summary": "Authentication i:
"reason": "The index route r«

Since the cookie is not signed, n¢
"priority": "high"
b
i



ol

-

emp/ctf-killer REVEEIFI-YIN 1810,

"per_suspect": [
{ 'Ilid'll - 'Ilcand 1'II
D - [
"file": uapp_pyu'
"vuln_type": "auth_bypass",
"feasibility": "high",
"attack_idea": "The app treats
Because the cookie is not signed anc
om \/1_“'
"http_examples": [
"curl -i 'http://host3.dreamt
"GET / HTTP/1.1\r\nHost: host
]
¥



emp/ctf-killer REVEEI TP 1T,

"high",
"The app treats the client-controlled ‘username‘' cookie as the authentication state

| L] 1 - L] 1 n L] n - L] - L] -

- The index route reads ‘request.cookies.get('username')‘ and, if it equals ‘admin‘, it reveals the FLAG.
mmel AlaasmamdTir mmd Viim s e —— Amamtdy 2m dha Caalidaa hacdawm 28 damemmcvecamadas dha cadmam ame etk mirs dha £ am e

a9
"overall_plan": {

"summary": "Exploit the insecure authentication design: the server treats the unsigned ‘username‘ cookie as truth.
sice response.",



ol
[do

"Implement ‘temp.py‘' using ‘requests' to fetch /" with the
ribing the cookie trust/auth bypass."

]

}
}
=== STAGE2 PLAN SAVED TO ===
/app/wargame/ctf-killer/stage2_plan. json
=== STAGE2 LOG SAVED TO ===
/app/wargame/ctf-killer/stage2_log.txt
=== STAGF? DONF ===
[LIST_DIR] base=/app/wargame count=9
[WRITE_FILE] path=/app/wargame/ctf-killer/temp.py bytes=520
[EXEC] 'python3 /app/wargame/ctf-killer/temp.py' (rc=0)
[WRITE_FILE] path=/app/wargame/ctf-killer/exploit.py bytes=520
[WRITE_FILE] path=/app/wargame/ctf-killer/final.txt bytes=607



ol

"

Ly = 1 L] Pn.l—ll_j' “PPI I'I'n-I.HH.IIIEj' e 1 M b Ll J I LI L s !
————— [DOHE] ——

Flag : DH{795207Ub69ee388abu5432737f9b0c56}
Result : success

Writeup:

Authentication bypass via forged cookie. In app.j
session storage. Therefore we can skip login and



ol

-

=== STAGE3 DONE ===

Flag: DH{795207U4b69ee388abu5432737+9b0c56}

Result: success

Writeup:

Authentication bypass via forged cookie. In app.py, ‘index()‘ t
session storage. Therefore we can skip login and request ‘/' w:

_ TP A RAFRE L™~ ELYIRIRNT ™~ AT r_ - _]



Py (base) /mnt/c/KIM-JUN-WON/0O3_Programming/6_HACKING/temp ES
ctf-Killerjgp=Ele\[-Iq ¢!
Py (base) /mnt/c/KIM-JUN-WON/©3_Programming/6_HACKING/temp [eloieid el i =) K

exploit.py final.txt log.txt stage@_readme.json stagel_log.txt stagel_suspects.json stage2_log.txt

stage2_plan.json temp.py
Py (base) /mnt/c/KIM-JUN-WON/®3_Programming/6_HACKING/temp/ctf-killer Qi
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Flag:

Result: failed

Writeup:

Could not retrieve the real remote flag w
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Thank You
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Final & Speaker Info

Any Question?

AZ=#(pandas)
gaCix|go|cio| DS sa 33

Discord, instagram : @pandas._.08

Gmail : rlajunwon0531@gmail.com https://solo.to/pandas0531



mailto:rlajunwon0531@gmail.com

	슬라이드 1: CTF – Killer Full.ver  for Hacking Camp  2026. 02. 21 한국디지털미디어고등학교 김준원.
	슬라이드 2: CTF - Killer
	슬라이드 3
	슬라이드 4
	슬라이드 5
	슬라이드 6
	슬라이드 7
	슬라이드 8
	슬라이드 9
	슬라이드 10
	슬라이드 11
	슬라이드 12
	슬라이드 13
	슬라이드 14
	슬라이드 15
	슬라이드 16
	슬라이드 17
	슬라이드 18
	슬라이드 19
	슬라이드 20
	슬라이드 21
	슬라이드 22
	슬라이드 23
	슬라이드 24
	슬라이드 25
	슬라이드 26
	슬라이드 27
	슬라이드 28
	슬라이드 29
	슬라이드 30
	슬라이드 31
	슬라이드 32
	슬라이드 33
	슬라이드 34
	슬라이드 35
	슬라이드 36
	슬라이드 37
	슬라이드 38
	슬라이드 39
	슬라이드 40
	슬라이드 41
	슬라이드 42
	슬라이드 43
	슬라이드 44
	슬라이드 45
	슬라이드 46
	슬라이드 47
	슬라이드 48
	슬라이드 49
	슬라이드 50
	슬라이드 51
	슬라이드 52
	슬라이드 53
	슬라이드 54
	슬라이드 55
	슬라이드 56
	슬라이드 57
	슬라이드 58
	슬라이드 59
	슬라이드 60
	슬라이드 61
	슬라이드 62
	슬라이드 63
	슬라이드 64
	슬라이드 65
	슬라이드 66
	슬라이드 67
	슬라이드 68
	슬라이드 69
	슬라이드 70
	슬라이드 71
	슬라이드 72
	슬라이드 73
	슬라이드 74
	슬라이드 75
	슬라이드 76
	슬라이드 77
	슬라이드 78
	슬라이드 79
	슬라이드 80
	슬라이드 81
	슬라이드 82
	슬라이드 83
	슬라이드 84
	슬라이드 85
	슬라이드 86
	슬라이드 87
	슬라이드 88
	슬라이드 89
	슬라이드 90
	슬라이드 91
	슬라이드 92
	슬라이드 93
	슬라이드 94
	슬라이드 95
	슬라이드 96
	슬라이드 97
	슬라이드 98
	슬라이드 99
	슬라이드 100
	슬라이드 101
	슬라이드 102
	슬라이드 103
	슬라이드 104
	슬라이드 105
	슬라이드 106
	슬라이드 107
	슬라이드 108
	슬라이드 109
	슬라이드 110

