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Chapter.2

CTF-Killer?

LLM을활용한CTF(wargame) Auto Solver
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[ CTF-WEB-CHALLENGE ] 

1. 문제제목, 지문확인

2. 문제코드분석

3. 취약점인식및공격로직

4. Exploit 코드작성및실행

5. (선택) Write Up 작성

‘딸깍’
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CTF-Killer 실행

README 확인
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제작과정



2025 CCE Final – general ( 대회종료후DISCORD)

Chapter.3

제작배경– 1. CCE
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제작배경

기존의AI와인간의협업-> AI만으로문제를해결
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Wargame Killer

이연준(yeonfish )

CTF-Killer 초기모델

한국디지털미디어고등학교웹프로그래밍과ＧＯＡＴ

사전의프롬프트를가지고
API 호출, 실행을반복함
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Wargame Killer
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제작과정– Wargame Killer

뭔가어딘가어째서뭔가엄,,,,hmm,,

성능이슈,,,
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제작과정– Wargame Killer 

Solution 1

Solution 2

성능,,개선해야한다개선해야한다
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1. WEB에최적화

Wargame Killer CTF-Killer문제점

WEB, REV, CRYPTO,  PWN WEB ONLY목적이불분명함

Solution : WEB 문제만을풀도록프롬프트를확실하게바꾸고, 웹에최적화하자!
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알쓸인잡

알아두면쓸모있는인공지능잡학사전
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알쓸인잡

CoT (Chain of Thought )란?

Chain of thought  (CoT) is a prompt engineering technique 

that enhances the output of large language models (LLMs), 

particularly for complex tasks involving multistep reasoning. 

출처: https://www.ibm.com/think/topics/chain -of-thoughts
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A1. 2개 P : 어떤사고흐름인지모름(Why??)

그때그때마다결과가바뀔수있음(고난도작업)
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Q2.

보노보노는호두3개를가지고있고, 포로리에게1개를주었다. 

보노보노가가지고있는호두의개수를알려줘

단계별로차근차근생각해서결과를알려줘

A2.
1. 보노보노는처음에호두를3개가지고있다.
2. 포로리에게1개를주었다.
3. 따라서3 - 1 = 2이다.
4 보노보노가가진호두는2개이다.
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알쓸인잡

Q3.

보노보노는호두3개를가지고있고, 1개를포로리에게줬다가2개를빼았고,

포로리가1개를먹고, 야옹이형이보노보노에게5개를선물해주고, 보노보노가3개를먹었을때호두의개수는?

단계별로차근차근생각해줘

A3.

1. 보노보노는3개를가지고있다

2. 1개를포로리에게주었다(3-1=2)

3. 포로리에게서2개를빼았고(2+2=4)

4. 포로리가1개를먹고(관계x)

5. 5개를선물받음(4+5=9)

6. 보노보노가3개를먹음(9-3=6)
1. ㅂ

A3. 6개
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제작과정– CTF Killer

$ diff wargame -killer CTF -Killer

< 기존에는그냥문제파일을주고“알아서풀어!!”

> 문제풀이절차를4단계로구획(프롬프트엔지니어링+ 프로그램구조)
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제작과정– CTF Killer

2. 다양한툴사용

Wargame Killer CTF-Killer문제점

openAI  API Claude,
Google Search EngineAI만의사고로는부족한부분이있음

Solution : 다양한툴($$) 을사용하자!
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제작과정– CTF Killer

WEB VERSION

CTF Killer



Chapter 4

동작원리



Chapter.4

동작원리

Flow Chart

ST3P 0. readme.md  파일확인 / Claude 요청; remote 접속주소및문제설명, 지침확인



Chapter.4

동작원리

Flow Chart

ST3P 0. readme.md  파일확인 / Claude 요청; remote 접속주소및문제설명, 지침확인



Chapter.4

동작원리

Flow Chart

ST3P 0. readme.md  파일확인 / Claude 요청; remote 접속주소및문제설명, 지침확인

ST3P 1. 정적분석(Claude ) 후 json 형식으로저장. 



Chapter.4

동작원리

Flow Chart

ST3P 0. readme.md  파일확인 / Claude 요청; remote 접속주소및문제설명, 지침확인

ST3P 1. 정적분석(Claude ) 후 json 형식으로저장. 

ST3P 2. 분석한내용을바탕으로Exploit logic  생성



Chapter.4

동작원리

Flow Chart

ST3P 0. readme.md  파일확인 / Claude 요청; remote 접속주소및문제설명, 지침확인

ST3P 1. 정적분석(Claude ) 후 json 형식으로저장. 

ST3P 2. 분석한내용을바탕으로Exploit logic  생성

ST3P 3. ‘익스코드생성-> 실행-> 결과-> 다시수정’ 프로세스반복
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동작원리

Component

tools.py

main.py

prompt.py

secret.py

Dockerfile
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동작원리

./main.py

- 프롬프트만으로CoT 방식을구현하는것을넘어서, 인간의사고처럼생각을제한함

- STAGE 0~3, 4단계로문제풀이과정세분화과정을함수로관리함 

- tools.py 와상호작용을하면서full auto solving 을실현함
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동작원리

./tools.py

- AI의요청에맞는동작을할수있는python 함수를미리지정해놓음

- AI가“파일을읽어라“ -> tools.py 의read_file () 함수실행-> main.py로결과반환-> AI 에게전달

- 14개의함수로구성되어있음
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동작원리

./prompt.py

- STAGE 0~3, system_role , user_role  5개에최적화되어있는프롬프트

- 취약점분석단계에서해야할일, 익스로직을짤때해야하는일을명확히지정해놓음with CoT
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동작원리

Component & Usage

tools.py

main.py

prompt.py

secret.py

Dockerfile
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CTF-Killer OpenAI API
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동작원리

CTF-Killer

1. 문제파일및readme 내용확인

OpenAI API
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2. 분석요청
CTF-Killer

1. 문제파일및readme 내용확인

OpenAI API
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동작원리

2. 분석요청
CTF-Killer

1. 문제파일및readme 내용확인

4. Tools 요청

OpenAI API

3. 분석결과반환

5. Tools 실행결과반환

6. Flag 발견시종료및로그저장
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향후계획

치명적단점
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향후계획

$$$$$$
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향후계획

1문제(web) 풀이시

1.5~5$ 소비

실패할수도,,,,
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향후계획

아직부족.



Chapter.5

향후계획

fail

fail
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향후계획

pandas <<<<<<<<<<<<<  CTF-Kiiler  <<< 정말로똑똑하신웹해커
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향후계획

1. 비용최적화

입력토큰과출력토큰을최소화하고,
최대한효율적으로설계하기

2. 성능최대화

더다양한툴(ex. Burp Suite API?)
Perplexity API? 도사용? 
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향후계획

3. REAL WORLD

단순한CTF 문제를넘어서실제취약점을
찾는것까지도전

4. CO-Worker

(내가) 웹을잘모른다는한계를넘어
웹을잘하는친구와협업하기

AI 전문가분들과협업
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향후계획

5. PWN-Killer

언젠가는포너블바이너리와도커만있으면full auto 

solving 까지하는프로그램제작예정
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결론
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결론

pay2pwn
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결론
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결론

1. 생각보다성과가좋음

2. Codex를다듬은CTF-WEB 문제용Codex 같음

3. 돈이너무너무너무많이듦 (고등학생기준이긴합니담)

4. 진짜로각잡고몇백씩투자하면버그바운티도가능할지도..?

5. CTF에서의Full Auto solving with LLM 은진정한‘해킹’ 공부에도움이안됨



Chapter. 6

결론

교훈: AI 발전이정말대단하고, 공부할것이너무너무너무많다!!
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QUIZ~!

Q : 

LLM 프롬프트엔지니어링기법중에서“생각의사슬”이라불리우고, 

중간추론단계를통하여복잡한추론을가능하게하는기술은..???

(풀네임으로)



Chapter. 6

QUIZ~!

A : 

Chain of Thought
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Final & Speaker Info

Thank You
감사합니담,,,!!!!
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Final & Speaker Info

QnA
Any Question?

김준원(pandas)

한국디지털미디어고등학교3학년

Discord, instagram  : @pandas._.08
Gmail : rlajunwon0531@gmail.com https://solo.to/pandas0531

mailto:rlajunwon0531@gmail.com
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