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Qualitative Severity Ratings

CVSS v2.0 Ratings

Severity Severity Score Range Severity
None*
Low 0.0-3.9 Low
Medium 4.0-6.9 Medium
High 7.0-10.0 High
Critical

CVSS OJA] — 7.7 HIGH
AV:N HEQ3
PRIL H22%t

C/1/A: High

CVSS v3.x Ratings
Severity Score Range

0.0
0.1-3.9
4.0-6.9
7.0-8.9

9.0-10.0

Severity

None*
Low
Medium
High

Critical

CVSS v4.0 Ratings
Severity Score Range

0.0
0.1-3.9
4.0-6.9
7.0-8.9

9.0-10.0

Severity %m}%

7.7 /10
CVSS v4 base metrics
Exploitability Metrics
Attack Vector Network
Attack Complexity Low
Attack Requirements Present
Privileges Required Low
User interaction None
Vulnerable System Impact Metrics
Confidentiality High
Integrity High
Availability High
Subsequent System Impact Metrics
Confidentiality None
Integrity None
Availability None

Learn more about base metrics

CVSS:4.0/AV:N/AC:L/AT:P/PR:L/UI:N/VC:H/VI:H/VA:
H/SC:N/SI:N/SA:N



BACKGROUND - 01

GHSA — GitHub # 2%

ORI

Al HIA

H| 274 o). ,
@ HIZ7H HS 8‘,'?5"23 S @ CVE 2% ® Publish
GHSA ID

Yt ol 2 Sd|= =2t = 0|0 S

=
GHSA-xxxX-xxxx-xxxx - GitHub 115 AIEHX} Z&E 37H(coordinated disclosure)7t #*!

CVE ©/0| GHSARH Bt =&l =& QIC} S AIELS SR 2SR A




AGENT-ZERO - HACK FOR SECURITY

AGENT ARCHITECTURE

Oo| HE #x &4




ARCHITECTURE - 02

olo|MER 23017}

|

THEH (LLM
Al 00| ME (Google Cloud “2l) Ege,ggc,%)%%
AIE AHE8H AFEXLE CHAISHY S 'E F0tL

EfATE 225t AZEQ 0] A[AH o2y 753




ARCHITECTURE - 02

CHEX QI ofo|ME : OpenClaw

MEZSAE 7491 Al H|A

AEXL 7171 7 MEOIA A E

o Of
H 1T O

X HEFY

o= @92 glo] AP ofo|HE 2=

HAIK LY cHshe St

WhatsApp - Discord S0lA] &= %8

oL




ARCHITECTURE - 02

el ofo|MES| AHEX o “HTH

e L

AGENT

£d t ETE 20 shell % - It 27| . &
SHES - L
HE3 4 glof 3F EHO| FLH. ol 7ts.
— Ofo|HEO2t EXYStE A 2 BH

= ek 12

Iy
ox
o



ARCHITECTURE - 02 Y/‘
u(
of = Al X =HM A,
:'ll_'lon_l' =3~ :I'I'—l- ™=
He TE2MHA - ME A

AP R} Auto-reply Gateway Node-host

Skills MCP EEIX]| Sandbox Plugin SDK



ARCHITECTURE - 02

ME| A2 et 45

|>
AT
[El

admin
write 23 %

Ho{dE 717

2% (OpenClaw 2H2) — 2 Z)otct M7t U THSA A




ARCHITECTURE - 02

OpenClaw 217}9| & 7}X] 7| &= -

© 23E —'2AS @ LAR — I}
operator.read =32 (JE}=E-217) 7|2 = AlZ| OF &
operator.write OA|X| T&-E ZF-node 0] authorized ¥ A2 5 Oy
operator.admin AH7H-YC0|E.n9(H 59! owner 2/XAFE & #Hot

= 71Z0| KD, 3t 7|Z0| HAIS B2l HE T} A7|D LS AB0| L2 EXt0)| &SI}



AGENT-ZERO - HACK FOR SECURITY

AGENT ARCHITECTURE

Oo| HE #x &4




&
$
1-DAY - 03 S

N«
= HFAHALL= X|OFX{ © R
OlO| MEOA =2 BH/Mol= FAE-2?
A%
Al P 8t =] Heels A 2EAS OOJHE 229 HEE2 HFE
O} X|OFH
Prompt Injection - Hallucination - Jailbreak BllAA 2o FH o E

DoS - SSRF - Auth Bypass - RCE - LPE ...



1-DAY - 03

OWASP LLM Top 10 22 &2 UM /4

a Tr o
OpenClaw - & 64771 - 57 ¥ 7t OpenClaw GHSA S7H F %A (2026-02~06)

=~ _—

14 ciitical 219 High 350 Medium 64

Low

’ 288
LLMO1 ZEZE OIHM

147 - 22.7%

75 - 11.6%
Lvoz getd 22 2l (D 45 - 70%
o=z (D # - 68%
imos 322 @D 32 - 49%

LLM03-08 7|E} 2.5%

-
(<))

=
T For €

44.5%



1-DAY - 03

CWEE H™H _ 9l

N
S
o
_|
1
I
o
o

uuol
| LI

129

CWE-863 2 El 217}
H

=
3 5

CWE-78 OS

e

CWE-284 M2 H|

=l
mjot
w
[e]

w
[«)]

of
CWE-22 42 X%t
8

w
N

(@)
=
ik
©
)
~J

N
(<)}

9]
=
m
0o
()]
N
ro
N
I
1y
N
~J

cwe-367 Toctou@sh) (D 23
cwe-400 A2 2Z0os) (D 22

!
il
rin

Authorization A E(&2&)0| HH == #Helel ¢F 1/3 — et Moj7E 7k 2 Jel



1-DAY - 03 %v
l( )f
ol OI = AlS *I OFX et
OpenClaw o] I E M3l FoFH
4 )
— =
write 23 % : system.run ~ // method-scopes.ts:185
isAdminOnlyNode
N J InvokeCommand (cmd)
p . ? [ADMIN] : [WRITE]
. - Xtk . ADMIN_ONLY=[browser.proxy
AL . - !
write 2 - fs.listDir fs.listDir, terminal.upload]
| J

& write 2322 0[0] HO{ZE Yo SAEOAM OS B & — 7 paired B4l RCE.

o
o
T8 system.run A EE admin-onlyo| =7} - node-hostOf| A caller 23X IHAZ.



1-DAY - 03

OpenClaw Flow : H|A|X|7} = A

1 ZHMX} QIZE  ownerQl7t/ HE e 518 CHAQITL
2 E8HHZA™E Hl-owner® ¥t owner-only £ |7
3 A3Z AHA system.run = write / LFHX| = admin

4 sQ HIY A S A0 T O 9| X

Oh¥

e

)

5 Node exec ™  deny / allowlist / &¢I %

system.run SAE HH Ml s 5Ho| ZEE AL - RCE

57| H#ES =AMZ S1fslor O] HAEICE

[=1
o GateE #0| = CH50[ HOtOF F& — F|H2 U7l Gate 22| 2.



AGENT-ZERO - HACK FOR SECURITY

HARNESS DESIGN

OO|F E oty & 24




HARNESS - 04

O O] M E

i

o
oo
e,
rr

L
1L
N

Level 4]
S| A X|L|0 R
(OlOIHE A AH 2A)

Sei29l / MCPZ
= oizigic

Skills / Rules2
XpsEpect 7

Level 1)
DEDES
Fas| 2ot




G
S @\%
HARNESS - 04 g

DA
Ofo| M E Stu|A > 2o} >

S
ot poR S

2 (LLM) = O|O|HE : 3}l AT} Ci3ts A
BIAE jn - BIAE oyt QAAR EE BT @ =7 M
EEEERE! N
7| HEIAE T2 FFEM|Q! (OFA . *H
ArE TE E2m QS - @ 7|5HH | @ 7tERY (M)
= o|z Ot B Zue
=S S ® Eo|y (@E-7|R) + AAY ZEoE O

A Sl AE A47} OFLIRL W4T — 22 BHE S| A0 mat A

olr

A7} 3 A "etEIC (METR)



HARNESS - 04

S| 2 AXIL{T : o{EBA HAHSI=7t

4

Prompt chaining Routing Parallelization Orchestrator- Evaluator-
workers optimizer

Holg =Xt AR 2 YHS 2R H= 8 =8 otel&Y 88 (= Y LLMO| /%t e oF LLM ‘4, CHE LM

5 Z2=2 o5 H) 2 ¢ Of mE=Hy

2% (Anthropic) — 7ttt THedhA @A AER01E = B Of0[HE R « HE| OfO[HE.



HARNESS - 04

of| & AXILIOE : EAH TEH=

Pass, LLM Call 1 LLM Call 1
LLm call2 LLm Call 3 out
Output 2
in LLM Call 1 Gate = LLM Call e o 0 LLM Call 2 AeprrEar s
Output1 Router
Exit
Fail LLMCall 3 LLM Call 3
The prompt chaining workflow : izati
promp! g The routing workflow The parallelization workflow
Solution Seliga
LLM call1
T e Human LLM Call Environment
In Orchestrator LLM Call 2 Synthesizer Out In ST R Out
Accepted
LLM Call 3 Feedback
Rejected +
Feedback Stop
The orchestrator-workers workflow The evaluator-optimizer workflow Autonomous agent

https://www.anthropic.com/engineering/building-effective-agents
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