A= 2 {2 A & A7} (feat. V8 CTF)
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Ht &= H(adawn)

* Browser Security Researcher , Bug Bounty Hunter

Sk Shieldus EQST Lab - V8

ION - BreadHackers

BoB VA - 14th

WHS 2nd
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CVE-2026-59754 , CVE-2026-62404 , CVE-2026-62408 ... +33 (assigned)

V8CTF n-day submission (M147) , VBCTF n-day submission (M148)
CVE-2026-43658 (WebKit)

DEF CON CTF 2026 finals 9th

Midnight Sun CTF 2026 Finals 3rd
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2nd Place, DA3CTF 2026, EQST, July 25-26, 2026

4th Place, Junior.Crypt.2026 CTF, adawn, July 11-12, 2026

2nd Place, R3CTF 2026, EQST, July 4-6, 2026

9th Place, HACKTHEON SEJONG 2026 Qualifier, Advanced Division, MeowMeow, Apr 25, 2026, advanced to finals
3rd Place, UMD CTF Open Division, EQST, Apr 24-26, 2026

4th Place, bO1lers CTF, EQST, Apr 18-20, 2026

4th Place, Incognito CTF, EQST, Apr 14-15, 2026

8th Place, TAMU CTF, EQST, Mar 20-22, 2026

1st Place, Midnight CTF Quals Professional Division, EQST & Rubiya Team, Mar 13-15, 2026
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¢YBACK 2024-04-29 2% 9:48
X =SMB Z2EE 1} powershell2 M HSIHSLICLSMBEZZEE2 U2

FAE=0| ENT 2 LSS0 HO| AHEE|= A Z0tA TF & A5

B =2 7 Z0tA d7d5HA| T 12 powershell= powershell XHA| 0 F| 2=
O EX|THCHA QIS A ZOtM U HSH | JSLICLEAS HEE M 2
QISHAE Z4 NASZ| AA=| 2 AR Z2 B =LA £ H ZPE 0| A 7EX] A
230 o10] EfZI2 2 St A RISHCHL H0f| =70 & L2 ZI R} S L Ch sl
e A= SMB Z2 EE 1 powershell0f QLT F 2HH S0f CHaf ZH2F5| o}
= 20 YLCH =39
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HEf Z0]

o

=
Elements Transition
IC Transition
Normalization
Garbage Collection
Deopt
Generalization

Migrate

7|2 Fuzzilli el 0| Fuzzilli
1.67 < 3.17
12.81 < 16.31
2554 < g
173 < 2.98
0.09 = 0.09
2.00 < 4.42
0.03 = 0.03

P> 712 Fuzzilli®t M3t S Fuzzillioll CHH Atef Z0
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Webkit CVE-2026-43658

googleprojectzero/fuzzilli .
p=

A JavaScript Engine Fuzzer

A 73 © 62 w 2k T 366 O

Contributors Issues Stars Forks
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Webkit CVE-2026-43658
CVE-2026-43658 (WebKit / JSC) — S& 2%

BBQ JIT ZE2Q| call site2 OMGE TjX|5t= 0| A, 0|0] GCOf| 2|sH SHX|IE BBQ ZE H|22|0] 27|(Write-After-Free)7} 4

© BBQ A3
M=
BBQ JIT ZEE
L
BBQ Code
(0x1000)

0x1000: push rbp
0x1001: mov rbp,rsp

0x100A: call bar

0x1015: ret

!

0x100A = call site
(LHS0f TR $I])

© omG 4M
X312 Qlsf
OMG JIT ZE 44

OMG Code
(0x2000)

0x2000

0x2001:

: push rbp
mov rbp, rsp

0x200A: ...
0x2015:

BBQ:= G o4 ER 2iof
weak EZ=2 HZ
(GColl 2l&H &4 7ks)

© call site 7
BBQE S&3i= CiE
JIT ZEE0M
patch® %|(F4) $7

2AE call site 22

« 0x100A (BBQ W)
« 0x105A (CHE BBQ)

« 0x10F3 (CHE BBQ)

O] AlFoll= o
BBQE 23l
Hzsix g5

. i 22l (Root Cause)
call site§ &8t & &l repatch?} 2 W7IX|
BBQCallee?] lifetimeS HA3IX| oo}
GC7} BBQ ZEE 8|+8 4 U%ICh

a8
Use-After-Free (Write-After-Free)
+ Race Condition (TOCTOU)
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O ccz BBQ 31
CHE A =0|A GCI}t
weak® BBQ ZEE
sj4510] 0i22| aiF|

f

! BBQ Code
i (0x1000)
i

|

BBQ =7t U

© Repatch 53
238 £ F20f
OMG call 2 THX| A=

call 0x2000 (OMG)

W) | 0x100A Sixiof 718!

| StX|gt o] =2l
I g
! o[0] sxIE EH!

Sz ci=alofl 22

QO uarF 24
SHAIE oza2]o| 7]
(Write-After-Free)

UAF 244
(Write-After-Free)

HRE HE2| 47|12

Hz2| EHo| call instructiong = Safari/8I2EIX T2 M A
GColl 2l siAIE (Write-After-Free) Crash(DoS)
Bhel HE 52
BBQ 1% OMG 44 B 6C= BBQ sl Faol |
{ (0x1000) J = | (0x2000) J | Calisite S5l ge | ™ | repaichar) [ =
call site Exf BBQE weak F4 2R XY BBQ o 22| x| Write-After-Free




Webkit CVE-2026-43658

WebKit

Available for: macOS Sonoma and macOS Sequoia

Impact: Processing maliciously crafted web content may lead to an unexpected Safari crash
Description: The issue was addressed with improved memory handling.

WebKit Bugzilla: 307669

CVE-2026-43658: Do Young Park
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ME : UAF(use-after-free)
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V8 CTF?

v8CTF Rules

The v8CTF is a part of the Google VRP in which we reward successful exploitation attempts against a V8 version running on our infrastructure.
This program is orthogonal to the Chrome VRP, if you find a bug and exploit it, you can submit the bug to the Chrome VRP and use the exploit
for the v8CTF.

In the following, we will differentiate between 0-day and n-day exploits. If the bug that led to the initial memory corruption was found by you,
i.e. reported from the same email address as used in the vBCTF submission, we will consider the exploit a 0-day submission. All other exploits
are considered n-day submissions.

Rules

The following rules apply to the eligibility of exploits:

* Your exploit needs to exfiltrate the flag from our v8CTF infrastructure.
* Only the first submission for a given bug that leads to the initial memory corruption is eligible.

® Only the first submission per deployed V8 version in v8CTF is eligible based on the timestamp of the form submission.
o 0-day submissions are exempt from this limit.

* N-day submissions will only be accepted after the officially announced time, based on the timestamp embedded in the flag. Flags are
updated automatically every hour on the hour.

* Exploits need to be reasonably fast and stable. We accept submissions with an average runtime of less than 5 minutes and at least 80%
success rate.

e Valid submissions get a reward of $10,000.
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V8 CTF?

Stable 15107922187

7(100%) 1656411 @Ay 122006
m 18107002108 165641 @ Aug 72006
165411 @ Aug 2006 )

1654411 @4 302006 )

m O I68I0@I 6 @
Bl sown wsmaunmsg

Load more.

1520797742

ﬂ 52077
Bl oo wsmengimig

m 152079778 1669021 (@Jul 30 2026 @

(100%) 1669021 @ Aug 132026 @

1669021 @Aug 6 2026 @

1910792247 1654411 @ Jul 232026 @

H 51075

Load more..

153,0.801

03.0

153.08003.0(100%) 1677660 @Aug 142026
$3.0.79930 1674345 (@ Aug 8 2026

3079793 1670115 @ Aug 1 2026

152079672 1@ Jul242026 @

152079533 1662965 @ Jul 182026 @)

152079395 1638630 @ Jul 142026 @)

Load more...
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Canary 153.0.8006.0

H 153080060 (100%)  1678546,@ Aug 142026

ﬁ 153080050
m 153080040
E 153080030
153080020
ﬁ 153080010

1678416 @Aug 132026 )

1677852 @A 132006 )

@Aug 122026 @

1677104 @ Aug 122026 @

1676824 (@ Aug 112026

Load more...



V8 CTF rules
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V8 CTF =

cuecoT 1= 12

tsuro 2026-07-01 2% 4:48
M150 is running. N-day submissions will be valid from Friday the 3rd at

14:00 GMT+0 (check the rules for details). We also took down M149 since it
was already claimed.

20269 82 6%

tsuro 2026-08-06 2% 6:07
M151is running. N-day submissions will be valid from Friday the 7th at 14:00

GMT+0 (check the rules for details). We also took down M150 since it was
already claimed.
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@ FYH (Root Cause)

fast — slow
NE Yy HE

double array
HIEtH0|E &4

D

g HxE Hi =
oj2| A4k slow mode Z &t
CH~ I8 . Weatx gt
R/W B Native Write
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V8 CTF - M148 '

WA XZF galo| x )
fastOl|A] slow=z ¥1A

3o 5
fast mode (in-object properties)

Map Properties

JSObject

pO0 p1 p2

slow mode (properties in dictionary)

JSObject Map Properties(Z2IE{)

v
PropertyDictionary

90:91

P2 |
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V8 CTF - M148 B ==nE 271 0] SIxE
oja] AAt

obj.newProp = value; // M Z2HE| %7}

V8 R S5 (Ffet 3R)

1) fast mode2}1 7130
M Z2HE|E & $1X| ALt

JSObject Map Properties
"7
po p1 p2 ol
; S i
(NgtRy 2fX|0f 2 ofiE)

© Hackingcamp. All Rights Reserved POC SECURITY



6
&

(A
g

0]
e

= \/05
T poR SE°

7} slow mode2

IL---

V8 CTF - M148 B 5
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12HE|X

2) TRME| 7t 2P0 M
slow modeZ H&H
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V8 CTF - M148

y

| Ol T QIx|0fl ICHE M7| —
OOB Write Al

3) CiiTH0j A|Lket N 2{X|0l] CHZ Write!

JSObject (41X HA) oI A 99
Nt
PONINE! ‘ | = [(om 214)) |
\
i
OOB Write!
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V8 CTF - M148

B oIX$t double array®|
HIE}H|O|E| &4
off 22 vl x| (ofAl)
. [ dbl_victim 7 |
J50bject (double array) CHE 24
' + f }
0x1000 0x2000 * 0x3000
double array = ¢ ==
| elements (CHO|E] AJE} F4) OxAAAAAAAQD ’
length (8 Z0|) 0x00000010 (16) '

+
OOB WriteZ} 0| 4 & 8!
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V8 CTF - M148

7

E g

JS Path2D Zzj|

WX g

7
JS Path2D 23| | —

Path2D& DOMMatrix=2 HFYX|7| —
SkiaE S8l ME=HA 2 Native Write

[ handle (native)

CppHeap — DOMMatrix
| handle 22|

DOMMatrix2| 25 double 2t

m34 mé41 md43 md4
(ptr) (size) (capacity) (..)

V4

»

path.moveTo(x, y) £&

v

Skia?t m34& pointer2 AF83}0{
X8t native =20 Z}E CHO|E{ Write!

CppHeap | : 214 SkPath '
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V8 CTF - M148

EncodedAudioChunk® Native Read, Wasm 2
91719t 47| 2AIE ZBe Wasm &40 JIT 2E EoS

TE FHS Hot HojMry, Bt
@ EncodedAudioChunk 71X =XtO 2 Native Read

EncodedAudioChunk LHS I X (B4t AtEf)

data pointer

Wasm Insta :
ISO1A Wasm B4 44 s AN IEHE T Compile JITE Native Code
size native0j|x WasmFunction ‘ Code 241}
_— — O s 5 const fn = Wasm
0X5A3F0000 0x1000 data pointer 2 size 2 JS © instance.exportss; = jnstance | ™ | - sharedinfo =» O = | . nstructionStream |
- HIE 22| -f" - code wrapper | - Code F&
' Path2D Write2
FusEx

B S (AKX ) JIT HOFYE Wasm E4-2| Native Code (&3 28t Q1= H0|X|)

data pointer size dnye 55 48 | 89 | e5 48 | 83 ec CPU7L Malish=

native 48} Is . P 1 machine code
0x40000000 0%2000 a7z wa
. Path2D Write2 3 E TjjX|
IHX|El Native Code (shellcode)
Azlo| HME FuUHoR T ;
shellcode 2
chllnk cobyTo(dst) =& S U (dst) = A} % |90 | 48 |31 | co | 48 | ff | i
X H3t native F42| HI0[E{E
JS H{HE SAl - Native Read £5!

IS4 Wasm 4B HYzoz o&
— Ho 50| shellcode 2 &oi7} H¥#E

@ #lC{2) TRAHA L) 20| 3= N3 (RCE) 43
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V8 CTF - M148

sp...@google.com <sp...@google.com> #7 May 11, 2026 05:55PM  :

NOTE: This is an automatically generated email

Hello,

The v8CTF program panel has decided to issue a reward of $10000.00 for your report. Congratulations!

Important: This payment will be issued by Bugcrowd. You will receive an email from Bugcrowd in the next 24 hours which contains a submission you must claim to be rewarded.

If you do not receive an email from them, please check your spam folder and then reach out to us via a comment here. For issues related to Bugcrowd itself, please contact them
via https://bugcrowd.com/support.

Regards,
Google Security Bot

P.S. Three other things we'd like to mention:

«» Issuing a reward does not necessarily mean the issue is/will be fixed. Check this issue's status or reach out to us to understand if the issue has been fixed or not.

« If you'd like us to add your name to our Leaderboard at https://bughunters.google.com/leaderboard, please create a profile at https://bughunters.google.com if you haven't
already done so.

« We encourage you to sign up for our Vulnerability Research Grants program at https://www.google.com/about/appsecurity/research-grants/, where we issue monetary
payments to VRP researchers, even when no vulnerabilities are found.

How did we do? Please fill out a e short anonymous survey.
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Midnight Sun CTF Finals
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Midnight Sun CTF Finals

© Hackingcamp. All Rights Reserved POC SECURITY



© Hackingcamp. All Rights Reserved POC SECURITY



-
SRR R g
RN
* SRR

AN

© Hackingcamp. All Rights Reserved POC SECURITY



MSRC researcher celebration

SR

RESEARCHER
CELEBRATION

Hello do young,

Thank you for your interest in attending the Microsoft Security Response Center (MSRC)
Annual Researcher Celebration at Black Hat. We've received your application. Our team is
currently reviewing all submissions. If your request is approved, you'll receive your event
ticket via email from msrc@eventsairmail.com, along with additional event details.

If you require a visa to attend, please let us know by filling out this form: MSRC
Researcher Celebration: Tell Us Your Plans. We can provide a support letter for your visa
application. However, please note that we are not able to assist with visa processing or
related logistics.

Please also note that MSRC cannot provide financial assistance, including travel or
accommodation support, for attending Black Hat or the celebration.

We appreciate your interest and your contributions to the security research community.

If you have any questions in meantime, please email msrclistens@microsoft.com.

POC SECURITY



&
MSRC RESEARCHER
CELEBRATION

Do Young

Park

RESEARCHER

™

© Hackingcamp. All Rights Reserved POC SECURITY



=
AWNE
LT

Umia X

-

AN
Ll enWE
-

N |

,‘ ‘
o
;,
I
P
|

‘ [1L T
iy
TR T
3‘ m\w' AV QR |

S,

=i
W
———

POC SECURITY

© Hackingcamp. All Rights Reserved



Defcon CTF 2026
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Discord : @a dawn0106
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