


2022.11~ %XH LINE* Security R&D F 2 Agentic System= claude codeE ©]-&sl 7H2t
* Agentic SAST

2018~2022 Z LA BA R » Security Regulation Agent
* Secure by Design Agent

2014 BoB 37|

@T@Qj«



01

02

03

S0 37

frt
O

oo
o
=

rE




J o T



01 -Ala! " !




g

Summer SHZHZ YEXE o o [= o} Al ety 100% v & Comment i Edit Present s

i neutral

s Sl gia pageFurniture @) footNote 2026 5124 sz

Searching
Renumbering in smaller batches.
Editing x3, Searching

The 7! ¢ label is stored with decomposed Korean characters — matching on the
number instead.

Refining design x7, Searching
Two labels left to fix: the 02 divider duplicates 13, and 15/16 are missing.

Refining design x32, Finishing up
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000 Q@O) 4Q«wES 1%a®

Settings Profile
{c> General
Avatar S
® Account
Privacy Full name Sungwoo
B Billing
ol Usage What should Claude call you? Sungwoo
(=3 Capabilities
What best describes your work? Other v

<[> Claude Code

8= Cowork .
= Instructions for Claude

@ Claudein Chrome Claude will keep these in mind across chats and Cowork within Anthropic’s guidelines. Learn more
R L7} 91 201 2 1 L7} OfA| MZISHRHER], OffE HiE®) 24 20k MZISHER| S5 Ui7Hared o 4424 5f 2 4 QU1 520121

|
B skills

g7 Connectors
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—— Claude Code v2.1.240

Tips for getting started
Welcome back Sungwoo! Run /init to create a CLAUDE.md file with instructions for Claude
What's new
Bug fixes and reliability improvements
Cost estimates ("/cost’, status line, ~--max-budget-usd’) now include t..
Opus 5 (IM context) with high.. - Claude Max - Added the one-time fullscreen renderer offer on Bedrock, Vertex, Foundr..
rkwk®112@gmail.com's Organization /release-notes for more
~/projects/simsin

@ high - /effort

>Ymeed 21 Yoot duol #axE A Hsof]
»» auto mode on (shift+tab to cycle) /rc

AN

22 -AlSc &3, “H”f =4
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Welcome back Sungwoo! Run /init to create a CLAUDE.md file with instructions for Claude

What's new
Bug fixes and reliability improvements

Cost estimates ('/cost™, status line, "--max-budget-usd’) now include t..

Opus 5 (IM context) with high.. - Claude Max - Added the one-time fullscreen renderer offer on Bedrock, Vertex, Foundr..
rkwk®112@gmail.com's Organization /release-notes for more
~/projects/simsin

P HAN BEn ed HAMO HIXE H HEONH
Listed 1 directory

e Skill(artifact-design)
| Successfully loaded skill

Ze2HMEJ WO 9oL M2 GEASLUC. YuaI 8 YHAE W - SH Teo MM &S

= EA3E MY

1>

2 dAMSLICH.

- Color: ©t Ot3 €=2 7Sl (FOof Hole 2astA & st®). g , 2% , B8 satd , M A

p BISE /s 2M
- Type: 1 2Ht& (Gowun Batang) - & ® 0/ St 278 2522 Y=. IBM Plex Mono Light — Al 7 -2t & . Inter/Space Grotesk 3| I .
- Layout: # ¢ M2 + 38 U3 2t72 2u o], zstY M2 H3H S5, 24t 32 ANz, 42 25 A UIt HAM7F Aty .

El
I ME2 52 IEAHOE(@HA 27).
® Running 1 shell command..

* Computing.. (4m 41s - 1 19.4k tokens)

b |

N (shift+tab to cycle) - esc to interrupt - « for agents /rc

Sc 8@, H'f =
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e Artifact(/Users/cd80/projects/simsin/muyeom.html)

de M A stubol gE oA JioF 38 30=0tct 52 I22HOoE2 oL M. OfRAE o = A& 22t 422 22 Hd
UIet # M7t Abet ™ M st @er &L,

g
SEHEW -HYE BE20 EBHOR WA MRS AUz, 2Y WA B @
-@RE _Zeolx 552 W HEE BYW, AX U2 FIE AHY
-¥F -2 B Bas ¥ 9. N BHOE ARHE AT A
- EA - F702h stub4 CHE AR 307, S8EObCH CHAl B B2 BEE
- x4 - 155 5502 HEG s 2FM, 74 pEo 2y 2
A% - 898 S20 1 Aelol BE/20 BOKD, WHES HME U ZoiTUC. SPACE e W, 15 AW MY, F MH U,
s 2.
2215 712 AE. AW WebAudioZ H2t2 =Ol=8 XY BEO SUHAA BEHY HHS YD BD, 10-28%0ict 5874 F22 %
s 2YLiCH 9N 0o T glo] MY MYSolz (SPEY U sl

Of AH YOW ZCE 4%2 HADL AE 28I FME BUG. By

o ABUCE.

% Baked for 7m 30s

3 |
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—— Claude Code v2.1.240
Tips for getting started

Welcome back Sungwoo! Ask Claude to create a new app or clone a repository

What's new
Bug fixes and reliability improvements
Cost estimates (*/cost’, status line, ' --max-budget-usd’) now include t..

Added the one-time fullscreen renderer offer on Bedrock, Vertex, Foundr..

Opus 5 (IM context) with high.. - Claude Max -

rkwk@®112@gmail.com's Organization
~/projects/vulnhunter

/release-notes for more

o 24 =3 e ]

i
AT

>

»» bypass permissions on (shift+tab to cycle)

26 - AlEc 8371, “H"f =4
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Opus 5 (IM context) with high.. -
rkwk@112@gmail.com's Organization
~/projects/vulnhunter

Claude Max -

What's new

Bug fixes and reliability improvements

Cost estimates (" /cost, status line, "--max-budget-usd’) now include t..
Added the one-time fullscreen renderer offer on Bedrock, Vertex, Foundr..
/release-notes for more

M

|Ok P
A

EEEIEE T

Ran 1 shell command

g z2deEde. $&#0 A ZAaM 5 7HA D FHelEA
~-lnE7 S8 o A, Submit -

1. 2235 FHEH (SAST)
A2A2FEE AST/HEH 7|gto 2 mpasiM SQLAMME , HWE MM SIEILEHE NI, d2 27 5 9 g ©8X. 24
FEHOA e, 28 HE/]I E22.

2.9 Z2H HadF 29014 (SCA)
requirements.txt / package.json / go.mod & U4 af OSV-GitHub Advisory DB2 Ei X35t0{ 224zl (CVEE 2| ZE . HES 3 API
Z3 Ho.

3.9 of= 2 Aol M AL (DAST)
Al o dAlol 22 2uf XSS, SQLi, E¢ dHEH %2 S22 55 E©@HXA. 22 Ag/5A AN A= A

4. S8 Zedf=a
2239 FxX=Z SAST + SCA + Al3 & AMZ s CLI S, SARIF/JSON/HTML 2| ZEE &3, H7t 7t& 3 X o &% Jts

5. 2F A7t FoddE B c=roidd § v

6. Chat about this

Enter to select - Tab/Arrow keys to navigate -

27 -AlSc 8371, “H”f =X

ctrl+g to edit in VS Code - Esc to cancel
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Opus 5 (IM context) with high.. -
rkwk@112@gmail.com's Organization
~/projects/vulnhunter

What's new

Bug fixes and reliability improvements

Cost estimates (' /cost’, status line, '--max-budget-usd') now include t..
Added the one-time fullscreen renderer offer on Bedrock, Vertex, Foundr..
/release-notes for more

Claude Max -

jofg 24 &7 o507

=

Ran 1 shell command

B Z2HEUR. $E0 I ZAHAM F 7R el .
« =7 |9 o288 s Submit -
1. Python CLI
0|4 + Rich/argparse 7|8t CLI. AST 2 &, 2tolE2{2| HEefA 72t SR 24 =370 73 HEF.
2. Go CLI
Ehe o2l E HiE, WE WA AN, H{E HOMO FF of.
3. TypeScript/Node CLI
JS/TS ZEH O A BMoLt & ofd Ztgdo |2l.
4. Python + ¥ UI
CLI 30| + FastAPI tHA|EEZ 2Ot E EHE2X0 M el
5. 47t 2]
6. Chat about this

Enter to select - Tab/Arrow keys to navigate - ctrl+g to edit in VS Code - Esc to cancel

uth ']\—___“]il.lj




000 \gECO\{"©

® User answered Claude's questions:
O ZBF2 HAH 24 =F2UMR7? -2
T8 oo AEHOAE? 5 M FEEM

=

ol

jo

8 Z2HEN, & HH D5 "FHY L "= Folat

ZH: Python CLI + "HHE4Y 5 LIMPZ" 50l =

OlRE 7 : LIMI 2% MAS AW 2D H 80
£XHO2 $HE 551 » Q% R IC HYAE
501 » @80 2 ®E AZ528 IR ZS &2

Ran 2 shell commands
Interrupted - What should Claude do instead?

2477t taint(2 ¥
b/M L EFOl = B =7H"E
o @AsLUC,
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—— Claude Code v2.1.240

Tips for getting started

Welcome back Sungwoo! Ask Claude to create a new app or clone a repository
What's new
Bug fixes and reliability improvements
Cost estimates ("/cost™, status line, ~--max-budget-usd’) now include t..
Opus 5 (IM context) with high.. - Claude Max - Added the one-time fullscreen renderer offer on Bedrock, Vertex, Foundr..
rkwk@112@gmail.com's Organization /release-notes for more

~/projects/vulnhunter

Image in clipboard - ctrl+v to paste

> Repositoryet 24 SF S LHsH FHAPS &W?Ech@em@pmmnﬂgmﬁl
\  »» bypass permissions on (shift+tab to cycle) /rc

30 - AlEc &7, “H"f =4
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—— Claude Code v2.1.240
Tips for getting started
Welcome back Sungwoo! Run /init to create a CLAUDE.md file with instructions for Claude
What's new
Bug fixes and reliability improvements
Cost estimates (" /cost’, status line, *--max-budget-usd') now include t..
Opus 5 (IM context) with high.. - Claude Max - Added the one-time fullscreen renderer offer on Bedrock, Vertex, Foundr..
rkwk@112@gmail.com's Organization /release-notes for more
~/projects/vulnhunter

£ claude code plugin Bt E0{ 3

Listed 2 directories, ran 4 shell commands

M
o
[N
2

2 MSEEH M=z HSAELC, HX wojet oL HAERE,

Running 1 shell command..
[ $ mkdir -p .claude-plugin commands agents skills/vuln-playbooks/references scripts
cat > .claude-plugin/plugin.json <<'EOF'
{
"hame": "vulnhunter",
"version": "0.1.0",
"description": "Point it at a repository and say what you care about — it maps the attack surface, hunts that focus with

parallel s..

+ Billowing.. (Im 19s - i 4.3k tokens)

>

_ »» bypass permissions on (shift+tab to cycle) - esc to interrupt - « for agents /rc J

31-Al5c &3H7H, “H”f =¥
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—— Claude Code v2.1.240

Tips for getting started
Welcome back Sungwoo! Run /init to create a CLAUDE.md file with instructions for (laude
What's new
Bug fixes and reliability improvements
Cost estimates ("/cost™, status line, '--max-budget-usd’) now include t..
Opus 5 (IM context) with high.. - Claude Max - Added the one-time fullscreen renderer offer on Bedrock, Vertex, Foundr..
rkwk@112@gmail.com's Organization /release-notes for more
~/projects/vulnhunter

5 0 & = claude code plugin & 0f 3|

Listed 2 directories, ran 4 shell commands

22322 NSREH Moz BSASHCH., BH WO jUHAERE,
Read 1 file, ran 5 shell commands

OfX OOIME(FE?} ZEZE)E HYHLCH,

® Running 1 shell command..

+ Billowing.. (4m 51s - ¢ 24.1k tokens)
Image in clipboard . ctrl+v to paste

1

»» bypass permissions on (shift+tab to cycle) - esc to interrupt - < for agents

[
i)
e}

32 -Al5c &3H7H, “H"f =¥
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HYHELICH. of 223 HAMZ SOHJAD

.claude-plugin/plugin.json, marketplace.json

commands/ vulnhunt.md wvulnhunt-verify.md vulnhunt-report.md vulnhunt-patch.md
agents/ vuln-recon.md vuln-hunter.md wvuln-verifier.md wuln-patcher.md
skills/vulnerability-playbooks/ SKILL.md + references/ (107§ 228 E2 0/ &)
scripts/  prepare_target.sh surface_scan.py findings.py render_report.py
README . md

ALE Y

/vulnhunt ~/projects/shop ZH ZEoAM HE 3T A =%

/vulnhunt https://github.com/org/repo SSRF

/vulnhunt . #3d d2 Al A8 du=z2 MEX H Al (AskUserQuestion)

$y 47 - o8 Ac2 Ao

-3EA: EH A (EFEE regex) » 0f ZHE SE 222 ¥ 5 ol HE =X 5 ZE0MC
380 M2 b2 A=X2(=2y/%804/JSF )2 WE A,

-EHF2 2o o gt 7t EE MM (TP 22 O <, B @AM otH) / / =
SHSL, LALX2EYO0EHE= 05 HHUXN ItA FAHMSLILCH.

-2d Mg 270 52 soEof FuUoh - s £t el d27 gled AREIAERZ g92),
"EH BEols #@+"E LEZEN R SOZLICH.

- EYos Z Yo "3 =2 = findings" M8 & Eof HEH/HASANHI =3 J|2 Yo (ORM Z+2t0jE 5, HEE I F
ofA7ol=z, ¥ O S )IE QELE 22X A JELICH.

S HZ: 7 M2 Ho=z A8 s SQLi/command/SSRF/pickle/path 57 2| ¢l + A/ & HE EX | addsZEEHMAH-EE T A2 2 E

AEd ® 2 223 HAE S, OO|ME MHA mtojzZate 2 AX dHOAMN HE SorZHOM@ ZoM MEOWOHE =

g 2X gft&dcth)

> 1
»> bypass permissions on (shift+tab to cycle) - « for agents /rc |

33-Al5c 8371, “H"f =X



[eNeNe] P E#3DHExH

b

|2 29 rce cve X @&

AIRE  FY  SYY w2 ooxl  4g

2
o
o
02
0

I

2+

Z24tn Q= tEXQI §1Z 3= M3 (RCE, Remote Code Execution) F[2H S CH3at 2

1. Langflow RCE {2 (CVE-2026-33017)

o LI ALLM ZE22 AIZ ZHZQl Langflow v1.9.0 0|2 {0 LZAE F|ofRelL|ct 210l
10| &l 7h53t o|R0fl BHE E2 ASHQIET} ot Tlo|M RS 7t ZHEl HolF Wotso] A
Hi xfjof AstS SF|EE 4 AELICH

oiS: v1.9.0 0422 Yazfol= X 2|2 37K

O0O0  NOWCD' § t SiHRHIS SPF 1 F;i;[ HHROTFE, TnCaD, I[ THFI RIS o€ ~

fix: prevent RCE via data parameter in build_public_tmp endpoint #12160

PVl Jkavia merged 4 commits into main from security/fix-build-public-tmp-rce (5 on Mar 13

Y Conversation 15 - Commits 4 [} Checks 99 [® Files changed 2

Q Jkavia commented on Mar 12 - edited by coderabbitai ' Bot | v Collaborator | **+ Reviewers
) coderabbitaifbot]
Security Fix: Unauthenticated RCE Prevention © ogabrieliuiz

=5 Adam-Aghili
Vulnerability

Assignees
The POST /api/v1/build_public_tmp/{flow_id}/flow endpoint accepted attacker-controlled flow data via the data

parameter, allowing unauthenticated remote code execution (RCE) through arbitrary Python code injection.
RCE: GHSA-vwmf-pq79-vjvx

No one assigned

Labels

Root Cause O
34-AlEc &7, “H”f =¥
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https://github.com/langflow-ai/langflow/pull/1216@ O| PR mergeZ| 7| ® repository 4 Ei 2 clonedl F

Ran 6 shell commands

gt gL o,

22 9A:

- PR #12160 ( )2 2026-03-130| squash merge T Of Of:
L Cf .

-1 25 3o ( DO PROX =AM AEjoln, of 7|0 B

HIaoxsl FASL .
PRO| A Eg ot (B AZEd=s £8 ® dEH= £1):

- (PRAIM M2 F7HE H

[m
o
A
ou
rlo

e HAE g

0o

)

FAIE & L Ct.

o]l

2 E maine 2 Sof7tE W H WHE

Al
y T ©

fjo

Ha™

¢ Sautéed for 1m 55s
Image in clipboard - ctrl.
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000 ' Ov&®Sho

A X st 1, /Users/cd8@/projects/langflow Gl A POST /api/vl/build_public_tmp/{flow_id}/flow endpointd| = &

Ran 4 shell commands
d x| et& (skills 5, agents 4). O/ N mtoj=etelg & L|CH.
Ran 4 shell commands
e vulnhunter:vuln-recon(Recon the public build endpoint)
Ran 4 shell commands
Ran 1 shell command

Mz gD ( , agents 4 / skills 5), langflow th& =S A ESLCH. 28 A8 ZRD

o % Me we ZYULC - BUH oY HMEE 2L,

Eite

E

e
mjo

r

36 - AlSc £5H7H, “H'f =H
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000 ’ e <ho
> & X5t 1, /Users/cd8d/projects/Langflow ol M _POST /api/vi/build_public_tmp/{flow_id}/flow endpointol #of& =X A |

Ran 1 shell command

w

recon = E7t 2t H & LICH (exec A 2l 7t X| HE) SEE HUEzE YU,
e vulnhunter:vuln-hunter(Hunt RCE via data param)

@ vulnhunter:vuln-hunter(Hunt principal confusion and secrets)

® vulnhunter:wvuln-hunter(Hunt session id cross-tenant access)

® vulnhunter:vuln-hunter(Hunt files param and SSRF)

e vulnhunter:vuln-hunter(Hunt public flow disclosure and DoS)

5 el #EJ EER 84 JUASUCLH. AEEHE=E 2 FEE Hot 43 HAZ g0,

5 hunter agents scanning flow endpoint in parallel SRR isliadeli NSRS SN - Om 27s

> 1

a bypass permissions on (shift+tab to cycle) - esc to interrupt - « for agents - . to manage /rc
® main
O recon ROOT=/Users/cd8@/projects/langflow idle
RUN_DIR=/Users/...
O lanel-rce ROOT=/Users/cd8@/projects/langflow idle
RUN_DIR=/Users/...
o lane2-authz RO0T=/Users/cd8@/projects/langflow 10m 26s - ¢« 122.9k tokens
RUN_DIR=/Users/...
o lane3-session  ROOT=/Users/cd8@/projects/langflow idle

RUN_DIR=/Users/...
o0 1 idle agent
4 1 more

37-Al5c &37H, “H"f =X
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240 =EHI LS L. Ol gE d43 -#Y 42 £

» vulnhunter:

» vulnhunter:

» vulnhunter:

» vulnhunter:

» vulnhunter:

» vulnhunter

vuln-verifier(Verify VH-006 reachability)
vuln-verifier(Verify VH-006 defenses)
vuln-verifier(Verify VH-006 impact)
vuln-verifier(Verify VH-018 reachability)

vuln-verifier(Verify VH-018 defenses)

:vuln-verifier(Verify VH-019 reachability)

6&}_7]_]’ unf _t__]:]d

r
[
Il
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ooo A ZXE

> [file] +/.vulnhunter/runs/langflow/20260822T153643Z/report.md (282.7KB)
dE: AsLHO. 3Ax: MsA . FE 244 - AZ 31 16 (critical 4), 9Z22 374 712, 5242 ZHA golet OAS.
o2 g9l st
= 0gs s&%49 (Oei= HADE WotM DBY AMZEHE flow s JZZE Jei=ZE U510, flow 2 {4
Hstoe 2 HYHF L O HME o™ flow idE EE + QEXD otn Rolof MeogExs M 24X gL
C > B3 R
Critical 44
ID =
O]l &S RCE. = E 9 b acf 2 ¢ ). AST H| 8t -import
VH-006 Het.-MESA ML 2, ASXI AH 1fx 2EE venvo| Mx & payload2 H 3 2ol .
o oA 2 SEHSE fhE
VH-018 28X XAES 3. HEs oo + dote MY 5 MH 7t owner2l CREDENTIAL ¥ =8
255l GAZ . 3 MY Qo HE ( )]
VH-019/VH-002 | @l AEH A HH Me 23 o=, ol owner A3 0| 20 session_id ZE T HAHSH ZE
AHE A -2 E flowe| OfAIX 7 & 23 ( D
VH-012 SQL Database & % 4 E 9| of &tg 2x<E 5 langflow At 7| DB( B ol £
password/is_superuser)Lt W2 DBof & 2 SQL

39 - AlSc &7, “‘H"f =4
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B Holl= 2K =

7NerS 517] 9l =2 a2 D o], dEK , =H|Ql jdo] R/ JG7|" 2N HE'STH 7t
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