L LMO{| 2TQIHCHL|

L A O] OFL|A| ZREr?7?72

Wanted Sans, IBM Plex Sans, and IBM Plex Mono are used in this presentation. Fonts: OFL-1.1.
Presentation use is restricted. Questions: usage@imnya.ng



| whoami

LS
e |

| me@imnya.ng

Information security

2026 ~ 9 MRIQIE{UInSshn MEHO =0t2| A Layer7 267|
2026 ~ 9 MEIRIEUINSSI HHHS 1}

2025 - 9 CO|EliAZ 37| 0]

2025 - A 2024 Sunrin Layer7 CTF 58 29

2024 - € 293| AU CTF 19l (12IE=)

Software engineering

2025 - @ ADOFAIl.gg Full Stack, Mod Developer

2026 — «¢ Effect Playing Contest 2025
: Finale



https://imnya.ng




| LLM2 Ll APSS O 2| H2eEn?

Q3| F2 AFRXL 0|2, H|UHSE QI2isiAl EZ0|Lt MIMS B HAlo 2 HId| Q.




@ 1Password 07| Ljf HIZ2®= Ot A2 LT LOpA =2 20oHA M E2F O A K.

- () Full access 5.6 Luna Extra High Qs




(M 1Password 7| L} H| 2= C} QL2 L7} Lo 2108 & 2F A sjlFMH 2.

- () Full access 5.6 Luna Extra High Qs




| LLM2 L AI™ES oSA| M2En?




e |7t &Lt

O] &




| LLM2 L AIES o8| B2Em?




| LLM2 L AIES o8| B2Em?

OAuth
API Key
Personal Access Token




| LLM2 L AI™ES oSA| M2En?

OAuth
API Key
Personal Access Token




| LLM2 L AIES o8| B2Em?

0| 24 OAuth&7t?




| LLM2 L AI™ES oSA| M2En?

Ol 2ff CAuth&7t?
Aot 2e| 7t CREE 0] ol (I=HeR ¢lF

O < C & & discord.com B 0y v & w0 gy O

@
I

|
O

s

8

< == iMnyang

+ m Discord &% Edit Profiles #
Q. Search
r ApPCal allue

mizuki.guru

€9 Accessibility
wants to access your Discord account

Signed in as imnyang | F= 5}’STEW‘
¥ Language & Time

This will allow the developer of mizuki.guru to:
@ Access your username, avatar, and banner Games & Apps

@ Know what servers you're in [+ ) Registered Games
Have an existential crisis . :

an Activity Privacy

[() Game Overlay

¢¢? Connected Apps

Connections
@ Active since Apr 15, 2026

This application cannot read your messages T BEES a5 |
Yol

Authorized Apps

)

<> Developer

%

Cancel Authorize [, Log Out

e L O I

Connected Apps

— Mmizuki.guru
(&2, Authorized on 8/12/2026

About and Policies

Permissions

[¥4 Manage your Discord friends list and blocked users

[ Access your Friends list and their online status

Update your activity status on Discord

Send and receive game invites

Update your profile on Discord with your application activity
Create commands

Send you direct messages

Manage your Discord friends list and blocked users

Access your server and channel membership details

Access your Friends list and their online status

Update your activity status on Discord

Send and receive messages from Discord

Update your profile on Discord with your application activity

Know what servers you're in

Access your profile information

U U U U U U U EU U U U CU EU R,

Access your username, avatar, and banner

xIafx O

e T

HU



| LLM2 L AI™ES oSA| M2En?

Ol 2ff CAuth&7t?
Aot Ze|7tHCREE 0] Hlol (IEHCR ¢F
3toF AP| KeyS #2CHH?

== - S —— -

O ¢« = C @ dash.cloudflare.com/profile/api-toks B g 9y R 5 O 6’5 - O *
e © Support 2
+
| = My Profile ]
« Back to view all tokens
| Quick search... K
Create Custom Token
< Settings Token name
& Access Management Give your AP| token a descriptive name.
{1} APl Tokens
Permissions
Select edit or read permissions to apply to your accounts or websites for this token.
| Account v | Access: Apps and Policies v [ Select... bl ot
I Account v |[ Belect v ] X
F Y
+ Add more Access: Apps ﬁ
Access: Apps and Policies
Account Resources
Select accounts to includd  Access: Audit Logs
Include ¥ | Access: Custom Pages
+ Add more Access: Device Posture
|
Access: Grouns ¥

Client IP Address Filtering

Select IP addresses or ranges of |P addresses to filter. This filter limits the client IP addresses that can use the API token with

= Cloudflare. By default, this token will apply to all addresses.

By Operator Value

© Select v

ﬁ |
+ Add more !

3 O .




| LLM2 L AI™ES oSA| M2En?

Ol 2ff CAuth&7t?
Aot Ze|7tHCREE 0] Hlol (IEHCR ¢F
3toF AP| KeyS #2CHH?

== — - S — - S

59. _ & @ c|o_udf|are.cum B & W g F & B O 6’;;:9‘)( ?—_\_‘O—\-O
+

= My Profile

« Back to view all tokens BX¥7 *
Quick search... K L* o

Create Custom Token

513 O\

ccess Management Give your AP| token a descriptive name.

Select edit or read permissions to apply to your accounts or websites for this token. I H I' I.B I |_ E | x.
| Account v | Access: Apps and Policies v | Select... v p 4 E L o L L D oo
| Account v |[ Belect v ] X

 Add more Access: Apps %

ccess: Apps and Policies

T ccess: Custom Pages

A

Select accounts to includy Access: Audit Logs
A
A

ccess: Device Posture

Access Grouns
Client IP Address Filtering

Select IP addresses or ranges of |P addresses to filter. This filter limits the client IP addresses that can use the API token with

= Cloudflare. By default, this token will apply to all addresses.
By Operator Value
D) Select
T
+ Add more
&3




| OAuthZt?

Oi2{E2 OAUthS M EAl 0| QILIR?




| OAuthzi?

100

80
30 64

60
60 52

40
40 26

8.6
1.4
SSO A8 3¢ o AtE Fofst FH A4 279l S| {7Ig = 23020 3| f70HH Y olg et Yol et O
@ OI2E W OogE

of= AH|XF HHW(2020), 248 201 QAT TA}
arxiv abs/2111.03573 Security and Privacy Perceptions of Third-Party Application Access for Google Accounts (Extended Version)



https://cuk.or.kr/information/01_view.asp?no=872
https://arxiv.org/abs/2111.03573

| OAuthzi?

Sign up

Email

E |

AuthO may contact me with marketing communications

opt-out details in Privacy Policy.

|:| | agree

By continuing, you agree to the Self Service PSS and

Privacy Policy.

OR

) continue with GitHub
G Continue with Google

S°  Continue with Microsoft

[ Google 2121 = HE OAuth 2.0 + OpeniID Connect ]




| OAuthzi?

@ @ O ¢« = C & accounts.google.com/signinfoauth/id#?authuser=0&part=AJi8hA02YGSEaWnVZ JwvdKHdcHhhKL_uOFSIv7BRtljazj7_xaEOp1tCmQL-GLck & < Y F w0 gy O @ =
L
Sign up

+

Email
Email
G Sign in with Google
AuthO may contact me with marketing communications
TN _
opt-out detalls in Privacy Policy. @ Google will allow mizuki.guru to access this info
about you

e Sign in to mizuki.guru  © =

Name and profile picture

By continuing, you agree to the Self Service PSS and @ hako.imnya.ng@gmail.com ') 1 hako.imnya.ng@gmail.com

Privacy Policy. Email address

Review mizuki.guru's Privacy Policy and Terms of Service to
understand how mizuki.guru will process and protect your data.

Continue To make changes at any time, go to your Google Account.

Learn more about Sign in with Google.

( Cancel ) ( Continue ) 6
) continue with GitHub é

English (United States) ~ Help Privacy !‘

OR

S Continue with Google

2

P © I8

S°  Continue with Microsoft

o

o

H|2H= = Googlel]|2t 2= - M2 code/tokenE WS

N




| OAuthZt?

OAuth= MZFE| M[3X} Lo

MietEl APl S Hets fI=ioh7| 2o 24|E




| OAuthZt?

OpenID Connect?I OAuth {0 215 AlSS Tlol A8 2721 EFE2IM 1,
LLM Agent= OAuth?| &2l =Xl API Het S MIHO=E AIE




| OAuthZt?

Agent8| Ars2t K2 Hot HP{7r AR
OAuth 7+¢19| H2tdo| S S0




OAuthtZl?

Browser imnya.ng accounts.google.com google.com
AHEX} MH|A Authorization Server Resource Server
L /N /N
1. MHIAFHZ U 0|8 A
/N
\_

2. Client ID, Redirect URL

3. 2121 {o|X| 2F J
Client ID, Redirect URL

4. 221 HO|X| &=

5. gt 17t j\
)

6. Authorization code &2

7. Redirect URLE j
Authorization code TE l 8. Authorization code= J

Access Token 24

L 9. Access Token &2 —J

alcd ez

,t 10. 215, 2021 2t=

L

—

11. MH|A 2F

13. Authorization code A& )
ME|A H1S

L 12. Access Token@=Z API ==

/[ 14. MH|A XE




| OAuthZt?

k

\J

of

1. OAuth= X|7Of & 2X0] BC}

|l
=




| OAuthZt?

1. OAuth= X|[HOF 2 4(0] BTk

2. BRM2 78 Meo| JHsAE FoIC}




| OAuthZt?

1. OAuth= X|[HOF 2 4(0] BTk

2. 82 7 29 Jtesd= =AUL

3. #Rl0fAMe] &= FYTRE 0|0& £ ULt




| LibreChat: CVE-2026-54030

E30| 0| S5l= 24Xl B

e p\
1. LibreChat

AFSRIT} o4 MCP MEHES o122

-

2. 24 metadata

resource = AX| MCP
authorization_servers = >4F AS

-

3.8 It MY
AH8XIZt S2l5t

LibreChatO| Access Token 341

-

4. E3 S=-FAl2

LibreChatO| 2t MCPO|| Bearer
Token X<
S ARt AIK| MCPO|| RHALE

N J . . .
4 )
metadata.resource https://real.mcp.mizuki.guru
authorization_servers https://auth.mizuki.guru
NS J

[ E3.2 o7} Mi{ollA] 24 MCPE =) HTtE|x| ehact,

GHSA-gvpj-vm2f-2m23




| LibreChat: CVE-2026-54030

E30| 0| S5l= 24Xl B

e I a I a I a )

1. LibreChat 2. ok metadata 3. "atolgl MH 4. EZ J=-FAE

AEXIIL 2k MCP AMHE 14 resource = AX| MCP INS=INPAE==Sel o] 1} LibreChatO| 2t MCPO|| Bearer

- authorization_servers = >4F AS - LibreChatO| Access Token =4I - Token X<
S AR AN MCPO|| RHALE
- J - J - J - J
4 )
metadata.resource https://real.mcp.mizuki.guru

authorization_servers https://auth.mizuki.guru

- )

[ A5t MCP URLZ} metadata.resource?} 45| & x|slOf SiC},

GHSA-gvpj-vm2f-2m23




| LibreChat: CVE-2026-54030

E30| 0| S5l= 24Xl B

-

1. LibreChat

AEXL S MCP AMH S A Z

~

-

2. 24 metadata

resource = AX| MCP

-

3.8 I MH

AR SClot

-

4. E3 S=-FAl2

LibreChatO| 2t MCPO|| Bearer

authorization_servers = >4F AS - LibreChatO| Access Token =4I Token X<
SARIL AR MCPO|| RHAFR
J N N \
4 ™
metadata.resource https://real.mcp.mizuki.guru
authorization_servers https://auth.mizuki.guru
\_ J

[ =Y%|5lTH metadatat H{E|= Z10| OfL|2} OAuth =& THIE &5

o

GHSA-gvpj-vm2f-2m23 - LibreChat < 0.8.5 - fixed in 0.8.5 - High 8.0




Access TokenO| H{2HHS HC}
I|of H2I= H|slo}r]| = Ol /=72

|
-IH|7| = Tfolf HeIS Mgk = 7| =0
o)

=
3. EE2 AS2E Y= ok|0] MEE|7| uf=off




Access TokenO| H{2HHS HC}
I|of HLIZ= M|slo}?| =2 Ol /=72

=
N
H
H
Ot
1k
=0
jn
>
rok
uot
o be
0
N
MO
=2




| Whitehat School 3rd

WhiteHat School 37|




| Whitehat School 3rd

‘GiCH Q1Z/Q17t 20| TP |'E FH| 2 Safe Us Bl Z2HE I

AL

5171 B IHERE| 9|9t 22 Laboj| Mgt 24




| Whitehat School 3rd

2N T2HEZ = BoiS =012

;ol-




| Whitehat School 3rd

7|= gfAl
L B |
+& 21213} BEEXMO] FH
. s =7} ufjojct [E 2&F
. EMIILHN S ES £

TZHE g
. HElRX EMaL HES(3 7| & XtS2t
. A EIX|Qt LLM 24 HE 22

. ATHs ARHO| Y-S




ﬂ ~fwigfi/eauth-scanner = O X oo N O 9
oauth-scanner deveny up lab-browse ~/w/gfifoau ~fwigfifoauth-scanner X watch uv run cauth-a ~/wig/i/eaut!

L : @

\2)

— https://cdn.imnya.ng/hackingcamp/whspreview.mp4
Y@ 1@ 0Q T -



https://cdn.imnya.ng/hackingcamp/whspreview.mp4

| Whitehat School 3rd

o|2= He| - X ElX| - H|AMN 2= AEE 2
4 I e
10 ¢IﬂI.E=I.L_|H 2‘ EE.I-IIOI-
r N 4
HackerOne0f| JIH HIHI2E| 0|2l Passive detectors
=3t =1 E E8l| HackerOnelfl T 1S == state - redirect - issuer - resource A}
\_ / \
4 . A CSV Storage
Z791-OAuth <}H EfM
\_ / l‘
) \ ) X 2E
. ESESES 1E&lod
mitmproxy addon MEOI HERLE 2E3IN 3E
HTTP(S) 28-S 7|2
\_ /
\_ J \_




| Whitehat School 3rd

WhiteHat School Z2H E Zn}

¢« HOHIRE| T2 812 =
Unblock 5 e
nbioc OAuth Client 43 et =HE M. 4=

Improper Access Token Validation Enables Cross-Client Authentication Bypass

P4

ELH OAuth x'"'g_xl' '?"_I'?_:l E?_I- 0I1J'\r tﬂ - H I HI-Z2E| G 27| v Issues  Rewards

2ojlo| Hct

Q 2025 v
HS S HARIE
1 oo
2

4 safe-us HALO|E HiZ2

\&/

safe-us v




| Whitehat School 3rd
T2HENAM oZHE H

1. O|%H LLMO| =] Z£3o1X| ULt
gemini-2.5-flash LIS e A|HE
DIELE0 Tu 2= 2rd s Mo 1
LLMO[Z[d| 217 et 200 B8 = §iS




| Whitehat School 3rd
T2HENAM oZRE H
2. Wi alo|Ea|a|e] njA&A

2025 227|3t S= LLMO|2H=A| O|H| of Tt A|7|HRAUCHT Ad2t
27| m20] 0|31 LLMOZ AF=3ISHA HERRISH= ST AHABE A|7|

0|21 7|s ot= =7 HLe 1l AE A4 HO| o=y

7| M S X=2t7t O & Q=[O0 AURNHAM E & JHEX G HEE off 20 50| HOEE Al7]...
K|=2 Browser Use EA171 ZIX} E&79| ZE[0] AN

Helesk & X2V ER0HH MEA| = 8 SEELCL




| Whitehat School 3rd

F DRI GPT-5.6 LunaBhl e £ F0511

24c
] —

1. XIZ22 LLM2...
OpenAl2| 7} H




| Whitehat School 3rd

otk X| 2 etCH?
2. X|2 Browser Use 2}0|H21{2]
K22 TN E VI Q- StE| 1 CloudEts M3t REJEX| LIRIAN EA =27t 2 &
otk CIE |l 2t XpSeof TEMEE oiCHH CH20]| 2 M= 2 DE{sl|ED 42 HE .

L

_*




0 X0 B

@imnyang

@imnya.ng

@imnya_ng

imnya.ng

me@imnya.ng



https://discord.com/users/909353223901569035
https://instagram.com/imnya.ng
https://x.com/imnya_ng
https://imnya.ng
https://imnya.ng

